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Features

General Description

The Atheros AR9344 is a highly integrated and
feature-rich IEEE 802.11n 2x2 2.4/5 GHz System-

74Kc MIPS processor with 64 KB I-Cache and
32 KB D-Cache, operating at up to 533 MHz

on-a-Chip (SoC) for advanced WLAN platforms. B External 16- or 32-bit DDR1, DDR?2 operating
It includes a MIPS 74Kc processor, PCI Express at up to 200 MHz (400 M transfers/sec), or 16-
1.1 Root Complex and Endpoint interfaces, five bit SDRAM memory interface operating at up
port IEEE 802.3 Fast Ethernet Switch with MAC/ to 200 MHz
PHY, one MII/RMII/RGMII interface, one USB B NAND and SPLNOR Flash memory support
2.0 MAC/PHY, and external memory interface u ]15?}/1 100 Eg‘ﬁi\r}‘et SVtVItCh with five IEEE 802.3
for serial Flash, SORAM, DDR1 or DDR2, 1?5/ ey PO
T B MII/RMII/RGMII interface
SPDIF-Out audio interface, SLIC VOIP /PCM o .
. B 802.3az Energy Efficient Ethernet compliant
interface, two UARTSs, and GPIOs that can be
B Hardware-based NAT & ACL accelerators for
used for LED controls or other general purpose Ethernet interface
interface configurations. B Both PCI Express 1.1 Root Complex and
The AR9344 supports 802.11n operations up to Endpoint interfaces supported
144 Mbps for 20 MHz and 300 Mbps for 40 MHz simultaneously
respectively, and 802.11a/b/g data rates. B One USB 2.0 controller with built-in MAC/
Additional features include Maximal Likelihood PHY supports Host or Device mode
(ML) decoding, Low-Density Parity Check B Boot from external CPU via PCIE, USB, xMII,
(LDPC), Max1ma1 Ratio Combmlr_lg (MRC)./ Tx eliminating need for external flash
IB)eamformlrLgl (Té)l?rli))’ and On-Chip One-Time m 12S/SPDIF-out audio interface
rogrammable (OTF) memory. B SLIC for VOIP/PCM
The AR9344 PCIE Root Complex interface can be B One low-speed UART (115 Kbps), one high-
used to connect to another Atheros single-chip speed UART (3 Mbps), and multiple GPIO
MAC/BB/radio for dual concurrent WLAN pins for genera] purpose 1/0
applications. The AR9344 supports booting from B Fully integrated RF Front-End including PAs
either NOR or NAND flash. If NOR flash is used and LNAs
as boot codestore, an additional NAND flash B Optional external LNA/PA
device can still be connected, for end-user multi- B 25 MHz or 40 MHz reference clock input
media storage and other applications. B 1.2V switching regulator
When connecting the AR9344 to an external host B Advanced power management with dynamic
through the PCIE Endpoint interface, or the USB clock switching for ultra-low power modes
Device interface, the AR9344 can off load the host B 409-pin BGA package
CPU from computation- intensive functions,
allowing it to focus on its dedicated tasks.
AR9344 System Block Diagram
SDRAM/ » NOR and NAND Flash and SDRAM/DDR Interface
- 802.11n ; DDRll/[DDRZd MII/RMII/RGMII ~ |[&—— Ethernet Interface
(Y)— FrFf)it M/V\VCL/ABNB/ ONH;L‘OD ?:[asahn Sana/sv‘;AI’E\‘ths(r)r:t l&——> 5x Fast Ethernet Interface
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(EG_ACL_CMDO0_AND_ACTION)
173

8.7.57 Egress ACL CMD1, CMD2, CMD3,
CMD4 (EG_ACL_CMD1234) ..173

8.7.58 Egress ACL OPERANDO

(EG_ACL_OPERANDQO) .......... 173
8.7.59 Egress ACL OPERANDI1
(EG_ACL_OPERANDI1) .......... 174

8.7.60 Egress ACL Memory Control
(EG_ACL_MEM_CONTROL) .174

8.7.61 Ingress ACL CMDO0 and Action
(IG_ACL_CMDO0_AND_ACTION)
175

8.7.62 Ingress ACL CMD1, CMD2, CMD3,
CMD4 (IG_ACL_CMD1234) ...175

8.7.63 Ingress ACL OPERANDO

(IG_ACL_OPERANDO) ........... 175
8.7.64 Egress ACL OPERANDI1
(EG_ACL_OPERANDI) .......... 176

8.7.65 Ingress ACL Memory Control
(IG_ACL_MEM_CONTROL) ..176
8.7.66 Ingress ACL Counter Group 0
(IG_ACL_COUNTER_GRPO) ..177
8.7.67 Ingress ACL Counter Group 1
(IG_ACL_COUNTER_GRP1) ..177
8.7.68 Ingress ACL Counter Group 2
(IG_ACL_COUNTER_GRP2) ..177
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8.7.69 Ingress ACL Counter Group 3
(IG_ACL_COUNTER_GRP3) .177
8.7.70 Ingress ACL Counter Group 4
(IG_ACL_COUNTER_GRP4) .178
8.7.71 Ingress ACL Counter Group 5
(IG_ACL_COUNTER_GRP5) .178
8.7.72 Ingress ACL Counter Group 6
(IG_ACL_COUNTER_GRPS®) .178
8.7.73 Ingress ACL Counter Group 7
(IG_ACL_COUNTER_GRP?) .178
8.7.74 Ingress ACL Counter Group 8
(IG_ACL_COUNTER_GRPS) .179
8.7.75 Ingress ACL Counter Group 9
(IG_ACL_COUNTER_GRPY) .179
8.7.76 Ingress ACL Counter Group 10
(IG_ACL_COUNTER_GRP10) 179
8.7.77 Ingress ACL Counter Group 11
(IG_ACL_COUNTER_GRP11) 179
8.7.78 Ingress ACL Counter Group 12
(IG_ACL_COUNTER_GRP12) 180
8.7.79 Ingress ACL Counter Group 13
(IG_ACL_COUNTER_GRP13) 180
8.7.80 Ingress ACL Counter Group 14
(IG_ACL_COUNTER_GRP14) 180
8.7.81 Ingress ACL Counter Group 15
(IG_ACL_COUNTER_GRP15) 180
8.7.82 Egress ACL Counter Group 0
(EG_ACL_COUNTER_GRPO0) 181
8.7.83 Egress ACL Counter Group 1
(EG_ACL_COUNTER_GRP1) 181
8.7.84 Egress ACL Counter Group 2
(EG_ACL_COUNTER_GRP2) 181
8.7.85 Egress ACL Counter Group 3
(EG_ACL_COUNTER_GRP3) 181
8.7.86 Egress ACL Counter Group 4
(EG_ACL_COUNTER_GRP4) 182
8.7.87 Egress ACL Counter Group 5
(EG_ACL_COUNTER_GRP5) 182
8.7.88 Egress ACL Counter Group 6
(EG_ACL_COUNTER_GRP6) 182
8.7.89 Egress ACL Counter Group 7
(EG_ACL_COUNTER_GRP?7) 182
8.7.90 Egress ACL Counter Group 8
(EG_ACL_COUNTER_GRPS8) 183
8.7.91 Egress ACL Counter Group 9
(EG_ACL_COUNTER_GRP9) 183
8.7.92 Egress ACL Counter Group 10
(EG_ACL_COUNTER_GRP10) 183
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8.7.93 Egress ACL Counter Group 11
(EG_ACL_COUNTER_GRP11) 183

8.7.94 Egress ACL Counter Group 12
(EG_ACL_COUNTER_GRP12) 184

8.7.95 Egress ACL Counter Group 13
(EG_ACL_COUNTER_GRP13) 184

8.7.96 Egress ACL Counter Group 14
(EG_ACL_COUNTER_GRP14) 184

8.7.97 Egress ACL Counter Group 15
(EG_ACL_COUNTER_GRP15) 184

8.7.98 Clear ACL Counters
(CLEAR_ACL_COUNTERS) ..185

8.7.99 Ingress ACL Rule Vector Lower
(IG_ACL_RULE_VECTOR_LOWE

8.7.100 Ingress ACL Rule Vector Upper
(IG_LACL_RULE_VECTOR_UPPER

8.7.101 Egress ACL Rule Vector Lower
(EG_ACL_RULE_VECTOR_LOWE

8.7.102 Egress ACL Rule Vector Upper
(EG_ACL_RULE_VECTOR_UPPE
13 Y 185

8.7.103 Ingress ACL Rule Table0 Lower
(IG_ACL_RULE_TABLEO_LOWER

8.7.104 Ingress ACL Rule Table0 Upper
(IG_LACL_RULE_TABLEO_UPPER)
186

8.7.105 Ingress ACL Rule Tablel Lower
(IG_ACL_RULE_TABLE1_LOWER

8.7.106 Ingress ACL Rule Tablel Upper
(IG_LACL_RULE_TABLE1_UPPER)
186

8.7.107 Ingress ACL Rule Table2 Lower
(IG_ACL_RULE_TABLE2_LOWER

8.7.108 Ingress ACL Rule Table2 Upper
(IG_LACL_RULE_TABLE2_UPPER)
187

8.7.109 Ingress ACL Rule Table3 Lower
(IG_ACL_RULE_TABLE3_LOWER

8.7.110 Ingress ACL Rule Table3 Upper
(IG_ACL_RULE_TABLE3_UPPER)
187

8.7.111 Egress ACL Rule Table0O Lower

8.8
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(EG_ACL_RULE_TABLEO_LOWE
123 T 187
8.7.112 Egress ACL Rule Table0 Upper
(EG_ACL_RULE_TABLEO_UPPER)
..................................................... 187

8.7.113 Egress ACL Rule Tablel Lower
(EG_ACL_RULE_TABLE1_LOWE
123 ST 188
8.7.114 Egress ACL Rule Tablel Upper
(EG_ACL_RULE_TABLE1_UPPER)
..................................................... 188
8.7.115 Egress ACL Rule Table2 Lower
(EG_ACL_RULE_TABLE2_LOWE
R) o 188
8.7.116 Egress ACL Rule Table2 Upper
(EG_ACL_RULE_TABLE2_UPPER)
..................................................... 188
8.7.117 Egress ACL Rule Table3 Lower
(EG_ACL_RULE_TABLE3_LOWE
R) o 188
8.7.118 Egress ACL Rule Table3 Upper
(EG_ACL_RULE_TABLE3_UPPER)
..................................................... 188

MBOX Registers .......ccccocoeviniereienennne. 189

8.8.1 Non-Destructive FIFO Status Query
(MBOX_FIFO_STATUS) .......... 190

8.8.2 Non-Destructive SLIC FIFO Status
Query
(SLIC_MBOX_FIFO_STATUS) 190

8.8.3 Mailbox DMA Engine Policy
Control (MBOX_DMA_POLICY) .
191

8.8.4 SLIC Mailbox DMA Engine Policy
Control
(SLIC_MBOX_DMA_POLICY) 192

8.8.5 Mailbox Rx DMA Descriptors Base

Address
(MBOX_DMA_RX_DESCRIPTOR_
157N o) N 192

8.8.6 Mailbox Rx DMA Control
(MBOX_DMA_RX_CONTROL) 193

8.8.7 Mailbox Tx DMA Descriptors Base

Address
(MBOX_DMA_TX_DESCRIPTOR _
157N o) N 193

8.8.8 Mailbox Tx DMA Control
(MBOX_DMA_TX_CONTROL) 194

8.8.9 SLIC Rx DMA Descriptors Base
Address
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8.9

(SLIC_DMA_RX_DESCRIPTOR_B
PN 2) N 194

8.8.10 SLIC Rx DMA Control
(SLIC_DMA_RX_CONTROL) 195

8.8.11 SLIC Tx DMA Descriptors Base

Address
(SLIC_DMA_TX_DESCRIPTOR_B
ASE) oo 195

8.8.12 SLIC Tx DMA Control
(SLIC_DMA_TX_CONTROL) . 196

8.8.13 Mailbox FIFO Status
(MBOX_FRAME) ....ccccecvviruenee 196

8.8.14 SLIC Mailbox FIFO Status
(SLIC_MBOX_FRAME) ........... 196

8.8.15 FIFO Timeout Period
(FIFO_TIMEOUT) ....cceceevveunne. 197

8.8.16 MBOX Related Interrupt Status
(MBOX_INT_STATUS) ............ 197

8.8.17 SLIC MBOX Related Interrupt
Status
(SLIC_MBOX_INT_STATUS) .198

8.8.18 MBOX Related Interrupt Enables
(MBOX_INT_ENABLE) ........... 198

8.8.19 SLIC MBOX Related Interrupt
Enables
(SLIC_MBOX_INT_ENABLE) 199

8.8.20 Reset and Clear MBOX FIFOs
(MBOX_FIFO_RESET) ............. 199

8.8.21 SLIC Reset and Clear MBOX FIFOs

(SLIC_MBOX_FIFO_RESET) ... 199
SLIC Registers .........ccccoeeeueieieieicicienne, 200
8.9.1 SLIC Slots (SLIC_SLOT) .......... 200

8.9.2 SLIC Clock Control
(SLIC_CLOCK_CONTROL) ....200

8.9.3 SLIC Control (SLIC_CTRL) .....201

8.9.4 SLIC Tx Slots 1 (SLIC_TX_SLOTS1)
201

8.9.5 SLIC Tx Slots 2 (SLIC_TX_SLOTS2)
201

8.9.6 SLIC Rx Slots 1 (SLIC_RX_SLOTS1)
201

8.9.7 SLIC Rx Slots 2 (SLIC_RX_SLOTS2)
201

8.9.8 SLIC Timing Control
(SLIC_TIMING_CTRL) ............ 202

8.9.9 SLIC Interrupt (SLIC_INTR) ...203
8.9.10 SLIC Swap (SLIC_SWAP) ....... 203

8.10 Stereo Registers .........ccccceeeveieieieinan, 204
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8.10.1 Configure Stereo Block

(STEREO_CONFIG) ................. 204
8.10.2 Set Stereo Volume
(STEREO_VOLUME) ............... 206

8.10.3 Stereo Master Clock
(STEREO_MASTER_CLOCK) 207

8.10.4 Tx Sample Counter
(STEREO_TX_SAMPLE_CNT_LSB)

8.10.5 Tx Sample Counter
(STEREO_TX_SAMPLE_CNT_MSB

8.10.6 Rx Sample Counter
(STEREO_RX_SAMPLE_CNT_LSB)

8.10.7 Rx Sample Counter
(STEREO_RX_SAMPLE_CNT_MSB

8.11 MDIO Registers ........cccocevvveeiiniiennn. 208

8.11.1 MDIO APB Registers (MDIO_REG)
208

8.11.2 MDIO Interrupt (MDIO_ISR) . 208
8.11.3 MDIO Slave PHY Addresses

(MDIO_PHY_ADDR) .............. 208
8.12 PCIE RC Control Registers ................ 209
8.12.1 PCIE Application Control
(PCIE_APP) ..o, 210
8.12.2 PCIE Interrupt and Error
(PCIE_AER) ..ccoevviviriiiiviciciiiennes 210
8.12.3 PCIE Power Management
(PCIE_PWR_MGMT) .........c..... 211
8.12.4 PCIE Electromechanical
(PCIE_ELEQC) ...cccoevvvviviviriiiiiinnes 211
8.12.5 PCIE Configuration (PCIE_CFG) .
212
8.12.6 PCIE Receive Completion
(PCIE_RX_CNTL) ...cceoevvrrrrrnnnns 212

8.12.7 PCIE Reset (PCIE_RESET) ...... 213

8.12.8 PCIE PHY Configuration Data
(PCIE_PHY_CFG_DATA) ....... 213

8.12.9 PCIE MAC-PHY Interface Signals

(PCIE_MAC_PHY) ..ccvvverrerenene. 213
8.12.10 PCIE PHY-MAC Interface Signals
(PCIE_PHY_MAQC) ...covvverene. 214
8.12.11 PCIE Sideband Busl
(PCIE_SIDEBANDI) ................ 214
8.12.12 PCIE Sideband Bus2
(PCIE_SIDEBAND?) ................ 214
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8.12.13 PCIE MSI Lower Address

(PCIE_MSI_ADDR) ....cccccecvnenee 215
8.12.14 PCIE MSI Data Value
(PCIE_MSI_DATA) ....ccceceuvuene 215
8.12.15 PCIE Interrupt Status
(PCIE_INT_STATUS) ......ccc.c... 216
8.12.16 PCIE Interrupt Mask
(PCIE_INT_MASK) ..ccovvvereennn 217
8.13 WDMA Registers .......cccocvrrirnnnne. 218
8.13.1 Command (CR) ....cccevvvvereeeenens 219
8.13.2 Configuration and Status (CFG) ...
219

8.13.3 Rx DMA Data Buffer Pointer
Threshold (RXBUFPTR_THRESH)
220

8.13.4 Tx DMA Descriptor Pointer
Threshold (TXDPPTR_THRESH) .

220
8.13.5 Maximum Interrupt Rate Threshold
1023 YT 220

8.13.6 Interrupt Global Enable (IER) .221
8.13.7 Tx Interrupt Mitigation Thresholds

6315 3 T 221
8.13.8 Rx Interrupt Mitigation Thresholds
(RIMT) oo 221

8.13.9 Tx Configuration (TXCEG) ...... 222
8.13.10 Rx Configuration (RXCFG) ...222
8.13.11 MIB Control (MIBC) ............... 223
8.13.12 Global Tx Timeout (GTT) ...... 223

8.13.13 Global Tx Timeout Mode (GTTM)
223

8.13.14 Carrier Sense Timeout (CST) . 224

8.13.15 Size of High and Low Priority
(RXDP_SIZE) ...ccouvvviviiininiine 224

8.13.16 MAC Rx High Priority Queue
RXDP Pointer
(RX_QUEUE_HP_RXDP) ........ 224

8.13.17 MAC Rx Low Priority Queue
RXDP Pointer
(RX_QUEUE_LP_RXDP) ......... 224

8.13.18 Primary Interrupt Status (ISR_P)
225

8.13.19 Secondary Interrupt Status 0
(ISR_S0) e 226

8.13.20 Secondary Interrupt Status 1
(ISR_S1) i 226

8.13.21 Secondary Interrupt Status 2
(ISR_S2) e, 227
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8.13.22 Secondary Interrupt Status 3
(ISR_SB) reovveeeeeeeeeeeeeeeeeessreseee 228

8.13.23 Secondary Interrupt Status 4
(ISR_S4) oo 228
8.13.24 Secondary Interrupt Status 5
(ISR_S5) oo 228
8.13.25 Primary Interrupt Mask (IMR_P)
229
8.13.26 Secondary Interrupt Mask 0
(IMR_S0) oeeveveieiirieieiicicieie 230
8.13.27 Secondary Interrupt Mask 1
(IMR_ST) oo 230
8.13.28 Secondary Interrupt Mask 2
(IMR_S2) .ooveviiiiiiia 231
8.13.29 Secondary Interrupt Mask 3
(IMR_S3) ooviiiiieiccii 231
8.13.30 Secondary Interrupt Mask 4
(IMR_S4) oo 232
8.13.31 Secondary Interrupt Mask 5
(IMR_S5) ooviiiic 232
8.13.32 Primary Interrupt Status Read and
Clear (ISR_P_RAQC) ...ccceevveunee 232
8.13.33 Secondary Interrupt Status 0
(ISR_SO_S) oo 233
8.13.34 Secondary Interrupt Status 1
(ISR_S1_S) v 233
8.13.35 Secondary Interrupt Status 2
(ISR_S2_S) v 233
8.13.36 Secondary Interrupt Status 3
(ISR_S3_S) oo 233
8.13.37 Secondary Interrupt Status 4
(ISR_S4._S) oo 233
8.13.38 Secondary Interrupt Status 5
(ISR_S5_S) v 233

8.14 WQCU Registers .......cccccovvueuiinunnnnee 234

8.14.1 Tx Queue Descriptor (Q_TXDP) ..
234

8.14.2
QCU_STATUS_RING_START_AD
DRESS Lower 32 bits of Address
(Q_STATUS_RING_START) ... 235

8.14.3
QCU_STATUS_RING_END_ADD
R Lower 32 Bits of Address
(Q_STATUS_RING_END) ...... 235
8.14.4 QCU_STATUS_RING_CURRENT
Address
(Q_STATUS_RING_CURRENT) ..
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235
8.14.5 Tx Queue Enable (Q_TXE) ...... 235
8.14.6 Tx Queue Disable (Q_TXD) ....236

8.14.7 CBR Configuration (Q_CBRCFG)
236

8.14.8 ReadyTime Configuration
(Q_RDYTIMECEGQG) ......cocoevuee. 236

8.14.9 OneShotArm Set Control
(Q_ONESHOTARM_SC) ......... 237

8.14.10 OneShotArm Clear Control
(Q_ONESHOTARM_CCQ) ........ 237

8.14.11 Misc. QCU Settings (Q_MISC) 238
8.14.12 Misc. QCU Status (Q_STS) ..... 240

8.14.13 ReadyTimeShutdown Status
(Q_RDYTIMESHDN) ............... 240

8.14.14 Descriptor CRC Check
(MAC_QCU_DESC_CRC_CHK) ..
240

8.15 WLAN DCU Registers ..........c......... 241

8.15.1 QCU Mask (D_QCUMAGSK)) ....241
8.15.2 DCU-Specific IFS Settings

(D_LCL_IES) ..coovvvrniiiiiicicnne. 242
8.15.3 Retry Limits (D_RETRY_LIMIT) ..
242
8.15.4 ChannelTime Settings
(D_CHNTIME) ...ccoovviviinee 242
8.15.5 Misc. DCU-Specific Settings
(D_MISC) ..ot 243

8.15.6 DCU-Global IFS Settings: SIFS
Duration (D_GBL_IFS_SIFS) ...243
8.15.7 DCU-Global IFS Settings: Slot
Duration (D_GBL_IFS_SLOT) .243
8.15.8 DCU-Global IFS Settings: EIFS
Duration (D_GBL_IFS_EIFS) ... 244
8.15.9 DCU-Global IFS Settings: Misc.
Parameters (D_GBL_IFS_MISC) ...

244
8.15.10 DCU Tx Pause Control /Status
(D_TXPSE) ..oevveverirerrreerereneerenns 245
8.15.11 DCU Transmission Slot Mask
(D_TXSLOTMASK) .....ccveuenee. 245
8.16 RTC Registers .......cccoeorrieiiniicnne. 246
8.16.1 Reset Control (RESET_CONTROL)
246
8.16.2 PLL Control Settings
(PLL_CONTROL) ...cccevvrvrerennee 247

8.16.3 PLL Settling Time (PLL_SETTLE)

® AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC

December 2010

247
8.16.4 Crystal Settling Time
(XTAL_SETTLE) ...ccccevvvvvrnnnne 248
8.16.5 Pin Clock Speed Control
(CLOCK_OUT) ..oovvereriiriine 248

8.16.6 Reset Cause (RESET_CAUSE) 249
8.16.7 System Sleep Status

(SYSTEM_SLEEP) ........ccceuuee.. 249
8.16.8 Keep Awake Timer

(KEEP_AWAKE) ....ccoeoovvrinnnnn. 249
8.16.9 Derived RTC Clock

(DERIVED_RTC_CLK)) ............ 250
8.16.10 RTC Sync

(RTC_SYNC_REGISTER) ........ 250
8.16.11 RTC Sync Status
(RTC_SYNC_STATUES) ............ 250
8.16.12 RTC Interrupt Cause
(RTC_SYNC_INTR_CAUSE) .. 251
8.16.13 RTC Interrupt Enable
(RTC_SYNC_INTR_ENABLE) 251
8.16.14 RTC Interrupt Mask
(RTC_SYNC_INTR_MASK) .... 251

8.17 WPCU Registers .......ccoevvvveiineninnnn 252

8.17.1 STA Address Lower 32 Bits
(WMAC_PCU_STA_ADDR_L32)
254

8.17.2 STA Address Upper 16 Bits
(WMAC_PCU_STA_ADDR_U16)
255

8.17.3 BSSID Lower 32 Bits
(WMAC_PCU_BSSID_L32) ..... 255

8.17.4 BSSID Upper 16 Bits
(WMAC_PCU_BSSID_U16) .... 255

8.17.5 Beacon RSSI Average
(WMAC_PCU_BCN_RSSI_AVE) .
256

8.17.6 ACK and CTS Timeout
(WMAC_PCU_ACK_CTS_TIMEO
1611 PO 256

8.17.7 Beacon RSSI Control
(WMAC_PCU_BCN_RSSI_CTL) ..
256

8.17.8 Ms Counter and Rx/Tx Latency
(WMAC_PCU_USEC_LATENCY)
257

8.17.9 Reset TSF
(WMAC_PCU_RESET_TSF) ...257

8.17.10 Maximum CFP Duration
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(WMAC_PCU_MAX_CFP_DUR)
257

8.17.11 Rx Filter
(WMAC_PCU_RX_FILTER) ...258

8.17.12 Multicast Filter Mask Lower 32 Bits
(WMAC_PCU_MCAST_FILTER_L
32) e 258

8.17.13 Multicast Filter Mask Upper 32 Bits
(WMAC_PCU_MCAST_FILTER_U
B2) ettt 258

8.17.14 Diagnostic Switches
(WMAC_PCU_DIAG_SW) ...... 259
8.17.15 TSF Lower 32 Bits
(WMAC_PCU_TSF_L32) ......... 260
8.17.16 TSF Upper 32 Bits
(WMAC_PCU_TSF_U32) ........ 260
8.17.17 AES Mute Mask 0
(WMAC_PCU_AES_MUTE_MASK

8.17.19 Last Rx Beacon TSF
(WMAC_PCU_LAST_BEACON_T

SE) e 261
8.17.20 Current NAV
(WMAC_PCU_NAV) ..o 261

8.17.21 Successful RTS Count
(WMAC_PCU_RTS_SUCCESS_CN

8.17.22 Failed RTS Count
(WMAC_PCU_RTS_FAIL_CNT) .
261

8.17.23 FAIL ACK Count
(WMAC_PCU_ACK_FAIL_CNT)
262

8.17.24 Failed FCS Count
(WMAC_PCU_FCS_FAIL_CNT) .
262

8.17.25 Beacon Count
(WMAC_PCU_BEACON_CNT) ..
262

8.17.26 Sleep 1 (WMAC_PCU_SLP1) 262

8.17.27 Sleep 2 (WMAC_PCU_SLP2) 263

8.17.28 Address 1 Mask Lower 32 Bits
(WMAC_PCU_ADDRI_MASK_L3

8.17.29 Address 1 Mask Upper 16 Bits
(WMAC_PCU_ADDR1_MASK_U1
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L N 263
8.17.30 Tx Power Control
(WMAC_PCU_TPC) ................ 263

8.17.31 Tx Frame Counter
(WMAC_PCU_TX_FRAME_CNT)
264

8.17.32 Rx Frame Counter
(WMAC_PCU_RX_FRAME_CNT)
264

8.17.33 Rx Clear Counter
(WMAC_PCU_RX_CLEAR_CNT)
264

8.17.34 Cycle Counter
(WMAC_PCU_CYCLE_CNT) 264

8.17.35 Quiet Time 1
(WMAC_PCU_QUIET_TIME_1) ..
264

8.17.36 Quiet Time 2
(WMAC_PCU_QUIET_TIME_2) ..
265

8.17.37 QoS NoACK
(WMAC_PCU_QOS_NO_ACK) ..
265

8.17.38 PHY Error Mask
(WMAC_PCU_PHY_ERROR_MAS

K) oo 266
8.17.39 Rx Buffer (WMAC_PCU_RXBUF)
266
8.17.40 QoS Control
(WMAC_PCU_MIC_QOS_CONTR
L ) ) U 267

8.17.41 Michael QoS Select
(WMAC_PCU_MIC_QOS_SELECT
) eeeeeeeeeeeeee e eseeeeseeen 267

8.17.42 Miscellaneous Mode
(WMAC_PCU_MISC_MODE) 268

8.17.43 Filtered OFDM Counter
(WMAC_PCU_FILTER_OFDM_C
1N\ Y 268

8.17.44 Filtered CCK Counter
(WMAC_PCU_FILTER_CCK_CNT
) e e 269

8.17.45 PHY Error Counter 1
(WMAC_PCU_PHY_ERR_CNT_1)
269

8.17.46 PHY Error Counter 1 Mask
(WMAC_PCU_PHY_ERR_CNT_1_
MASK) v, 269

8.17.47 PHY Error Counter 2
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(WMAC_PCU_PHY_ERR_CNT_2)
269

8.17.48 PHY Error Counter 2 Mask
(WMAC_PCU_PHY_ERR_CNT_2_

MASK) oo 270
8.17.49 TSF Threshold
(WMAC_PCU_TSF_THRESHOLD)
..................................................... 270

8.17.50 PHY Error EIFS Mask
(WMAC_PCU_PHY_ERROR_EIFS
BTN QN 270

8.17.51 PHY Error Counter 3
(WMAC_PCU_PHY_ERR_CNT_3)
270

8.17.52 PHY Error Counter 3 Mask
(WMAC_PCU_PHY_ERR_CNT_3_
MASK) oo 270

8.17.53 MAC PCU Generic Timers 2
(WMAC_PCU_GENERIC_TIMERS

8.17.54 MAC PCU Generic Timers Mode 2
(WMAC_PCU_GENERIC_TIMERS

2_MODE) ..coceoiriiiiniineeee, 271
8.17.55 SIFS, Tx Latency and ACK Shift
(WMAC_PCU_TXSIFS) ........... 271

8.17.56 TXOP for Non-QoS Frames
(WMAC_PCU_TXOP_X) ......... 272

8.17.57 TXOP for TID 0 to 3
(WMAC_PCU_TXOP_0_3) ...... 272

8.17.58 TXOP for TID 4 to 7
(WMAC_PCU_TXOP_4_7) ...... 272

8.17.59 TXOP for TID 8 to 11
(WMAC_PCU_TXOP_8_11) ....272

8.17.60 TXOP for TID 0 to 3
(WMAC_PCU_TXOP_12_15) ..273

8.17.61 Generic Timers
(WMAC_PCU_GENERIC_TIMERS
[0:15]) weeereeeeeeeeeeeeee e 273

8.17.62 Generic Timers Mode
(WMAC_PCU_GENERIC_TIMERS
_MODE) ..ottt 273

8.17.63 32 KHz Sleep Mode
(WMAC_PCU_SLP32_MODE) 274
8.17.64 32 KHz Sleep Wake
(WMAC_PCU_SLP32_WAKE) 274
8.17.65 32 KHz Sleep Increment
(WMAC_PCU_SLP32_INC) ....274
8.17.66 Sleep MIB Sleep Count
(WMAC_PCU_SLP_MIB]) ...... 275
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8.17.67 Sleep MIB Cycle Count
(WMAC_PCU_SLP_MIB) ...... 275
8.17.68 Sleep MIB Control Status
(WMAC_PCU_SLP_MIB3) ...... 275
8.17.69 MAC PCU WoW 1
(WMAC_PCU_WOW1) ........... 276
8.17.70 PCU WoW 2
(WMAC_PCU_WOW?2) ........... 276
8.17.71 MAC PCU WoW Beacon Fail
Enable
(WMAC_PCU_WOW3_BEACON_
FAIL) oot 276
8.17.72 MAC PCU WoW Beacon Fail
Timeout
(WMAC_PCU_WOW3_BEACON)
277
8.17.73 MAC PCU WoW Keep Alive
Timeout
(WMAC_PCU_WOW3_KEEP_ALI
VE) oo, 277
8.17.74 MAC PCU WoW Automatic Keep
Alive Disable
(WMAC_PCU_WOW_KA) ..... 277
8.17.75 WoW Offset 1 (PCU_WOW4) 277
8.17.76 WoW Offset 2 (PCU_WOWS5) 278
8.17.77 Global Mode
(WMAC_PCU_20_40_MODE) 278
8.17.78 Difference RX_CLEAR Counter
(WMAC_PCU_RX_CLEAR_DIFF_

CNT) oo, 278
8.17.79 Control Registers for Block BA
Control Fields
(WMAC_PCU_BA_BAR_CONTRO
L) 279
8.17.80 Legacy PLCP Spoof
(WMAC_PCU_LEGACY_PLCP_SP
OOF) ..o, 279

8.17.81 PHY Error Mask and EIFS Mask
(WMAC_PCU_PHY_ERROR_MAS
K_CONT) oot 279

8.17.82 Tx Timer
(WMAC_PCU_TX_TIMER) ....280

8.17.83 MAC PCU WoW 6
(WMAC_PCU_WOWES) ........... 280

8.17.84 MAC PCU WoW 5
(WMAC_PCU_WOWS?5) ........... 280

8.17.85 Length of Pattern Match for
Pattern 0
(WMAC_PCU_WOW_LENGTH1)
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280

8.17.86 Length of Pattern Match for
Pattern 1
(WMAC_PCU_WOW_LENGTH?2)
281

8.17.87 Enable Control for Pattern Match
Feature of WOW
(WOW_PATTERN_MATCH_LESS
_THAN_256_BYTES) ............... 281

8.17.88 PCU WoW 4
(WMAC_PCU_WOWY) ........... 281

8.17.89 Exact Length and Offset
Requirement Flag for WoW
Patterns WOW2_EXACT) ...... 281

8.17.90 WoW Offset 2 (PCU_WOW6) 282

8.17.91 WoW Offset 3 (PCU_WOW?) 282

8.17.92 Length of Pattern Match for
Pattern 0
(WMAC_PCU_WOW_LENGTH3)
282

8.17.93 Length of Pattern Match for
Pattern 0
(WMAC_PCU_WOW_LENGTH4)
282

8.17.94 TID Value Access Category
(WMAC_PCU_TID_TO_AC) ..283

8.17.95 High Priority Queue Control
(WMAC_PCU_HP_QUEUE) ..283

8.17.96 Hardware Beacon Processing 1
(WMAC_PCU_HW_BCN_PROCT1)
284

8.17.97 Hardware Beacon Processing 2
(WMAC_PCU_HW_BCN_PROC2)

284
8.17.98 Key Cache
(WMAC_PCU_KEY_CACHE[0:102
B 285
8.18 PCIE Configuration Space Registers 286
8.18.1 Vendor ID .......ccccoeuvvviiiviiiininnes 286
8.18.2 Device ID ......cccovuvivviciricicrciennes 286
8.18.3 Command .......ccccoevvvrriiiiininnnns 287
8.18.4 Status ......ccovvvviiniviiiii 287
8.18.5 Revision ID .......ccccceoevviriiiiiinnns 288
8.18.6 Class Code .....ccccoevvvrvivuvnrnrinnnnns 288
8.18.7 Class Line Size .......cccccceueueueuneees 288
8.18.8 Master Latency Timer .............. 288
8.18.9 Header Type .....ccccccevverevrirrnnces 288
8.18.10 Base Address 0 (BARO) .......... 289
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8.18.11 BARO Mask .......ccccovruevevinrnnnen 289
8.18.12 Bus Number ..........ccccceuevenneen. 290
8.18.13 Secondary Status ..........cc........ 290
8.18.14 Memory Base .........c.cccccucoeee. 290
8.18.15 Memory Limit .......cccoeveveiennens 290

8.18.16 Prefetchable Memory Base .... 291
8.18.17 Prefetchable Memory Limit .. 291

8.18.18 Capability Pointer ................... 291
8.18.19 Interrupt Line ........cccccceueene. 291
8.18.20 Interrupt Pin ......ccoooeeiiiin, 292
8.18.21 Bridge Control ..........cccoeueeee 292
8.19 Checksum Registers ..........cccccccveuuneeee. 293
8.19.1 Checksum Transmit Control
(DMATX_CONTROL) ............. 293
8.19.2 Checksum Transmit Controll
(DMATX_CONTROL]) ........... 294
8.19.3 Checksum Transmit Control2
(DMATX_CONTROL2) ........... 294
8.19.4 Checksum Transmit Control3
(DMATX_CONTROL3) ........... 294
8.19.5 First Tx Descriptor0 Address
(DMATX_DESCO) ...cocovvvrvnnene. 294
8.19.6 First Tx Descriptor]l Address
(DMATX_DESCLI) ..., 295
8.19.7 First Tx Descriptor2 Address
(DMATX_DESC2) .....cccoevvvrnne. 295
8.19.8 First Tx Descriptor3 Address
(DMATX_DESC3) .....cocovvninne. 295

8.19.9 DMA Tx Descriptor Status
(DMATX_DESC_STATUS) .....295

8.19.10 DMA Tx Arbitration
Configuration
(DMATX_ARB_CEG) ............... 296

8.19.11 Channel 0 and 1 Round-robin
Packet Count (RR_PKTCNTO01) 296

8.19.12 Channel 2 and 3 Round-robin
Packet Count (RR_PKTCNTO01) 296

8.19.13 Tx Packet Count (TXST_PKTCNT)

296
8.19.14 DMA Rx Transmit Control
(DMARX_CONTROL) ............ 297
8.19.15 DMA Rx Descriptor
(DMARX_DESQC) ...cceovevrerrnnne. 297

8.19.16 DMA Rx Descriptor Status
(DMARX_DESC_STATUS) .....297

8.19.17 Checksum Interrupt (INTR) .. 297
8.19.18 Checksum IMask (IMASK) ... 298
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8.19.19 Checksum Burst Control
(ARB_BURST) ..ccooevverreeienes 298

8.19.20 DMA Reset (RESET_DMA) ...298

8.19.21 Checksum Configuration
(CONFIG) ..oooviiirieiiicciie, 298

8.20 UART1 (High-Speed) Registers ........ 299

8.20.1 UART1 Transmit and Rx FIFO
Interface (UART1_DATA) ....... 299

8.20.2 UART1 Configuration and Status

(UART1_CS) ..oveviririiiiiciinn. 300
8.20.3 UART1 Clock (UART1_CLOCK) .
301
8.20.4 UART1 Interrupt/Control Status
(UARTI_INT) oo, 301
8.20.5 UART1 Interrupt Enable
(UART1_INT_EN) ...ccoovrnnenn. 302
8.21 GMAC0/GMACT1 Registers .............. 303
8.21.1 MAC Configuration 1 .............. 308
8.21.2 MAC Configuration 2 .............. 309
8.21.3 IPG/IFG ..ccovvirieiiiicii 309
8.21.4 Half-Duplex ........cccooeevereiinnnnes 310
8.21.5 Maximum Frame Length ......... 310
8.21.6 MII Configuration ..........c.c........ 311
8.21.7 MII Command .........cccccerrevrnnes 311
8.21.8 MII Address ......cccccoevvururunuinnes 312
8.21.9 MII Control .......ccccovvveuereiiicnnes 312
8.21.10 MII Status ......ccccoevevrerueieiinnes 312
8.21.11 MII Indicators .......ccccceveveunenes 312
8.21.12 Interface Control ..................... 313
8.21.13 Interface Status ..........ccccceuevueee 314
8.21.14 STA Address 1 .......ccooeuevevnnnees 315
8.21.15 STA Address 2 ........ccceeueunnenes 315
8.21.16 ETH_FIFO RAM Configuration 0
316
8.21.17 ETH Configuration 1 .............. 317
8.21.18 ETH Configuration 2 .............. 317
8.21.19 ETH Configuration 3 .............. 317
8.21.20 ETH Configuration 4 .............. 318
8.21.21 ETH Configuration 5 .............. 318
8.21.22 Tx/Rx 64 Byte Frame Counter
(TR64) oo, 319
8.21.23 Tx/Rx 65-127 Byte Frame Counter
(TRI27) o, 319
8.21.24 Tx/Rx 128-255 Byte Frame
Counter (TR255) ....ccccvvvrvennnne. 319
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Counter (TR511) .ccecerveerieenienens 319

8.21.26 Tx/Rx 512-1023 Byte Frame
Counter (TRIK) ....cocoverererennens 320

8.21.27 Tx/Rx 1024-1518 Byte Frame
Counter (TRMAX) ..ccccccoveenuenene 320

8.21.28 Tx/Rx 1519-1522 Byte VLAN
Frame Counter (TRMGV) ........ 320

8.21.29 Receive Byte Counter (RXBT) 320
8.21.30 Receive Packet Counter (RPKT) .

321
8.21.31 Receive FCS Error Counter (RFCS)
321
8.21.32 Receive Multicast Packet Counter
(RMCA) i 321
8.21.33 Receive Broadcast Packet Counter
(RBCA) oot 321
8.21.34 Receive Control Frame Packet
Counter (RXCF) ...cccoceveneenneacns 322
8.21.35 Receive Pause Frame Packet
Counter (RXPF) ....ccccoeveneenencne 322
8.21.36 Receive Unknown OPCode Packet
Counter (RXUO) ....cecvvvvecvennnne 322
8.21.37 Receive Alignment Error Counter
(RALN) oot 322
8.21.38 Receive Frame Length Error
Counter (RFLR) ....ccccoceverenennene 323
8.21.39 Receive Code Error Counter
(RCDE) eoteieieieieieieieeene 323
8.21.40 Receive Carrier Sense Error
Counter (RCSE) ....cccocevererennens 323
8.21.41 Receive Undersize Packet Counter
(RUND) vt 323
8.21.42 Receive Oversize Packet Counter
(ROVR) oot 324
8.21.43 Receive Fragments Counter
(REFRG) .evevveieeeeeieeieeeeee e 324

8.21.44 Receive Jabber Counter (RJBR) 324

8.21.45 Receive Dropped Packet Counter
(RDRP) oo 324

8.21.46 Transmit Byte Counter (TXBT) 325
8.21.47 Transmit Packet Counter (TPKT)

325
8.21.48 Transmit Multicast Packet Counter
(TMCA) e 325
8.21.49 Transmit Broadcast Packet
Counter (TBCA) .cccoceveeneenenns 325
8.21.50 Transmit Pause Control Frame
Counter (TXPF) ....cccoceverenennns 326
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8.21.51 Transmit Deferral Packet Counter

(TDFR) eoveeveeveeieeiesieriesiesiesiesieins 326
8.21.52 Transmit Excessive Deferral Packet
Counter (TEDF) .......ccceevvvennenee. 326
8.21.53 Transmit Single Collision Packet
Counter (TSCL) ..c.cocevvevereenvenenne 326
8.21.54 Transmit Multiple Collision Packet
(TMCL) i, 327
8.21.55 Transmit Late Collision Packet
Counter (TLCL) .cccoevveverieeienene 327
8.21.56 Transmit Excessive Collision
Packet Counter (TXCL) ............ 327
8.21.57 Transmit Total Collision Counter
(TNCL) coeeieeeeeevereeeeeeve s 327
8.21.58 Transmit Pause Frames Honored
Counter (TPFH) .....ccccooevveuenee 328
8.21.59 Transmit Drop Frame Counter
(TDRP) ooveeveeieeieeeeieciesiesieiesieins 328
8.21.60 Transmit Jabber Frame Counter
(TTBR) eeeveeeeeierieieieieiesieieienns 328
8.21.61 Transmit FCS Error Counter
(TECS) oot 328
8.21.62 Transmit Control Frame Counter
(TXCEF) cooeeieeeeeeeeieeeee e 329
8.21.63 Transmit Oversize Frame Counter
(TOVR) oo, 329
8.21.64 Transmit Undersize Frame
Counter (TUND) ....ccccecvvvevennnee. 329
8.21.65 Transmit Fragment Counter
(TFRG) ooveeeieieieieriesiesieiesieins 329

8.21.66 Carry Register 1 (CARI) ........ 330
8.21.67 Carry Register 2 (CAR2) ........ 331
8.21.68 Carry Mask Register 1 (CAM1) ...

332

8.21.69 Carry Mask Register 2 (CAM2) ...
333

8.21.70 DMA Transfer Control for Queue 0
(DMATXCNTRL_QOQ) ....cceuee 333

8.21.71 Descriptor Address for Queue 0 Tx
(DMATXDESCR_QO) ..ccoeveneeee 334

8.21.72 Transmit Status
(DMATXSTATUS) ..ccovvvvevinene 334

8.21.73 Receive Control (DMARXCTRL)
334

8.21.74 Pointer to Receive Descriptor
(DMARXDESCR) ....cvoenevvevenenne 335

8.21.75 Receive Status (DMARXSTATUS)
335
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8.21.76 Interrupt Mask
(DMAINTRMASK) ......ccccoeuueee 336

8.21.77 Interrupts (DMAINTERRUPT) 337
8.21.78 Ethernet TX Burst

(ETH_ARB_TX_BURST) .......... 337
8.21.79 Current Tx and Rx FIFO Depth
(ETH_XFIFO_DEPTH) ............. 338

8.21.80 Ethernet Transmit FIFO
Throughput (ETH_TXFIFO_TH) .

338
8.21.81 Ethernet Receive FIFO Threshold
(ETH_RXFIFO_TH) .....cccocu....... 338
8.21.82 Ethernet Free Timer
(ETH_FREE_TIMER) ............... 339
8.21.83 DMA Transfer Control for Queue 1
(DMATXCNTRL_Q1) .............. 339
8.21.84 Descriptor Address for Queue 1 Tx
(DMATXDESCR_Q1) ............... 339
8.21.85 DMA Transfer Control for Queue 2
(DMATXCNTRL_Q?) .............. 339
8.21.86 Descriptor Address for Queue 2 Tx
(DMATXDESCR_Q?2) ............... 340
8.21.87 DMA Transfer Control for Queue 3
(DMATXCNTRL_Q3) .............. 340
8.21.88 Descriptor Address for Queue 3 Tx
(DMATXDESCR_Q3) ..o 340

8.21.89 DMA Transfer Arbitration
Configuration (DMATXARBCEG)
340

8.21.90 Tx Status and Packet Count for
Queues 1to 3
(DMATXSTATUS_123) ............ 341

8.21.91 Local MAC Address Dword0
(LCL_MAC_ADDR_DWO) ...... 341

8.21.92 Local MAC Address Dword1l
(LCL_MAC_ADDR_DW1I) ...... 341

8.21.93 Next Hop Router MAC Address
Dword0
(NXT_HOP_DST_ADDR_DWO) ..
341

8.21.94 Next Hop Router MAC
Destination Address Dword1
(NXT_HOP_DST_ADDR_DW1) ..

342
8.21.95 Local Global IP Address 0
(GLOBAL_IP_ADDRO) ............ 342
8.21.96 Local Global IP Address 1
(GLOBAL_IP_ADDR]) ............ 342
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8.21.97 Local Global IP Address 2

(GLOBAL_IP_ADDR?) ............ 342
8.21.98 Local Global IP Address 3
(GLOBAL_IP_ADDRS) ............ 342
8.21.99 Egress NAT Control and Status
(EG_NAT_CSR) ...ccoevvrrrrrrrne. 343
8.21.100 Egress NAT Counter
(EG_NAT_CNTR) ...cceevvrurrne. 343
8.21.101 Ingress NAT Control and Status
(IG_NAT_CSR) ...coovverrrrrrrrrnnee 344
8.21.102 Ingress NAT Counter
(IG_NAT_CNTR) ..coeevrrrnne. 344
8.21.103 Egress ACL Control and Status
(EG_ACL_CSR) ..coovvrvrrrrriernee 345
8.21.104 Ingress ACL Control and Status
(IG_ACL_CSR) ..ccovvevrrrririian. 345

8.21.105 Egress ACL CMDO and Action
(EG_ACL_CMDO0_AND_ACTION)
345

8.21.106 Egress ACL CMD1, CMD2,
CMD3 and CMD4
(EG_ACL_CMD1234) ............... 346

8.21.107 Egress ACL OPERAND 0
(EG_ACL_OPERANDO) .......... 346

8.21.108 Egress ACL OPERAND 1
(EG_ACL_OPERANDI1) .......... 346

8.21.109 Egress ACL Memory Control
(EG_ACL_MEM_CONTROL) .347

8.21.110 Ingress ACL CMDO0 and Action
(IG_ACL_CMDO0_AND_ACTION)
348
8.21.111 Ingress ACL CMD1, CMD?2,
CMD3 and CMD4
(IG_ACL_CMD1234) ................ 348
8.21.112 Ingress ACL OPERAND 0
(IG_ACL_OPERANDOQ) ........... 348
8.21.113 Ingress ACL OPERAND 1
(IG_ACL_OPERANDI) ........... 349
8.21.114 Ingress ACL Memory Control
(IG_ACL_MEM_CONTROL) ..349
8.21.115 Ingress ACL Counter Group 0
(IG_ACL_COUNTER_GRPO) ..350
8.21.116 Ingress ACL Counter Group 1
(IG_ACL_COUNTER_GRP1) ..350
8.21.117 Ingress ACL Counter Group 2
(IG_ACL_COUNTER_GRP?2) ..350
8.21.118 Ingress ACL Counter Group 3
(IG_ACL_COUNTER_GRP3) ..350

® AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC

December 2010

8.21.119 Ingress ACL Counter Group 4
(IG_ACL_COUNTER_GRP4) .351
8.21.120 Ingress ACL Counter Group 5
(IG_ACL_COUNTER_GRP?5) . 351
8.21.121 Ingress ACL Counter Group 6
(IG_ACL_COUNTER_GRPS) .351
8.21.122 Ingress ACL Counter Group 7
(IG_ACL_COUNTER_GRP?) .351
8.21.123 Ingress ACL Counter Group 8
(IG_ACL_COUNTER_GRPS) .352
8.21.124 Ingress ACL Counter Group 9
(IG_ACL_COUNTER_GRPY) .352
8.21.125 Ingress ACL Counter Group 10
(IG_ACL_COUNTER_GRP10) 352
8.21.126 Ingress ACL Counter Group 11
(IG_ACL_COUNTER_GRP11) 352
8.21.127 Ingress ACL Counter Group 12
(IG_ACL_COUNTER_GRP12) 353
8.21.128 Ingress ACL Counter Group 13
(IG_ACL_COUNTER_GRP13) 353
8.21.129 Ingress ACL Counter Group 14
(IG_ACL_COUNTER_GRP14) 353
8.21.130 Ingress ACL Counter Group 15
(IG_ACL_COUNTER_GRP15) 353
8.21.131 Egress ACL Counter Group 0
(EG_ACL_COUNTER_GRP0) 354
8.21.132 Egress ACL Counter Group 1
(EG_ACL_COUNTER_GRP1) 354
8.21.133 Egress ACL Counter Group 2
(EG_ACL_COUNTER_GRP2) 354
8.21.134 Egress ACL Counter Group 3
(EG_ACL_COUNTER_GRP3) 354
8.21.135 Egress ACL Counter Group 4
(EG_ACL_COUNTER_GRP4) 355
8.21.136 Egress ACL Counter Group 5
(EG_ACL_COUNTER_GRP5) 355
8.21.137 Egress ACL Counter Group 6
(EG_ACL_COUNTER_GRP6) 355
8.21.138 Egress ACL Counter Group 7
(EG_ACL_COUNTER_GRP?7) 355
8.21.139 Egress ACL Counter Group 8
(EG_ACL_COUNTER_GRPS8) 356
8.21.140 Egress ACL Counter Group 9
(EG_ACL_COUNTER_GRP9Y) 356
8.21.141 Egress ACL Counter Group 10
(EG_ACL_COUNTER_GRP10) 356
8.21.142 Egress ACL Counter Group 11
(EG_ACL_COUNTER_GRP11) 356
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8.21.143 Egress ACL Counter Group 12
(EG_ACL_COUNTER_GRP12) 357
8.21.144 Egress ACL Counter Group 13
(EG_ACL_COUNTER_GRP13) 357
8.21.145 Egress ACL Counter Group 14
(EG_ACL_COUNTER_GRP14) 357
8.21.146 Egress ACL Counter Group 15
(EG_ACL_COUNTER_GRP15) 357
8.21.147 Clear ACL Counters
(CLEAR_ACL_COUNTERS) ..358

8.22 USB Controller Registers ................... 358
8.22.1 Identification (ID) ........cccccenneee 360
8.22.2 General Hardware Parameters

(HWGENERAL) ...oovevveveieienes 360
8.22.3 Host Hardware Parameters
(HWHOST) oo, 360
8.22.4 Device Hardware Parameters
(HWDEVICE) ...cocoveveveriieriiennns 361
8.22.5 Tx Buffer Hardware Parameters
(HWTXBUF) ..ocoveveieieieieiene, 361
8.22.6 Rx Buffer Hardware Parameters
(HWRXBUF) ..coooveiveieiiieiienne 361
8.22.7 General Purpose Timer 0 Load
(GPTIMEROLD) .....coeevevrrerrnenes 361
8.22.8 General Purpose Timer 0 Control
(GPTIMEROCTRL) ..cvovvevrenee 362
8.22.9 General Purpose Timer 1 Load
(GPTIMERILD) ....covvvevirevrnes 362
8.22.10 General Purpose Timer 1 Control
(GPTIMERICTRL) .....cceeveeeee. 363
8.22.11 Capability Register Length
(CAPLENGTH) ..ccooeverirerines 363
8.22.12 Host Interface Version Number
(HCIVERSION) ....cocvvvevveieiennns 364

8.22.13 Host Control Structural
Parameters (HCSPARAMS) ....364

8.22.14 Host Control Capability
Parameters (HCCPARAMS) ...365

8.22.15 Device Interface Version Number
(DCIVERSION) ....oocevrviievriennns 365

8.22.16 Device Control Capability
Parameters (DCCPARAMS) ...365

8.22.17 USB Command (USBCMD) ... 366

8.22.18 USB Status (USBSTS) .............. 368
8.22.19 USB Interrupt Enable (USBINTR)
370

8.22.20 USB Frame Index (FRINDEX) 372
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8.22.21 Frame List Base Address

(PERIODICLISTBASE) ............ 373
8.22.22 USB Device Address
(DEVICEADDR) ......ccoeevuennnen. 373
8.22.23 Next Asynchronous List Address
(ASYNCLISTADDR) ................ 373
8.22.24 Address at Endpointlist in
Memory

(ENEDPOINTLIST_ADDR) .... 374
8.22.25 TT Status and Control (TTCTRL)

374
8.22.26 Programmable Burst Size
(BURSTSIZE) ....covvvvruicnicnnne. 374
8.22.27 Host Tx Pre-Buffer Packet Tuning
(TXFILLTUNING) ..coovvvrrnnee. 375

8.22.28 Endpoint NAK (ENDPTNAK) 376
8.22.29 Endpoint NAK Enable

(ENDPTNAKEN) ...ccocveveneee. 376
8.22.30 Port/Status Control (PORTSCO)
377

8.22.31 USB Mode (USBMODE) ........ 382
8.22.32 Endpoint Setup Status

(ENDPTSETUPSTAT) .............. 383
8.22.33 Endpoint Initialization
(ENDPTPRIME) .......ccccovvrnnnee. 383
8.22.34 Endpoint De-Initialization
(ENDPTFLUSH) .....ccovveimennnen. 384
8.22.35 Endpoint Status
(ENDPTSTATUS) ....coovvevrrrnee 384
8.22.36 Endpoint Complete
(ENDPTCOMPLETE) .............. 385
8.22.37 Endpoint Control 0
(ENDPTCTRLO) ..ocvvvevvvrceinnnn. 385
8.22.38 Endpoint Control 1
(ENDPTCTRLI) ..ovvrrrirninne. 386
8.23 NAND Flash Registers ....................... 387
8.23.1 Controller Commands
(COMMAND) ... 388
8.23.2 Main Configuration (CONTROL)
389

8.23.3 Controller Status (STATUS) .... 391
8.23.4 Interrupt Mask INT_MASK) . 392
8.23.5 Interrupt Status (INT_STATUS) 392
8.23.6 Configuration Parameters for the
ECC Module (ECC_CTRL) ...... 393

8.23.7 ECC Offset Value (ECC_OFFSET)
393
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8.23.8 Most Significant Part of the Address
Register 0/1 (ADDRO_0, ADDRO_1,

ADDR1_0, ADDR1_1) .............. 394
8.23.9 NAND Flash Spare Area Size
(SPARE_SIZE) .....ccoovvvvivrrirnnnnn. 395

8.23.10 Hardware Protect Against the
Write/Erase Process Control
(PROTECT) oo, 395

8.23.11 Enables Look-Up Register During
NAND Flash Memory Address

(LOOKUP_EN) oo 396
8.23.12 Lookup Table [7:0]
(LOOKUP[7:0]) ecvevvviviciiiiianeas 396
8.23.13 DMA Module Base Address
(DMA_ADDR) ... 397
8.23.14 DMA Module Counters Initial
Value (DMA_CNT) ....cccccoeuee. 397
8.23.15 DMA Module Control
(DMA_CTRL) ..cocvviiiiiciiiias 397
8.23.16 Memory Device Control
(MEM_CTRL) ..coovvviviriiiiiinnes 398
8.23.17 Custom Page Size Value
(DATA_SIZE) ....ccvvviiciiiiianns 398
8.23.18 Read Status Command Output
Value (READ_STATUS) ......... 398

8.23.19 Command Sequence Timings
Configuration (TIME_SEQ) .....399

8.23.20 Timing Configuration 0

(TIMING_ASYN) oot 399
8.23.21 Timing Configuration 1
(TIMING_SYN) ..oovvevvevieierenne. 399
8.23.22 FIFO Module Interface
(FIFO_DATA) oo 400
8.23.23 DQS Signal Delay Effect
(TIME_MODE) ....ccoovevverenne. 400
8.23.24 DMA Module Address Offset
(DMA_ADDR_OFFSET) .......... 400
8.23.25 Control for the FIFO Module
(FIFO_INTIT) ovvoooeeeeeeeeeeeerreeen 401

8.23.26 Configuration for the Two Generic
Sequences (GENERIC_SEQ_CTRL)
401

8.24 PCIE EP DMA Registers .................... 402

8.24.1 Rx Descriptor Start Address
(RX_DESC_START_ADDRESS) 403

8.24.2 Rx DMA Start (RX_DMA_START)
403

8.24.3 Rx AHB Burst Size

® AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC

December 2010

(RX_BURST_SIZE) .....cccceuvununes 403
8.24.4 Packet Offset (PKT_OFFSET) .404
8.24.5 Checksum (CHECKSUM) ....... 404
8.24.6 Rx Data Swap (RX_DATA_SWAP)
404
8.24.7 Tx Descriptor Start Address
(TX_DESC_START_ADDRESS) 405
8.24.8 Tx DMA Start (TX_DMA_START)
405
8.24.9 Interrupt Limit
(INTERRUPT_LIMIT) .............. 405
8.24.10 Tx AHB Burst Size
(TX_BURST_SIZE) ......ccceuvunenee 406
8.24.11 Tx Data Swap (TX_DATA_SWAP)
406
8.24.12 Interrupt Status
(HOST_DMA_INTERRUPT) ..407
8.24.13 Interrupt Mask
(HOST_DMA_INTERRUPT_MASK

) ettt 408
8.24.14 Arbitration Priority (PRIORITY)
408

8.25 Serial Flash SPI Controller Registers 409

8.25.1 SPI Controller GPIO Mode Select
(FUNCTION_SELECT_ADDR) 409
8.25.2 SPI Address Control
(SPI_CONTROL_ADDR) ........ 409
8.25.3 SPI I/0O Address Control
(SPI_IO_CONTROL_ADDR) ..410
8.25.4 SPI Read Data Address
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1. Pin Descriptions

This section contains both a package pinout
and tabular listings of the signal descriptions.

The following nomenclature is used for signal

names:

NC

Atheros Communications, Inc.

No connection should be made to
this pin

At the end of the signal name,
indicates active low signals

At the end of the signal name,
indicates the positive side of a
differential signal

At the end of the signal name
indicates the negative side of a
differential signal

COMPANY CONFIDENTIAL

PRELIMINARY

The following nomenclature is used for signal

types:
IA
I

IH

IL

/0

OA

OD

Analog input signal
Digital input signal

Input signals with weak internal
pull-up, to prevent signals from
floating when left open

Input signals with weak internal
pull-down, to prevent signals
from floating when left open

A digital bidirectional signal

An analog output signal

An open drain digital output
signal

A digital output signal

A power or ground signal

AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC e
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Table 1-1 shows the top left of the AR9344 pinout.
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Table 1-1. AR9344 Pinout (Top Left)
1 2 3 4 5 6 7 8 9 10 11 12 13 14
DDR DDR DDR DDR DDR DDR DDR DDR NAND | NAND |NAND_D |NAND_D|NAND_D | NAND_D
A | DATA_13| _DATA_8| DQM_0 | DATA_6 | _DATA_5 | DATA_2 | DATA_1| _DATA_ 0| _WE_L _CLE |ATA_IO_6|ATA_IO_3 | ATA_IO_2 | ATA_IO_0
DDR DDR DDR DDR DDR DDR DDR VDD25 | NAND | NAND | NAND |NAND_D|NAND_D| GND
B | DATA_15| DATA_12| DATA_14| DQS. 0 | DATA 7 | DATA_4 | DATA_3 _CS.0 REL | WPL |ATA_IO 5|ATA_IO_1
DDR GND DDR VDD GND VDD GND VDD12 GND NAND | NAND |NAND_D|NAND_D| VDD25
C | DATA_11 _DATA_23| _DDR _DDR RB.LO| _ALE |ATA_IO_7|ATA_IO_4
DDR DDR DDR
D | DATA 9 | DATA 10| DATA 22
DDR_DQS| DDR DDR
E - _DATA_17|_DATA_21
DDR VDD DDR
F | VREF "DDR | DATA 20
DDR GND GND
G| DOM. 1
DDR VDD12 DDR
H| CKN _DATA_19
DDR DDR GND GND GND GND GND GND GND
J| CKP | CKEL
DDR A 3| VDD DDR GND GND GND GND GND GND
K _DDR | _DATA_18
L DDR_A_11| DDR GND GND GND GND GND GND GND
A 12
DDR_A_8 |[DDR_A 9| DDR GND GND GND GND GND GND
M _DATA_16
GND |DDR A 7| DDR GND GND GND GND GND GND
N _DQS_2
DDR_A 6| DDR VDD GND GND GND GND GND GND
P DQM_2 | _DDR
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Table 1-2 shows the bottom left of the AR9344 pinout.
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Table 1-2. AR9344 Pinout (Bottom Left)

1 2 3 4 5 6 7 8 9 10 11 12 13 14
DDR_A_4 |DDR_A 5| DDR_ GND GND GND GND GND GND
R DATA_31
DDR VDD12 DDR_ GND GND GND GND GND GND
T| WEL DATA_30
DDR_CAS| GND DDR_ GND GND GND GND GND GND
U L DATA_29
DDR_RAS| VDD DDR_ GND GND GND GND GND GND
\') L _DDR | DATA_28
DDR_CS_| GND DDR_ GND GND GND GND GND GND
w L DATA_27
DDR_BA_| DDR_ DDR_
Y 0 DATA_24 | DATA_26
DDR_BA_ |DDR_A_10| DDR_
AA 1 DATA_25
DDR_A_0 [VDD_DDR| DDR
AB _DQS_3
DDR_A_1| DDR_ GND
AC DQM_3
DDR_A_2 |CTRL_DD| VDD33
AD R_XPNP
AE | RESET_L | GND GND GPIO_0 | GPIO_2 | VDD25 GND VDD12 GND EMDC | EMDIO | VDDI12 GND GND
GND AVDD12 | AVDD12 | GPIO_1 | GPIO_3 | ETXD3 ETXD1 |ETX_CLK| ERXD3 ERXD1 |ERX_CLK |PCIE_RST | PCIE_EP_ | PCIE_EP_
_SWREG | _SWREG _IN_L |REECLK_P| RX_N
AF _OUT _OUT
AVDD33_ | AVDD33_ | AVDD12_| GND GPIO_4 | ETXD2 ETXDO | ETX_EN | ERXD2 | ERXDO | ERX_EN | PCIE_EP_ | PCIE_EP_ | PCIE_EP_
AG SWREG | SWREG | SWREG_ REFCLK_| TX_N TX_P
FB N
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Table 1-3 shows the top right of the AR9344 pinout.
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Table 1-3. AR9344 Pinout (Top Right)
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15 16 17 18 19 20 21 22 23 24 25 26 27
GPIO_22 | GPIO_20 GND BIASREF |RFIN2GP_0| RFIN2GN | RFIN5SGN | RFIN5GP RFOUT RFOUT RFOUT |RFOUT5GP RFIN
A _0 _0 _0 2GN_0 2GP_0 5GN_0 0 2GP_1
B GPIO_21 | GPIO_18 GND AVDD12 GND GND AVDDI12 | XPABIAS2 | XPABIAS2 ANTC AVDD33 GND RFIN
0 _1 2GN_1
C GPIO_19 GND GND AVDD12 | AVDD12 | AVDD33 | XPABIASS | XPABIAS5 ANTD ANTB GND AVDD12 RFIN
0 _1 5GN_1
ANTA GND RFIN
D 5GP_1
GND GND RFOUT
E 2GN_1
AVDD12 GND RFOUT
F 2GP_1
AVDD12 | AVDD33 RFOUT
G 5GN_1
AVDD33 GND RFOUT
H 5GP_1
J GND GND GND GND GND GND GND GND
K GND GND GND GND GND AVDD33 XTALI XTALO
GND GND GND GND GND VDD25 SYS_RST GND
L _OUT_L
M GND GND GND GND GND GPIO_17 | GPIO_16 | GPIO_15
N GND GND GND GND GND GPIO_14 | GPIO_13 | GPIO_12
P GND GND GND GND GND GND VDD12 GND
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Table 1-4 shows the bottom right of the AR9344 pinout.
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Table 1-4. AR9344 Pinout (Bottom Right)

15 16 17 18 19 20 21 22 23 24 25 26 27
R GND GND GND GND GND VDD12 GPIO_11 GPIO_10
T GND GND GND GND GND GPIO_9 GPIO_8 GPIO_7
u GND GND GND GND GND VDD25 GPIO_5 GPIO_6
v GND GND GND GND GND GND AVDD12 GND
w GND GND GND GND GND CTRLO AVDD33 USB_DM
AVDD33 VDD25 USB_DP
Y _ouT
AVDD20 AVDD12 GND
AA _ouT _ETH
AVDD12 GND RBIAS
AB _ETH
AC VDD25 GND GND
VDD25 AVDD12 TXNO
AD _ETH
AVDD12 GND AVDD12 GND AVDDI12_E GND AVDDI12_E| VDD25 GND VDD25 GND GND TXPO
AE _PCIE _PCIE TH TH
PCIE_RST_ [PCIE_TX_N/|PCIE_RX_N| PCIE_CLK RXP4 TXP4 TXP3 RXP3 RXP2 TXN2 TXN1 RXP1 RXNO
AF| ouT L OUT_N
PCIE_EP |PCIE_TX_P |PCIE_RX_P| PCIE_CLK RXN4 TXN4 TXN3 RXN3 RXN2 TXP2 TXP1 RXN1 RXPO
AG| RX P OUT_P
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PRELIMINARY

Table 1-5 provides the signal-to-pin
relationship information for the AR9344.

Table 1-5. Signal to Pin Relationships and Descriptions

Signal Name Pin Type |Description
General
RESET_L AE1 IH | External power on reset with weak pull up
SYS_RST_OUT_L L26 OD | System reset out, open drain, pull up is required
XTALI K26 I 40 MHz or 25 MHz crystal
XTALO K27 IO | When using an external clock, the XTALI pin is grounded and

the XTALO pin should be driven with a square wave clock.
AC coupling is recommended for the clock signal to the
XTALO pin. The internal circuit provides the DC bias of
approximately 0.6 V. The peak to peak swing of the external
clock can be between 0.6 V to 1.2 V. Larger swing and sharper
edge will reduce jitter.

Radio
RFIN2GN_0 A20 1A Differential RF inputs for 2.4 GHz chain 0;
RFIN2GP_0 A19 1A Use one side for single-ended input
RFIN5SGN_0 A21 1A Differential RF inputs for 5 GHz chain 0;
RFIN5GP_0 A22 1A Use one side for single-ended input
RFOUT2GN_0 A23 OA | Differential RF outputs for 2.4 GHz chain 0
RFOUT2GP_0 A24 OA
RFOUT5GN_0 A25 OA | Differential RF outputs for 5 GHz chain 0
RFOUT5GP_0 A26 OA
RFIN2GN_1 B27 1A Differential RF inputs for 2.4 GHz chain 1;
RFIN2GP_1 A27 1A Use one side for single-ended input
RFINSGN_1 C27 1A Differential RF inputs for 5 GHz chain 1;
RFIN5GP_1 D27 1A Use one side for single-ended input
RFOUT2GN_1 E27 OA Differential RF outputs for 2.4 GHz chain 1
RFOUT2GP_1 F27 OA
RFOUT5GN_1 G27 OA | Differential RF outputs for 5 GHz chain 1
RFOUT5GP_1 H27 OA
PCI Express Root Complex
PCIE_CLKOUT_N AF18 OA | Differential reference clock (100 MHz), can be left open if not
PCIE_CLKOUT_P AGI8 OA | used
PCIE_RST_OUT_L AF15 OD | PCI Express reset, open drain, can be left open if not used
PCIE_RX_N AF17 IA Differential receive, can be left open if not used
PCIE_RX_P AG17 1A
PCIE_TX_N AF16 OA | Differential transmit, can be left open if not used
PCIE_TX_P AGl6 OA
28 ¢ AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC Atheros Communications, Inc.
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Table 1-5. Signal to Pin Relationships and Descriptions (continued)

Signal Name Pin Type |Description
PCI Express End Point
PCIE_EP_RX_N AF14 1A Differential receive, can be left open if not used
PCIE_EP_RX_P AGI15 IA
PCIE_EP_TX_N AG13 OA | Differential transmit, can be left open if not used
PCIE_EP_TX_P AGl14 OA
PCIE_EP_REFCLK_N AG12 1A Differential reference clock, can be left open if not used
PCIE_EP_REFCLK_P AF13 IA
PCIE_RST_IN_L AF12 I PCI Express reset, can be grounded if not used
Analog Interface
BIASREF Al8 IA | BIASREF voltage is 310 mV; must connect a 6.19 KU + 1%
resistor to ground
RBIAS AB27 IA | BIAS for Ethernet
XPABIAS2_0 B22 OA |Bias for optional external power amplifier
XPABIAS2_1 B23 OA
XPABIAS5_0 C21 OA
XPABIAS5_1 c22 OA
External Switch Control
ANTA D25 (@) External RF switch control
ANTB C24 (@)
ANTC B24 (@)
ANTD C23 (@)
Ethernet Switch
RXNO AF27 IA | Ethernet port 0 receive pair, can be grounded if not used
RXPO AG27 IA
RXN1 AG26 1A Ethernet port 1 receive pair, can be grounded if not used
RXP1 AF26 IA
RXIN2 AG23 1A Ethernet port 2 receive pair, can be grounded if not used
RXP2 AF23 IA
RXN3 AG22 IA | Ethernet port 3 receive pair, can be grounded if not used
RXP3 AF22 IA
RXN4 AG19 1A Ethernet port 4 receive pair, can be grounded if not used
RXP4 AF19 IA
TXNO AD27 OA | Ethernet port 0 transmit pair, can be left open if not used
TXPO AE27 OA
TXN1 AF25 OA | Ethernet port 1 transmit pair, can be left open if not used
TXP1 AG25 OA
TXN2 AF24 OA | Ethernet port 2 transmit pair, can be left open if not used
TXP2 AG24 OA
TXN3 AG21 OA | Ethernet port 3 transmit pair, can be left open if not used
TXP3 AF21 OA
TXN4 AG20 OA | Ethernet port 4 transmit pair, can be left open if not used
TXP4 AF20 OA
Atheros Communications, Inc. AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC e 29
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Table 1-5. Signal to Pin Relationships and Descriptions (continued)

Signal Name Pin Type |Description
External Memory Interface
DDR_A_0 AB1 (@) 13-bit external memory address bus
DDR_A_1 AC1 (@)
DDR_A_2 AD1 (@)
DDR_A_3 K1 (@)
DDR_A_4 R1 (@)
DDR_A_5 R2 (@)
DDR_A_6 P1 @)
DDR_A_7 N2 @)
DDR_A_8 M1 (@)
DDR_A_9 M2 (@)
DDR_A_10 AA2 (@)
DDR_A_11 L1 (@)
DDR_A_12 L2 (@)
DDR_BA_0 Y1 O 2-bit bank address to indicate which bank the chip is accessing
DDR_BA_1 AA1 (@)
DDR_CKE_L J2 @) Deactivates the external memory clock when the signal is high
DDR_CK_N H1 O DDR_CK_P and DDR_CK_N are differential clock outputs
0 Mom e AR Alladdress and conol sl tming e
the negative edge of DDR_CK_N.
DDR_CS_L W1 (@) External memory chip select signal, active low
DDR_CAS_L U1l (@) When this signal is asserted, it indicates the address is a
column address. Active when the signal is low.
DDR_RAS L A\ O When this signal is asserted, it indicates the address is a row
address. Active when the signal is low.
DDR_DQM_0 A3 (@) DDR data mask for data byte 0, 1,2 and 3
DDR_DQM_1 Gl @)
DDR_DQM_2 P2 (@)
DDR_DQM_3 AC2 (@)
DDR_DQS_0 B4 I/O | DDR data strobe for data byte 0, 1,2 and 3
DDR_DQS_1 El I/0
DDR_DQS_2 N3 170
DDR_DQS_3 AB3 I/0
DDR_VREF F1 I DDR reference level for SSTL signals
DDR_WE_L T1 @) When this signal is asserted, it indicates that the following

transaction is write. Active when the signal is low.

® AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC
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Table 1-5. Signal to Pin Relationships and Descriptions (continued)

Signal Name Pin Type |Description
DDR_DATA_0 A8 I/O | 32-bit external memory data bus
DDR_DATA_1 A7 I/0
DDR_DATA_2 A6 I/0
DDR_DATA_3 B7 I/0
DDR_DATA_4 B6 I/0
DDR_DATA_5 A5 I/0
DDR_DATA_6 A4 I/0
DDR_DATA_7 B5 I/0
DDR_DATA_8 A2 I/0
DDR_DATA_9 D1 I/0
DDR_DATA_10 D2 1/0
DDR_DATA_11 C1 I/0
DDR_DATA_12 B2 I/0
DDR_DATA_13 Al 1I/0
DDR_DATA_14 B3 I/0
DDR_DATA_15 Bl I/0
DDR_DATA_16 M3 1/0
DDR_DATA_17 E2 I/0
DDR_DATA_18 K3 I/0
DDR_DATA_19 H3 1/0
DDR_DATA_20 F3 I/0
DDR_DATA_21 E3 I/0
DDR_DATA_22 D3 1/0
DDR_DATA_23 C3 I/0
DDR_DATA_24 Y2 I/0
DDR_DATA_25 AA3 I/0
DDR_DATA_26 Y3 I/0
DDR_DATA_27 W3 I/0
DDR_DATA_28 V3 I/0
DDR_DATA_29 U3 I/0
DDR_DATA_30 T3 I/0
DDR_DATA_31 R3 170

Atheros Communications, Inc. AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC ¢ 31
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Table 1-5. Signal to Pin Relationships and Descriptions (continued)

Signal Name Pin Type |Description
GPIO
GPIOO0 AE4 I/O | General purpose I/O, programmable, can to be used as JTAG,
GPIO1 AF4 IO |SPI, 128, SLIC, UARTs, LED control. See section “GPIO” on
GPIO2 AE5 [0 |Page 52 for more information.
GPIO3 AFS | 1/0 | 30 i comtiguration of the GPIO pins. Defll napat pims con
GPIO4 AG5 I/O | be grounded, and default output pins can be left open if not
GPIO5 U26 1/0 |used.
GPIO6 u27 I/0
GPI1O7 T27 I/0
GPIO8 T26 I/0
GPIO9 T25 I/0
GPIO10 R27 I/0
GPIO11 R26 1/0D
GPIO12 N27 170
GPIO13 N26 I/0
GPIO14 N25 I/0
GPIO15 M27 170
GPIO16 M26 1/0D
GPIO17 M25 1/0D
GPIO18 B16 170
GPIO19 C15 1/0
GPIO20 Alé6 I/0
GPIO21 B15 170
GPI1IO22 Al5 170
NAND Flash
NAND_ALE C11 (@) Address latch enable, indicates the type of bus cycle. Unused
NAND Flash pins can be left open.
NAND_CLE A10 (@] Command latch enable
NAND_CS_0 B9 @) Chip select
NAND_DATA_IO_0 Al4 I/O |1/O port for transferring address, command, and data to and
NAND_DATA _10_1 B13 1/0 |from the device
NAND_DATA_IO_2 Al13 1I/0
NAND_DATA_IO_3 A12 I/0
NAND_DATA_IO_4 C13 I/0
NAND_DATA_IO_5 B12 I/0
NAND_DATA_IO_6 All 1/0
NAND_DATA_IO_7 C12 I/0
NAND_RB_L C10 I Ready/busy, indicates the target status
NAND_RE_L B10 (@) Read enable
NAND_WE_L A9 (@) Write enable
NAND_WP_L B11 @) Write protect
32 e AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC Atheros Communications, Inc.
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Table 1-5. Signal to Pin Relationships and Descriptions (continued)

Signal Name Pin Type |Description
UsB
USB_DM W27 IA/OA | USB D- signal; carries USB data to and from the USB 2.0 PHY
USB_DP Y27 IA/OA | USB D+ signal; carries USB data to and from the USB 2.0 PHY
RGMII Interface
EMDC AE10 OD |Management control interface clock
EMDIO AE11 I/0OD | Management control interface data
ERX_CLK AF11 I Receive clock, can be grounded if not used
ERXDO AGI10 I Receive data, can be grounded if not used
ERXD1 AF10 I
ERXD2 AG9 I
ERXD3 AF9 I
ERX_EN AG11 I Receive enable, can be grounded if not used
ETX_CLK AF8 (@) Transmit clock, can be left open if not used
ETXDO0 AG7 (@) Transmit data, can be left open if not used
ETXD1 AF7 (@)
ETXD2 AG6 (@)
ETXD3 AF6 (@)
ETX_EN AGS8 (@) Transmit enable, can be left open if not used
Regulator Control
CTRL_DDR_XPNP AD2 OA |External PNP Control. Connect to the base of an external PNP:
collector to VDD_DDR and emitter to VDD33.
CTRLO W25 OA |External PNP control. Connect to the base of an external PNP:
collector to AVDD20_OUT and emitter to VDD33.
Internal Switching Regulator
AVDDI12_SWREG_OUT | AF2, AF3 P 1.2 V switching regulator output; see Figure 9-1, “Output
Voltages Regulated by the AR9344,” on page 471
AVDD33_SWREG AG1, AG2 P 3.3 Vinput to the internal switching regulator
AVDD12_SWREG_FB AG3 I Feedback to the internal switching regulator
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Symbol Pin Description
Power
AVDDI2 B18, B21, C18, C19, C26, F25,G25, V26 | Analog 1.2 V supply
VDD12 C8, H2, P26, R25, T2, AES, AE12 Digital 1.2 V supply
AVDDI12_ETH AA26, AB25, AD26, AE19, AE21 Analog 1.2 V supply Ethernet
AVDD12_PCIE AE15, AE17 Analog 1.2 V supply PCIE
AVDD20_OUT AA25 Analog 2.0 V supply output from the AR9344
AVDD33 B25, C20, G26, H25, K25, W26, Y25 Analog 3.3 V supply
VDD_DDR C4, C6, F2,K2, P3, V2, AB2 Digital DDR1/DDR2 supply, 1.8 Vor 2.6 V
VDD25 B8, C14, L25, U25, AC25, AD25, AE6, AE22, |Digital 2.5 V supply
AE24
VDD25_OUT Y26 Digital 2.5 V supply output from the AR9344
VDD33 AD3 Digital 3.3 V supply
GND Al7, B14, B17, B19, B20, B26, C2, C5, C7, C9, |Ground

C16, C17, C25, D26, E25, E26, F26, G2, G3,
H26, 73,19, 10, J11, J12, J13, 14, J15, J16, 17,
118,719, J25, 126, 127, K9, K10, K11, K12, K13,

K14, K15, K16, K17, K18, K19, L3, L9, L10,

L11,L12,L13, L14, L15, L16, L17, L18, L19,

L27, M9, M10, M11, M12, M13, M14, M15,
M16, M17, M18,M19, N1,N9, N10, N11, N12,
N13,N14, N15, N16, N17, N18, N19, P9, P10,

P11, P12, P13, P14, P15, P16, P17, P18, P19,

P25, P27, R9, R10, R11, R12, R13, R14, R15,

R16, R17, R18, R19, T9, T10, T11, T12, T13,

T14, T15, T16, T17, T18, T19, U2, U9, U10,

U11, U12, U13, U14, U15, U16, U17, U18,
U19, V9, V10, V11, V12, V13, V14, V15, V16,
V17, V18, V19, V25, V27, W2, W9, W10, W11,
W12, W13, W14, W15, W16, W17, W18, W19,
AA27, AB26, AC3, AC26, AC27, AE2, AE3,
AE7, AE9, AE13, AE14, AE16, AE18, AE20,
AE23, AE25, AE26, AF1, AG4
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2. Functional Description

2.1 Functional Block Diagram

Figure 2-1 illustrates the AR9344 functional
block diagram.

@1— Integrated PLLs

Clock Reset ' y - =
Ti Async OCP ower
Interrupt || st | eracs | Management
DDR1/
; DDR PHY |, .
Bank Arbiters, Wr. Buffer|<—> Interface [* > SD|§)|§AZA//|
oclo] o | L GMACTGMAC ] 802.11n MAC/
2|5 |2 |85 |" 0 1 Segcr;:enktatmn/ BB/Radio
=z | = ecksum
USB i E;Cﬁ?gﬁt EF;C[I)iEg RI(DICIIJEQ Accelerator Integrated RF
PRy | 2 PCIE. | PCIE- Front End
5 |ETH 5 FE PHY||EP PHY [RC PHY
v
GPIO
Figure 2-1. AR9344 Functional Block Diagram
The AR9344 is comprised of several internal
functional blocks, as summarized in Table 2-1.
Table 2-1. Functional Blocks
Block Description
CPU The 74Kc MIPS processor with 64 KByte I-Cache and 32 KByte D-Cache can run up to
533 MHz. It can boot either from internal ROM or an external SPI-based Flash device.
Clocking The AR9344 can support 25 MHz or 40 MHz reference clock input.

The dynamic clock switching module is capable of quickly changing the clock (to any of
its even divide values) to memory/CPU separately.

The AR9344 contains five internal PLLs: CPU, DDR, audio, BB, and Ethernet. The PLLs
generate various internal clocks. Accuracy of the audio PLL can support up to a 200-ppb
frequency change.

Dithering is supported for CPU_CLK and DDR_CLK separately to reduce EMI
interference.

DDR Memory The AR9344 allows an external memory interface that can support 16-bit SDRAM, 16- or
Controller 32-bit DDR1, or DDR2. The memory controller can enter DDR/SDRAM self refresh for
low power modes.

PCI Express The PCI Express endpoint interface is compatible with the PCI Express 1.1 standard. It
Endpoint Interface |functions as the client interface for the AR9344, providing data and command transfer
between the host and software and the MAC. Supports L1/L2 low power states.

PCI Express Root | The PCI Express root complex interface is compatible with the PCI Express 1.1 standard.
Complex Interface | The root complex interface can be used for connecting another Atheros single-chip MAC/
BB/radio for dual concurrent wireless access point, router, or gateway applications.
Supports L1/L2 low power states.
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Table 2-1. Functional Blocks

Block Description
USB Supports USB 2.0 Host/Device interface, configured using a bootstrap option.
In USB host mode, the AR9344 can support the full number of devices/endpoints
allowed in the USB 2.0 specification. It can also interface to the USB hub. In USB device
mode, the AR9344 is fully compliant to USB 2.0 specification and supports USB suspend
mode.
MDIO Interface A separate MDIO slave interface used to download the boot code from a host processor.
Ethernet Switch/ | Internal 10/100 Ethernet switch with 4 LAN ports and one WAN port.
GMAC The AR9344 integrates two GB Ethernet MACs that are connected to the Ethernet WAN
port and switch. The WAN port can be configured as MII/RMII/RGMII Interface. See
“Ethernet Subsystem” on page 61. GMACO can be connected to one FE port, or as a
MAC interface that supports RGMII/MII/RMIL
GMACO | Contains the Ethernet WAN port-specific accelerators.
GMAC1 | Connects to the internal Ethernet switch
Can be configured to run at 1000 Mbps speed or in 100 Mbps speed. This
interface supports flow control between the CPU port and the switch.
UART Supports a low-speed UART (up to 115.2 Kbps) and high-speed UART (up to 3 Mbps)
GPIO Contains 22 GPIO pins; 17 of them are highly configurable, can be any input/output to
any pin (CPU configurable):
12S/SPDIF Audio | Support for IS/ SPDIF audio interface with sampling rate up to 96 KSps, with a sample
Interface size of up to 32 bits. Both IS master and slave modes are supported. The master clock can
be internal or external.
Incorporates audio PLL, which supports accuracy of up to 200 ppb frequency change and
has a separate audio clock adaptation module that can slowly change the clock assisted
by the CPU.
See “Audio Interface” on page 83.
SLIC A 8-bit, 64-slot SLIC interface with support for:
B Both master and slave modes
B Configurable number of active slots
B Internal or external frame sync modes
B Supports various frame sync widths: half-bit clock width, one-bit clock width, etc.
B Delayed/non-delayed data modes
B Both internal and external bit clock; the internal clock frequency is programmable
B VOIP applications
M Both Rx and Tx on different (configurable) slots
Segmentation/ A dedicated hardware-based accelerator for segmentation/desegmentation of packets
Checksum with auto Checksum computation. The hardware can read from the DDR and write back
Accelerator into a different location, simultaneously computing the checksum for the data chunk.
Computed checksum is updated as part of the descriptor status update.
NAND Flash The NAND Flash controller is ONFI2.0 compliant, and supports:
Controller B 16-ECC capability
B SLC/MLC devices
B Two chip select signals
B A DMA controller to read /write data into the DDR directly
B Booting from NAND/Flash
Wireless MAC/BB/ | Integrated 2.4/5 GHz 802.11n 2x2 two spatial stream MIMO MAC /baseband /radio.
Radio

Additional features include the optional 802.11n features of Maximal Likelihood (ML)
decoding, Low-Density Parity Check (LDPC), Maximal Ratio Combining (MRC), and
Tx Beamforming (TxBF).

See “WLAN Medium Access Control (MAC)” on page 87.
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2.2 Bootstrap Options
Table 2-2 details the AR9344 bootstrap options.

Table 2-2. Bootstrap Options

PRELIMINARY

Bit Name Pin Description
23 |SOFTWARE_OPTION_8 GPIO9 Not used
22 |SOFTWARE_OPTION_7 GPIOS8 Not used
21 DDR_WIDTH NAND_CLE 0 |[Selects DDR WIDTH 16 (Default)
1 |[Selects DDR WIDTH 32
20 |SOFTWARE_OPTION_5 GPIO4 Can be used by software for any purpose
19 |SOFTWARE_OPTION_4 DDR_A_12 Can be used by software for any purpose
18 | SOFTWARE_OPTION_3 DDR_CKE_L Can be used by software for any purpose
17:16 | SOFTWARE_OPTION_2 | ppR_A_9 |DDR_A_8 | Interface | Selects the boot mode option. Valid only if
SOFTWARE_OPTION_1[ 0 Usg | EXT_BOOT (bit [2]) is 0.
0 1 PCIE
EP
1 0 MII
1 1 NAND
FLASH
15:11 RES GPIO19, DDR_A_6, Reserved; Should be set to 0
DDR_A_5
10:8 RES DDR_A_7,DDR_A_3, |Reserved; Should be set to 1
DDR_A_4
7 USB_MODE GPIO20 0 |Host mode (Default)
1 |Device mode
To enable USB device mode, GPIO20 should be tied
to 1. Otherwise by default, it is in host mode.
6 RES — Reserved; should be set to 0
5 EJTAG_MODE GPIO18 Should be set to 0.
To enable EJTAG, GPIO18 should be tied to 1.
Otherwise by default, it is in JTAG mode.
4 REF_CLK GPIO22 0 |[Selects REF_CLK 25 MHz (Default)
1 |Selects REF_CLK 40 MHz
To enable REF_CLK 40 MHz, GPIO22 should be
tied to 1. Otherwise by default, it is in REF_CLK
25 MHz.
3 RES — Reserved
2 BOOT_SELECT GPIO6 0 |[Selects boot from ROM (Default)
1 |Selects boot from SPI
To enable boot from SPI, GPIO6 should be tied to 1.
Otherwise by default, boot from ROM is selected.
1 SDRAM_DISABLE GP107 0 |SDRAM enabled (Default)
1 |SDRAM disabled
To disable SDRAM, GPIO7 should be tied to 1.
Otherwise by default, SDRAM is enabled.
0 DDR_SELECT GPIO10 0 |Selects DDR 2
1 |Selects DDR 1 (Default)
To select DDR2, GPIO10 is tied to 1. Otherwise by
default, DDR1 is selected.

All GPIOs used as bootstrap should have stable
value at the pins until SYS_RST_L_OUT is
deasserted.
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2.3  RESET

Figure 2-2 shows the AR9344 reset.

—CPU Reset Control—

VDD25,
VDD12,
VDD33,
Power
Reset
Generator

Reset
Extender

REF_CLK——

Per-
Block
Reset

Control

——NAND Flash Reset—p>
——PCIE RC PHY Reset—p>
CPU Reset—p
——UART1 (HS) Reset—p>
———ETH PHY Reset—p>
———PCIE RC Reset—p»
——USB PHY Reset—p»
——USB Host Reset—p»
MBOX Reset—p>
1%S Reset——p
LUT Reset——p
——ETH Switch Reset—p»
———GMACO Reset—p>
———CHKSUM Reset—p>
——~GMAC1 Reset—p>
——Host DMA Reset—p>
———PCIE EP Reset—p»
SLIC Reset—p
External Reset—p>
RTC Reset——p
——GMAC1 MDIO Reset—p>
——GMACO MDIO Reset—p»
Full Chip Reset—p»

Each of the pe- block resets can be issued by

software by writing to the RST_RESET register.

See “Reset (RST_RESET)” on page 150 for the
bit definitions for each per block reset.

Figure 2-2. AR9344 Reset
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2.4 PLL and Clock Control
2.4.1 Full Chip ClLocking Structure

PRELIMINARY

REF_CLK —]
] o [] —» CPU_CLK
—1 CPU PLL — CPU Divider
REF_CLK = - [ | % AHB_CLK
35 or 40 MAZ] — AHB Divider
f [| > DDR_CLK
' | DDR PLL +— DDR Divider H—

— USB PLL |—30 MHz/480 MHz—» USB/PHY Controller

— Audio PLL— Divider

— 125, SPDIF, SLIC

— PCIE PLL

— ETH PLL

H BB PLL [——88/176 MHz— Radio BB, WMAC
125 MHz—p PCIE RC

125 MHz— To RGMII, GEO GMII, GE1 GMII, ETH Switch

L 50 MHz— To NAND Flash, RMII
100 MHz———— To High-Speed UART, MDIO

» 0TP, ROM, UART, Timers, DDR Refresh

Figure 2-3. Full Chip Clocking Structure

The AR9344 includes these PLLS:

PLL

Description

“CPU
PLL”

By default the source clock for the
CPU_CLK, although it can also be
derived from the DDR PLL.

“DDR
PLL”

By default the source clock for
DDR_CLK and AHB_CLK, though both
can also be derived from the CPU PLL.

“Audio
PLL”

By default, the I°S, SPDIF, and SLIC
interfaces use this PLL.

BB PLL

By default, this PLL generates clocks for
the radio, baseband and WMAC.

PCIEPLL

Generates the PCIE RC 100 MHz clock.

ETHPLL

Generates the clock for all Ethernet
interfaces, MAC, etc., as well as to the
NAND flash controller.

Atheros Communications, Inc.
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2.4.1 CPUPLL

The CPU PLL is configured by the bit
CPU_PLL_CONFIG in “CPU DDR Clock
Control (CPU_DDR_CLOCK_CONTROL)".
The clock can vary slightly by changing the
divider’s FRAC. The dithering is controlled
through the CPU_PLL_DITHER register. Note
thatif DDR_CLK is derived from the CPU PLL,
it is better to turn off dithering.

The clock switcher and dynamic clock divider
guarantee any change in inputs to this module
is glitch-free; thus input to this block can
change. Make sure that, when modifying the
select to the clock switcher module, both clock
inputs are present as switching from one clock
to another depends on both clocks. Figure 2-4
details the derivation of the CPU_CLK that
clocks the MIPS processor.

CPUPLL_CLK DDRPLL_CLK
Clock Switcher
CPUCLK_FROM_CPUPLL*

I

CPU_POST_DIV*

Dynamic Clock
Divider

* Fields in the register

REF_CLK

CPU_DDR _CLOCK ConTRoL | CLock Switcher

CPU_CLK

Figure 2-4. 74Kc Processor CPU Clock

2.4.2 DDR PLL

The DDR PLL is configured with “DDR PLL
Configuration (DDR_PLL_CONFIG)” and
“CPU DDR Clock Control
(CPU_DDR_CLOCK_CONTROL)”. The DDR
PLL clock is dithered by “Current Dither Logic
Output (CURRENT_PCIE_PLL_DITHER)”; it
is done immediately after issuing an auto
refresh command to the DDR. Figure 2-5 shows
the DDR_CLK and AHB_CLK select signal
change to clock switching logic, which should
be made only if both clock inputs are preset.

The FRAC part of the PLL is dynamic, but the
INT part of the divider requires the PWD to go
high and then low.

CPUPLL_CLK DDRPLL_CLK
Clock Switcher

AHBCLK_FROM
_DDRPLL*

DDR_POST Clock Switcher

_DIv*

AHB_CLK |

Figure 2-5. DDR_CLK and AHB_CLK
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DDR_PLL_BYPASS*

Dynamic Clock
Divider REF_CLK

_D1v* REF_CLK
Clock Switcher
DDR_PLL
* Fields in the register DDR_CLK BYPR KSS;

CPU_DDR_CLOCK_CONTROL

CPU_PLL_BYPASS*

Thus, changing the PLL clocks dynamically
would be possible only by:

1. Asserting the PLL_BYPASS mode bit.

2. Asserting the PWD for that PLL.

3. Reconfiguring divider INT/FRAC values.
4

. Waiting for the clock to become stable by
polling the UPDATE bit.

5. Removing the PLL_BYPASS bit for this PLL.

The CPU can do this procedure any time for
CPU_CLK/AHB_CLK, which is useful to
enter low power states leading to minimal
chip power consumption. Another way to
change the CPU/AHB/DDR_POST_DIV to
shift down to lower clock for these clocks.
An optimal DDR and CPU frequency can be
dynamically chosen, and the PLL
reprogrammed for optimal power.
However, make sure that no DDR
transaction is pending or in progress before
changing the DDR_CLK frequency.

CPUPLL_CLK DDRPLL_CLK
Clock Switcher
DDRCLK_FROM
Dynamic Clock ~DORPLL

DDR_POST|  Divider
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2.4.3 Audio PLL

The audio PLL is configured with “Audio PLL
Configuration (AUDIO_PLL_CONFIG)”.
Hardware supports small variations in the PLL
clock by dynamically changing the FRAC value
using the “Audio PLL Modulation Control
(AUDIO_PLL_MODULATION)” and “Audio
PLL Jitter Control (AUDIO_PLL_MOD_STEP)”
registers.

Table 2-3. Core Processor Configuration Settings

PRELIMINARY

2.5 MIPS Processor

The AR9344 integrates an embedded MIPS
74Kc processor. For more information, visit:
http:/ /www.mips.com/products/cores/32-
64-bit-cores/mips32-74k/

Under Processor Cores-74K Family, refer to:
B MIPS32® 74Kc™ Processor Core Datasheet

B MIPS32® 74K® Processor Core Family
Software User’s Manual

2.5.1 Configuration

Table 2-3 summarizes the configuration
settings used by the AR9344. Upon reset, the
CPU puts out an address of 0XBFC00000 which
is mapped to the flash address space. The
AR9344 processor supports a clock frequency
of up to 533 MHz.

Setting Description
Cache Size The AR9344 implements 64 KB 4-way set associative instruction cache and 32 KB
four-way set associative data cache. It supports single cycle multiply-accumulate,
MIPS32 and MIPS16 instruction sets and non-blocking cached reads.
Endian The AR9344 implements big Endian addressing.
Block Addressing The AR9344 implements sequential ordering.

2.6 Address MAP

Figure 2-6 shows the address space allocation.

Ox1FFF_FFFF
SERTAL FLASH SPI ADDRESS SPACE

Ox1EFF_FFFF
FLASH REMAPPED ADDRESS SPACE

Ox1DFF_FFFF
INTERNAL SRAM ADDRESS SPACE

Ox1CFF_FFFF
RESERVED

0x1B00_02B4

NAND FLASH REGISTER SPACE

USB CONTROLLER REGISTER SPACE

GMAC1 REGISTER SPACE

GMACO REGISTER SPACE

APB ADDRESS SPACE (16 MB)

PCIE BRIDGE ADDRESS SPACE
(128 MB)

DDR SPACE (256 MB)
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0x1B00_01D8
OX1AFF_FFFF
0x19FF_FFFF
0x18FF_FFFF

0x17FF_FFFF

0x1000_0000
OXOFFF_FFFF

0x0000_0000

Figure 2-6. Address Space Allocation

DDR: 1800_0000

UARTO: 1802_0000

USB: 1803_0000

GPIO: 1804_0000

PLL: 1805_0000

RESET: 1806_0000
GMAC: 1807_0000
EGRESS_LUT: 1808_0000
INGRESS_LUT: 1808_1000
MBOX: 180A_0000

SLIC: 180A_9000
STEREOQ: 180B_0000
MDIO: 180B_8000
PCIE_RC: 180C_0000
WDMA: 1810_0000

wQcCu: 1810_0800

WDCU: 1810_1000

RTC: 1810_7000

RTC_SYNC: 1810_7040

WPCU: 1810_8000
HDMA_CHAIN_1_TX: 1812_7D00
HDMA_CHAIN_0_TX: 1812_7C00
HDMA_CHAIN_3_TX: 1812_7B00
HDMA_CHAIN_2_TX: 1812_7A00
HDMA_CHAIN_1_RX: 1812_7900
HDMA_CHAIN_O_RX: 1812_7800
HDMA_INTR: 1812_7000
ETHERNET_SWITCH: 1830_0000
CHKSUM_ACC: 1840_0000
UART1: 1850_0000
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2.7 DDR Memory Controller

The AR9344 allows an external memory
interface supporting 16-bit SDRAM, 16- or 32-
bit DDR1, or DDR2. The memory controller can
enter DDR/SDRAM self refresh for low power
modes.

The SDRAM, DDR1, and DDR2 modes have
small differences in read /write transactions.
For a write transaction, DDR2 memory expects
write data after a latency depending on CAS
latency. DDR1 memory expects the first data
immediately after the clock in which the write
command is issued. SDRAM expects the write
data to start with the write command itself.

The controller uses the configurable parameter
DDR2_TWL in the “DDR2 Configuration
(DDR_DDR2_CONFIG)” register. The
parameter is applicable for DDR1 and DDR2
modes: it should be set to one for DDR1 mode,
and to (CAS -1) *2 -1 for DDR2 mode.

The controller handles SDRAM mode as
needed depending on the “DDR Controller
Configuration (DDR_CTL_CONFIG)” register
SDRAM_MODE_EN bit.

On-Chip SRAM

The DDR controller provides 32 KBytes of on-
chip SRAM for access to critical information.
This SRAM is mapped at the base address
0x1D000000 and is accessible by CPU and all
other memory clients. The SRAM can be used
for critical control and data information
exchange between the CPU and memory
clients, when DDR memory is not accessible
during low power modes and during initial
boot from external hosts or NAND flash.

Table 2-4. DDR Configurations

Enabling DDR1 Mode

Set the bit SDRAM_MODE_EN in “DDR2
Configuration (DDR_DDR2_CONFIG)” to
zero, and ENABLE_DDR?2 to one.

B If HALF_WIDTH is set, x16 mode is
selected and requires the VEC field in the
register “DDR Read Data Capture Bit Mask
(DDR_RD_DATA_THIS_CYCLE)” to be set
to OxFFFF.

B If HALF_WIDTH bit is not set, x32 mode is
selected and requires VEC to be set to OxFF.

Enabling SDRAM Mode

Set SDRAM_MODE_EN in “DDR Controller
Configuration (DDR_CTL_CONFIG)”. Because
the 16-bit interface is only supported in this
mode, if this bit is set, HALF_WIDTH should
also be set, and the VEC bit in

“DDR Read Data Capture Bit Mask
(DDR_RD_DATA_THIS_CYCLE)” should be
set to OxXFFFF_FFFF.

2.7.1 DDR Configurations
Table 2-4 shows the DDR configurations.

Device on Board Total Memory Mode DDR1 DDR2 Notes

512 Mbits x 16 64 MBytes 16 Bit Yes Yes CPU address A26/A27
unused

512 Mbits x 16 128 MBytes 32 Bit Yes Yes CPU address A27

512 Mbits x 16 unused

512 Mbits x 8 128 MBytes 16 Bit Yes No CPU address A27

512 Mbits x 8 unused

512 Mbits x 8 256 MBytes 32 Bit Yes No CPU address A26/A27

512 Mbits x 8 are A9/A11 of column

512 Mbits x 8 bits, respectively

512 Mbits x 8
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2.7.2 Address Mapping

Table 2-5 shows the correspondence of the
internal CPU address, the DDR interface
address, and the physical memory address.

Supported devices include:
B DDR1/DDR2 512 Mbits x 16
B DDRI1 512 Mbits x 8

Table 2-5. CPU Address: DDR Interface Address Mapping

PRELIMINARY

DDR Interface | Column Address[!l: Column Address: Bank Address: Row Address!?l:
Address 32-Bit Mode 16-Bit Mode 16- or 32-Bit Mode | 16- or 32-Bit Mode

DDR_A_0 CPU_ADDR[2] 0 — CPU_ADDR[11]
DDR_A_1 CPU_ADDR[3] CPU_ADDR[2] — CPU_ADDR[12]
DDR_A_2 CPU_ADDRJ[4] CPU_ADDR]3] — CPU_ADDR][13]
DDR_A_3 CPU_ADDR[5] CPU_ADDR[4] — CPU_ADDR[14]
DDR_A_4 CPU_ADDR[6] CPU_ADDRJ5] — CPU_ADDR[15]
DDR_A_5 CPU_ADDR([7] CPU_ADDR[6] — CPU_ADDR([16]
DDR_A_6 CPU_ADDR[8] CPU_ADDR[7] — CPU_ADDR([17]
DDR_A_7 CPU_ADDR[23] CPU_ADDR([8] — CPU_ADDR([18]
DDR_A_8 CPU_ADDR[25] CPU_ADDR[23] — CPU_ADDR[19]
DDR_A_9 CPU_ADDR[26] CPU_ADDR[25] — CPU_ADDR[20]
DDR_A_10 0 0 — CPU_ADDR[21]
DDR_A_11 CPU_ADDR[27] CPU_ADDR[26] — CPU_ADDR[22]
DDR_A_12 0 CPU_ADDR[27] — CPU_ADDR[24]

DDR_BA 08! — — CPU_ADDR[9] —
DDR_BA_1 — - CPU_ADDR[10] —

[1]Column address: DDR_A_0 through DDR_A_12, when the column is accessed.
[2]Row address: DDR_A_0 through DDR_A_12, when the row is accessed.
[3]The AR9344 does not support BA_2, which thus must be connected to GND at the memory if present.

2.7.3 Refresh

DDR memory must refresh periodically. The
DDR controller has an automatic 25- or 40-
MHz refresh command generation module that
clocks with REF_CLK. Because DDR_CLK is
dynamic, the auto REFRESH_PERIOD works
on the fixed REF_CLK.

2.7.3.1 Self Refresh

The AR9344 DDR controller supports a self
refresh (SF) sequence; that is, it has hardware
support to issue commands to place DDR
memory into and to exit SF mode. The register
“DDR Self Refresh Control (DDR_SF_CTL)”
controls basic SF behavior.

If EN_SELF_REFRESH is set and no valid DDR
transactions are in progress, the DDR controller
initiates an SF enter sequence. If DDR clients
have transactions in progress, the controller
waits until no DDR activity is occurring.

If EN_AUTO_SF_EXIT is set, the controller
initiates an exit SF sequence upon detecting a
DDR request from any DDR client. If this bit is
not set, DDR is in SF, a DDR new request is
seen, the controller generates a miscellaneous

Atheros Communications, Inc.
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DDR_ACTIVITY_IN_SF interrupt (see the
register “Miscellaneous Interrupt Status
(RST_MISC_INTERRUPT_STATUS)").
Software can alternatively force the controller
to exit SF by setting EN_SELF_REFRESH to 0.

The “Self Refresh Timer (SF_TIMER)” register
bits SF_TIMER_RF_OUT_DPR_COUNT and
SF_TIMER_IN_RF_DPR_COUNT indicate the
REFRESH_PERIOD number that the controller
was in SF and the duration for which it was out
of SE. Using these variables, software can
decide when to enable hardware to reenter SE.

The controller can also generate an interrupt to
the CPU while entering SF, exiting SF, and
while in SF if DDR activity is detected.
Immediately after exiting SF, read commands
should not be issued until TXSR is met and
non-read commands should not be issued until
TXSNR is met. These timing parameters can be
programmed via the TXSNR and TXSR fields
of the DDR_SF_CTL registers. Note that these
are in terms of DDR_CLK and not REF_CLK.

While in SE, DDR_CK_P and DDR_CK_N
clocks can be gated, optionally using the
EN_SF_CLK_GATING bit .
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2.8 PCIEEP

The AR9344 acts like a client device to an
external host via the PCIE EP interface. A
descriptor-based DMA engine enables

seamless transfer of packet between the
external host and on-chip memory. The DMA
engine consists of two parts: one to handle
DMA data transfer between external memory
and the DMA buffer (as controlled by the
external host through registers), and another to
handle data transfer between the DMA buffer
and on-chip memory (as controlled by the on-
chip processor through the local AHB/APB
interface). The external host cannot access the

internal registers directly, and the on-chip
processor cannot access the external hosts
resources directly. All information must be
transferred as a stream of packets through the
DMA engine. See Figure 2-7.

PCIE EP DMA ASYNC FIFO PCIE EP DMA
(Host Side) (Host-to- (Client Side)
PCIE EP 4 Tx Chains Client) 4 Tx Chains
Interface PCIE EP DMA| (ASYNC FIFQY |[PCIE EP DMA
(Host Side) (Client-to- (Client Side)
2 Rx Chains Host) 2 Rx Chains

Figure 2-7. PCIE EP

On-Chip
Memory
Interface

2.8.1 PCIE EP DMA Interface

The PCIE EP DMA is packet-based transfer
from the external host to and from on-chip
memory. The external host allocates descriptors
and buffers and programs the DMA engine
with the descriptor start address and a start
command. For data transfers from the external
host (host) to on-chip memory (client), the
DMA engine performs a memory read
transaction through the PCIE EP interface. The
received data is stored in the DMA buffer (host
FIFO). When the data in the host FIFO exceeds
a threshold, it triggers a signal to the client
DMA to pick up the data and forward it to the
on-chip memory. The on-chip processor sets up

the required client-side descriptors and buffers.

Similarly for data transfers from the client to
the external host, the local processor sets up the
client side DMA with required data transfer
information. The DMA engine loads data into
the DMA buffer (client FIFO). Based on a
threshold, a memory write transaction is
performed via the PCIE EP interface to external
memory.

44 o AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC

December 2010

The required descriptors and host-side buffers
are set up by the external host. Host and client
transactions are simultaneous; they have
priority logic to and from the channels. The
DMA host side has 4 Tx channels (0, 1, 2, 3) and
2 Rx channels (0, 1). The client side of the DMA
thus has 4 Rx channels (0, 1, 2, 3) and 2 Tx
channels (0, 1). The capability to specify
priority for any of these Tx and Rx DMA
channels exists on the DMA host side.

2.8.2 PCIE EP Descriptor Format

Table 2-2 shows the AHB downstream DMA
(host data to device memory).

Table 2-2. AHB Downstream DMA

Byte 3 | Byte 2 | Byte1 | Byte O
“DES0” CONTROL STATUS
“DES1” TOTALLEN DATASIZE
“DES2” RES LASTADDR
“DES3” RES DATAADDR
“DES4” RES NEXTADDR

Atheros Communications, Inc.
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Table 2-3. DESO

PRELIMINARY

Bit | Bit Name | Description
31:26 RES Reserved
25 FS First segment of a packet; Set by software to indicate this is the first descriptor for the packet
24 LS Last segment of a packet;
B For memory-to-DMA controller transfers (host and client-side Tx):
Set by software to indicate this is the last descriptor in the current packet.
B For DMA controller-to-memory transfers(host and client-side Rx)
Updated by the DMA controller to indicate this is the last descriptor for the current packet
received.
23:2 RES Reserved; Write zeroes to this field
1:0 OWN | Software set the OWN bits to tell the DMA controller that the descriptors belong to it. After
the data transfer, the DMA controller changes the OWN bits to another DMA controller.
00 Descriptor is owned by the software
01 Descriptor is owned by the DMA controller
11:10 | Reserved
Table 2-4. DES1
Bit | Bit Name |Description
31:16 | TOTALLEN | Total length of buffer chains (in Bytes) of this packet.
15:0 | DATASIZE |Data buffer size (in Bytes).

W Set by Software to indicate the buffer size of the current descriptor.

B For DMA controller-to-memory transfers(host and client-side Rx)
The last descriptor is updated by DMA controller at the end of packet reception with the
actual length of that last buffer

Table 2-5. DES2

Bit Bit Name |Description
31:24 RES Reserved
23:0 | LASTADDR |The address of the last descriptor in the current packet.

For DMA controller-to-memory transfers(host and client-side Rx): Updated in the first
descriptor of the paclet after the data transfer is complete.

Table 2-6. DES3

Bit | Bit Name |Description
31:24 RES Reserved
23:0 | DATAADDR | The address of the data buffer.

Set by software to indicate the start of the data buffer (source or destination) for packet
data.

Table 2-7. DES4

Bit Bit Name | Description
31:24 RES Reserved
23:0 | NEXTADDR | The address of the next descriptor.

Atheros Communications, Inc.
COMPANY CONFIDENTIAL

AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC e 45

December 2010



PRELIMINARY

2.8.3 Reset and Initialization

The interfaces must be brought out of reset
before transactions can be started, while able to
completely disable any of these interfaces. A
specific reset sequence must be adopted on
power-on to allow for graceful bringup of the
PCIE EP interface and PCI EP DMA engine.

1. The external host brings up the PCIE EP
link with the AR9344 as the PCIE EP client
(link-up). At this point the client side of the
DMA engine is still in reset state while the
host side is fully out of reset and active.

2. The external host polls the client DMA reset

bit and waits for the client to be out of reset.

3. The local processor brings the client side
DMA engine out of reset.

4. The external host sees that the client side of
the DMA engine is out of reset .

5. The external host proceeds to program the
host side DMA for data transfers.

The local processor can poll on the host DMA
reset bit to check whether the host side DMA
engine is in or out of reset. Based on the status,
the local processor proceeds to program the
client-side DMA transfers.

Either the external host or on-chip processor
can use this mechanism at any time during
normal operation to reset and resynchronize
the DMA engines, in case they go out of sync.
The status of each DMA engine is visible to the
other through the DMA reset bits and a
corresponding interrupt: one on the PCIE EP
host side to inform the host and another on the
client side to inform the local processor.

2.8.4 Interrupts

Each Tx and Rx DMA chain has complete and
end interrupts used to track the status of each
transfer. The DMA interrupt on the host side

goes via the PCIE EP to the external host CPU.
The DMA interrupt on the client side is wired

to one of the interrupt lines of the AR9344 CPU.

2.8.5 Power Management

PCIE EP has the capability to support L1 and
LOs low power modes in ASPM. To enable
ASPM in the link, the link capability register
and link control registers can be programmed
to enable L1 and/or LOs ASPM .
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2.9 PCIERC

The AR9344 has a PCIE root complex (RC)
supporting a single-lane PCIE link at 2.5 Gbps.
The RC core implements the PCIE protocol
layers: transaction, data link, and physical.

The PCIE PHY module resides outside of the
RC core, interfacing through the PIPE, which is
the standard interface between the PHY and
the RC core. The PHY is split across the PIPE so
MAC functionality is in the RC core and PHY
functionality is implemented in the PIPE-
compliant PHY external to the RC.

It has a sideband interface referred to as data
bus interface (DBI) controlled by the CPU via
APB, which programs the RC core
configuration space. The DBI delivers a read/
write request from application logic to the
internal registers of the core. The RC core
configuration space contains these register
maps:

B PCI 3.0 compatible configuration space
header

B PCI capabilities structures
(starts at offset 0x40)

B PCIE extended configuration space
(starts at offset 0x100)

B Port logic (vendor-specific registers)
(starts at offset 0x700)

The CPU controls configuration and memory

requests to the external EP through the AHB.

2.9.6 Power Management

The PCIE RC supports LOs and L1 active state
power management space. L0s is the low
power standby state with lower entry/exit
latencies. L1 saves more power, but with
increased entry and exit latencies.

The PCIE RC includes the capacity to shut off
the reference clocks going to the endpoint and
powering down the RC PCIE PLL in L1 mode.

2.9.7 Interrupts

PCIE RC supports legacy INTx interrupts
generated through PCIE message transactions.
The application monitors the assertion and de-
assertion messages for inbound INTx legacy
interrupts (from the downstream component).
It also supports MSI-based interrupt signalling
through posted memory write transfers (only
one of INTx or MSI can be enabled at any time).
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2.9.8 Error Reporting Capability and Status
Checking

PCIE RC support advanced error reporting
(AER) and has the ability to capture correctable
and uncorrectable (fatal and non-fatal) errors in
transmit and receive. The provision to capture
these error messages as interrupts also exists.

2.9.9 Byte-Swap Option

The PCIE RC AHB interface is configured as
big-Endian. Depending on whether data is to
be sent to the endpoint in little- or big-Endian
format, PCIE RC software can add a byte-swap
in slave data going into the PCIE core.

2.9.10 Request Sizes and Payloads
The PCIE RC supports:

B The maximum number of outstanding
incoming non-posted requests is 32

B The maximum payload size is 128

B The maximum read the request size (AHB
Master) is 128 bytes

B The burst size for master requests is
64 bytes (INCR)

2.10 SLIC

2.10.1 Overview

The AR9344 provides a single, 4-wired, multi-
channel PCM digital highway for connecting to
a SLIC-based VOIP interface circuit. The SLIC
interface is compatible with a standard PCM
interface based on T1 (24 channels at

1.544 MHz) or E1 (32 channels at 2.048 MHz).

Trunk interfaces are suitable for VOIP
applications. Other non-standard channel
numbers up to 64 channels and a bit rate up to
8.092 MHz are supported via register
configuration. In a VOIP application, the
AR9344 SLIC controller can be configured as a
bridge between the PCM voice interface and
the LAN/WAN/WLAN IP packet interface.

The SLIC controller can transmit/receive on 1,
2, or multiple-time multiplexed 8-bit voice
channels on the PCM trunk. Up to 64 channels
are supported through the bit mask channel
enable registers. All Tx/Rx operations are 8-bit
PCM samples transferred using descriptor-
based DMA controllers (mailboxes) between
the system memory and the trunk interface.
Each direction (Tx and Rx) has one mailbox
DMA controller.

Atheros Communications, Inc.
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The major features include:
B Programmable number of SLIC_SLOTs
Enabling multiple slots
Master or slave programming
Short/long frame sync
Delayed or non-delayed data operation
mode
SLIC enable/disable
Programmable divider clock
8-bits/slot (maximum of 64 slots); having 16
bits/slot requires enabling two consecutive
slots. In 16-bit mode, the total number of
slots available becomes 32.
B Separate interrupts for Rx and Tx DMA
completion
B SLIC interrupt for unexpected frame syncin
slave mode
B Bit swap across byte boundary
B Configurable options to send data at
various edges after frame sync
B Variations in frame sync duration
— Frame sync can last for a half clock
duration of BIT_CLK
— Frame sync can stay for more than one
clock duration of BIT_CLK (the number
of clocks for which frame sync should be
high is configurable)
Figure 2-8 shows the SLIC block diagram.

LICT
E SLIC TX SLIC Tx Out 8
z E SLIC_CLK ...g
= 5 |MBOX 2 > 5
> DMA Clock and =
Frame Sync SLIC FRAME_SYNC <
—» O
o
o
SLIC RX ISLIC Rx In ;

Figure 2-8. SLIC Block Diagram
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2.10.2 SLIC Interface

The SLIC interface utilizes a versatile mailbox
DMA controller for all data transfers to and
from system Memory. See “Mailbox (DMA
Controller)” on page 85 for more information.

2.10.3 Transmit

In the Tx direction, software prepares suitable
voice buffers from IP packets received from
LAN/WAN/WLAN in system memory, and
hands to the mailbox DMA using descriptors.
The DMA controller reads the buffers from
memory and puts them onto the Tx channels or
time slots on the PCM interface. Only
channels/time slots enabled by the Tx mask
registers are used for sending Tx data. All Tx
data synchronizes with respect to frame sync,
which provides voice sample synchronization
between the source and the voice data receiver.
Channel numbering starts with respect to the
frame sync being asserted and based on
programmable number PCM clocks where
frame sync remains asserted.

Table 2-8. SLIC Interface Signals

2.10.4 Receive

In the Rx direction, the SLIC controller receives
voice samples from the channels/time slots
reenabled by the Rx mask register. These 8-bit
samples are then assembled and DMAed to
system memory based on the buffer pointers
provided in the Rx descriptors. Like Tx, all Rx
sample operations synchronize with respect to
frame sync. Channel numbering starts with
frame sync being asserted and is based on the
programmable number of PCM clocks where
frame sync remains asserted.

2.10.5 SLIC Interface Signals

The SLIC interface uses the GPIO pins to
implement the PCM highway. The GPIO must
be programmed for the necessary SLIC signals
(bit clock, frame sync, DI, DO) through the
GPIO module. Table 2-8 shows the SLIC
interface signals.

Signal Name Type |Description

SLIC_PCM_FS_IN I

PCM frame sync input in slave mode

SLIC_PCM_DATA_IN

PCM serial data input

SLIC_PCM_CLK_IN

PCM bit CLK input in slave mode

SLIC_PCM_CLK_OUT

PCM bit CLK output in master mode

SLIC_PCM_DATA_OUT

PCM serial data output

SLIC_PCM_FS_OUT

PCM frame sync output in master mode

SLIC_FS_OUT_EN

PCM frame sync drive enable to GPO pad

O| 0| O| O O] —|~

SLIC_DATA_OUT_EN

PCM data out enable to GPO Pad
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2.

10.6 SLIC Master and Slave Modes

Master Mode

The SLIC controller is the master of the
PCM trunk interface and controls the
interface clock (PCM CLK), frame sync, and
the time slots. The SLIC controller requires a
clock source (from the on-chip PLL block)
and has an internal divider to generate the
PCM clock and frame sync frequencies.

PRELIMINARY

B Slave Mode

The SLIC controller is a slave device on the
PCM trunk interface and receives the
interface clock (PCM CLK) and frame sync
from an external PCM master.

The major programmable features include:

Time Slot | The number of time slots the SLIC controller generates (master mode) or looks for (slave mode)
Count is programmable (1-64). Each 8-bit time slot is referenced from the frame sync pulse and starts at
a programmable number of CLK edges from the CLK edge where frame sync is asserted (master)
or sampled high (slave mode).
Programmable | The SLIC controller can send data (in Tx) or sample incoming data (Rx) on one or more time slots

Active Slots |in a PCM frame as per a programmable mask. Each time slot (1-64) on the frame time is assigned

register.

a mask bit. Each direction (Tx/Rx) has a separate 64-bit mask register.

The data from the internal buffer is sent only on time slots for which the corresponding mask bit
is set. For the remaining time slots, the Tx out line is tristated. Similarly, data is sampled from the
Rx in line only on those time slots for which the corresponding mask bit is set in the Rx mask

FrameSync |The frame sync (generated during master mode and sampled in slave mode) can have a
Length and |programmable length (1/2 PCM CLK, or 1 to 8 PCM CLKs, i.e., one time slot in duration). It is
Delay programmable using the fields LONG_FS and LONG_FSCLKS of the register “SLIC Timing

sampled high (slave mode).

Control (SLIC_TIMING_CTRL)".

The start of the first time slot in a PCM frame with reference to frame sync can be programmed to
be 1-8 CLK edges from the first CLK edge where frame sync is asserted (master mode) or

Bit Endianness

The bit ordering within a byte (1 time slot data = 8 bits) can be programmed, with bit [0] (closest
to frame sync) being the MSB OR bit [7] (farthest from frame sync) being MSB. The SLIC_SWAP
register has one bit each for Tx and Rx direction to set the bit ordering.

Atheros Communications, Inc.
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2.11 Segmentation/Desegmentation/
Checksum Accelerator

Three different operation modes are available:

B Compute checksum of a data buffer.
Set the OFFTY field to 0x0.

In this case, the CPU sets up one descriptor
per data buffer in the Tx direction.
Hardware computes the checksum for each
data buffer individually, and updates the
checksum in DWord1 of the descriptor.

After processing a data buffer, hardware
sets the PktV bit in DWord1, indicating that
hardware completed processing this data

buffer sizes correctly for all the smaller
chunks as well as the big source data chunk
so that the sizes of all the smaller ones
match the size of the big source chunk.

For each smaller buffer, hardware computes
the checksum and updates the STATUS
field. Because hardware does not update the
SOF/EQOF fields, it is recommended that
software queue desegmentation one chunk
at a time. The OFFTY field is set to 0x001.

Read in many small chunks of data,
combine them into one, and compute the
checksum of this big chunk.

Each buffer chunk is associated with a

buffer.

B Read in a chunk of buffer and split it to
many smaller chunks, computing the
checksum for each smaller chunk.

In this case the Tx descriptor has one
descriptor, and receive would be a chain of
descriptors one for each smaller chunk. It is
the responsibility of the software to set the

descriptor. If many small pieces are present,
the first has the SOF bit in its descriptor set
and the last has the EOF bit set in its
descriptor. Hardware reads all data from
these data buffers and updates checksum in
the Rx descriptor. It also writes back the
data buffer size in the third word.

Table 2-9 shows the Tx descriptor structure.

Table 2-9. Tx Descriptor Structure

DWord Bits Name Description
0 31:0 BUFFER_ |Buffer address; Indicates the data buffer start address. Non-word aligned
ADDR  |addresses are supported. The DMA can perform byte-write transactions,
which help in segmentation and desegmentation on buffers on any address
and on any length.
1 31 PKTV Packet void; Software must set PktV to 0, and after the descriptor is
(CONTROL) processed and checksum is updated, hardware sets it back to 1.
30:28 OFFTY 0 |Compute checksum only. Bytes are not pushed to receive side for
segmentation or desegmentation
1 |Compute checksum and fill up Rx buffers and compute checksum on
the Rx side with segmentation or desegmentation.

27 EOF The frame ends with this buffer. If the frame spans multiple descriptors, the
first descriptor should have StartOfFrame set and last descriptor should
have EndOfFrame set.

26 SOF Should be set on the first descriptor, when more that one buffers are liked
though descriptor link pointers.

25:19 RES Reserved
18:0 PKTSIZE |Tx bulffer size (initialized by the CPU)
Supports up to 512 KByte buffers.
1 31 RES Reserved; must be set to 1
(STATUS) 5725 RES Reserved
15:0 | CHKSUM |Checksum (written back by hardware); 16-bit checksum computed on bytes
in the buffer associated with the descriptor.

2 31:0 | NEXTDESC |Next descriptor address; The descriptor chain is traversed until it reaches
one with its PktV bit set to 1. If this descriptor is the last descriptor in the
chain, point the next descriptor address to the first descriptor in the chain,
which will already have PktVoid set by hardware.

3 31:19 RES Reserved

(%TSEE)S 18:0 |HWPKTSIZE | Hardware Tx packet size; Remains the same as the one in control descriptor.
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Table 2-10 shows the Rx descriptor structure.
Table 2-10. Rx Descriptor Structure

DWord Bits Name Description
0 31:0 BUFFER_ Buffer address; Indicates the data buffer start address. Non-word aligned
ADDR addresses are supported. The DMA can perform byte-write transactions,

which help in segmentation and desegmentation on buffers on any
address and on any length.

1 31 PKTV Packet void; Software must set PktV to 0, and after the descriptor is
(CONTROL) processed and checksum is updated, hardware sets it back to 1.
30:19 RES Reserved

18:0 PKTSIZE Tx buffer size (initialized by the CPU)
Supports up to 512 KByte buffers.

1 31 RES Reserved; must be set to 1
(STATUS)
27:25 RES Reserved

15:0 CHKSUM  |Checksum (written back by hardware); 16-bit checksum computed on
bytes in the buffer associated with the descriptor.

2 31:0 | NEXTDESC |Next descriptor address; The descriptor chain is traversed until it reaches
one with its PktV bit set to 1. If this descriptor is the last descriptor in the
chain, point the next descriptor address to the first descriptor in the
chain, which will already have PktVoid set by hardware.

3 31:19 RES Reserved

STATUS
(ONLY) 18:0 | HWRXPKTSIZE |Hardware Rx packet size; the number of Bytes in the Rx buffer
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2.12 GPIO

The GPIO module is structured in such a way

that any signal listed in Table 2-12, “GPIO
Output Select Values,” on page 53 and
Table 2-13, “GPIO Input Select Values,” on
page 55 can be available through any GPIO

pin, except for the JTAG signals, which cannot

be programmed on any other GPIO pins.

GPIO pins can be configured as input/output
by programming the appropriate bits in the

GPIO function registers. On reset, GPIO[17:0]
are configured with certain default signals, as
shown in Table 2-11.

See “GPIO Registers” on page 130 for more
information on GPIO control and multiplexing.

NOTE: JTAG pins must use GPIO[3:0]. Apart from JTAG, all signals can use any GPIO and can use

GPIO[3:0] by setting the DISABLE_JTAG bit to 1 in “GPIO Function (GPIO_FUNCTION)".

Table 2-11. Default GPIO Signals

GPIO Signal Direction Description
GPIOO0 TCK Input JTAG Clock
GPIO1 TDI Input JTAG data input
GPIO2 TDO Output JTAG data output
GPIO3 ™S Input JTAG test mode
GPIO4 CLK_OBss! Output Clock observation
GPIO5 SPI_CS Output SPI chip select (Default = 1)
GPIO6 SPI_CLK Output SPI clock (Default = 0)
GPIO7 SPI_MOSI Output SPI data output (Default = 0)
GPIO8 SPI_MISO Input SPI data input
GPIO9 UARTO_SIN Input Low-speed UARTO serial input
GPIO10 UART0_SOUT Output Low-speed UARTO serial output
GPIO11 — Output Software configurable
GPIO12 — Output Software configurable
GPIO13 — Input Software configurable
GPIO14 — Input Software configurable
GPIO15 — Input Software configurable
GPIO16 — Output Software configurable
GPIO17 — Input Software configurable
GPIO18 — Output Software configurable
GPIO19 — Output Software configurable
GPIO20 — Output Software configurable
GPIO21 — Output Software configurable
GPI1O22 — Output Software configurable

[1]See Table 8.3.23, “GPIO Function (GPIO_FUNCTION),” on page 137 for clock signals that can be ob-

served through GPIO pins.
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2.12.1 GPIO Output

GPIO is structured to output one of 128 signal
through any GPIO pin. See Figure 2-9.

—Signal 1279127

GPIOX»

[y

—Signal 1—p

___ GPIO_OUT
_FUNCTIONX

0 “en 7

Figure 2-9. GPIO is Structured to Output 1 of
128 Signal Through Any GPIO

Each GPIO output is structured as 128:1 MUX.
The MUX select is an 8-bit register that can be
programmed with the values 0-127 to allow
that particular input signal through the GPIO
pin, as shown in Table 2-12. The signal gets the
source from the “GPIO_OUT_FUNCTIONx"
registers. Each 32-bit register has select values
for four GPIO pins (8 bits each).

Table 2-12. GPIO Output Select Values

PRELIMINARY

To output the signal through the GPIO pin, use

this register programming:

1. If using a non-JTAG signal on GPIO[3:0],
write the bit DISABLE_JTAG of the “GPIO
Function (GPIO_FUNCTION)” register to 1.

2. Set the corresponding GPIO bit in the
“GPIO Output Enable (GPIO_OE)” register
to 0.

3. Write the particular GPIO field in the
“GPIO_OUT_FUNCTIONXx" register with
the corresponding output signal value from
Table 2-12.

For example, to drive the SPI_CLK signal
through the GPI04 pin:

1. Set bit[4] of “GPIO Output Enable
(GPIO_OE)” register to 0.

2. Set the 8-bit field ENABLE_GPIO4 (bits
[7:0]) of the “GPIO Function 1
(GPIO_OUT_FUNCTION1)” register to 10.

MUX Select Value Signal Name Description
1 NAND_CS NAND Flash chip select
2 BOOT_RXT_MDI Boot MDIO MDI signal (MDIO slave for boot up)
3 RES Reserved
4 SLIC_DATA_OUT SLIC data out
5 SLIC_PCM_FS SLIC frame sync
6 SLIC_PCM_CLK SLIC reference clock
7 SPI_CS_1 SPI chip select 1
8 SPI_CS_2 SPI chip select 2
9 SPI_CS_0 SPI chip select 0
10 SPI_CLK SPI Clock
11 SPI_MOSI SPI data output
12 25 CLK I2S reference clock
13 25 WS 12S word select for stereo
14 125_SD I2S serial audio data
15 125_MCK 12S master clock
16 CLK_OBS0 Clock observation, see “GPIO Function
17 CLK_OBS1 (GPIO_FUNCTION)” on page 137 for clock signals that
13 CLK_OBS2 can be observed through GPIO pins
19 CLK_OBS3
20 CLK_OBS04
21 CLK_OBS5
22 CLK_OBs6
23 CLK_OBSs?7
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Table 2-12. GPIO Output Select Values

24 UARTO_SOUT Low-speed UARTO serial data out
25 SPDIF_OUT SPDIF data output
26 LED_ACTNIJ0] 5 port Ethernet switch activity LEDs
27 LED_ACTNI1]
28 LED_ACTN][2]
29 LED_ACTN][3]
30 LED_ACTNI[4]
31 LED_COLNIJ0] 5 port Ethernet switch collision detect LEDs
32 LED_COLN[1]
33 LED_COLN][2]
34 LED_COLNJ[3]
35 LED_COLN[4]
36 LED_DUPLEXN]O0] 5 port Ethernet switch full duplex/half duplex LEDs
37 LED_DUPLEXN][1]
38 LED_DUPLEXN]|2]
39 LED_DUPLEXN]I3]
40 LED_DUPLEXN[4]
41 LED_LINK][O0] 5 port Ethernet switch link indicator LEDs
42 LED_LINK]1]
43 LED_LINK]2]
44 LED_LINK]3]
45 LED_LINKI4]
46 ATT_LED External LNA control for chain 0
47 PWR_LED External LNA control for chain 1
48 TX_FRAME MAC Tx frame (indicates the MAC is transmitting)
49 RX_CLEAR_EXTERNAL WLAN active
50 LED_NETWORK_EN MAC network enable
51 LED_POWER_EN MAC power LED
71:52 RES Reserved
72 WMAC_GLUE_WOW MAC detected a WOW packet
73 BT_ANT Indicates the BT is active
74 RX_CLEAR_EXTENSION Medium clear for Rx
77:75 RES Reserved
78 ETH_TX_ERR MII transmit error
79 UART1_TD High-speed UART1 transmit data
80 UART1_RTS High-speed UART1 request to send
83:81 RES Reserved
84 DDR_DQ_OE DDR data output enable
86:85 RES Reserved
87 USB_SUSPEND USB suspend
91:88 RES Reserved
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2.12.2 GPIO Input

GPIO inputs are structured so that any signal
listed in Table 2-13 can source from any GPIO
pin. See Figure 2-10.

¢—GPI022——
Input
Signal
4¢—GPIO1——
[ 4¢—GPIO0——

Figure 2-10. Any Signal Can Receive Input
From Any GPIO

Each signal can receive its input from
GPIO[22:0]. Each signal has an 8-bit register
that can be programmed with the GPIO values
0-22; the signal gets its input for the
corresponding GPIO pin programmed in the
“GPIO_IN_ENABLEX” registers.

See Table 2-13.

Table 2-13. GPIO Input Select Values

PRELIMINARY

To route the GPIO input to a particular signal,
use this register programming:
1. If using a non-JTAG signal on GPIO[3:0],

write the bit DISABLE_JTAG of the “GPIO
Function (GPIO_FUNCTION)” register to 1.

2. Set the corresponding GPIO bit in the
“GPIO Output Enable (GPIO_OE)” register
to 1.

3. Write the particular 8-bit GPIO field in the
“GPIO_IN_ENABLEX” register with the
corresponding output signal value from
Table 2-13.

For example, to route the UARTO_SIN signal
through the GPI09 signal:

1. Set bit[9] of “GPIO Output Enable
(GPIO_OE)” register to 1.

2. Set the UARTO_SIN field (bits[15:8]) in the
“GPIO In Signals 0 (GPIO_IN_ENABLEOQ)”

register to 0x9.
Table 2-13 shows the GPIO input select values.

Signal Name Description
SPI_MISO SPI data input
UARTO_SIN Low speed UARTO serial data in
125_MCLK 12S master clock
125_CLK 1%S reference clock
125_MIC_SD 12S serial MIC in data
125_WS 1S word select for stereo
ETH_RX_ERR MII receive error
ETH_RX_COL MII receive collision
MII_EXT_MDO External MDIO interface for boot up, management data clock
MII_EXT_MDC External MDIO interface for boot up, management data I/O
SLIC_PCM_FS SLIC frame sync
SLIC_DATA_IN SLIC data in
UART1_CTS High-speed UART]1 clear to send
UART1_RD High-speed UART1 receive data

Atheros Communications, Inc.
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2.13 Serial Flash SPI/ROM

The SPI controller supports two ways of

programming the SPI device:

B The bit blasting method by which data,
CLK, and the CS are programmed directly
by CPU bit in the controller register
SPI_IO_CNTRL_ADDR, which is shifted on
to the interface signals.

B Direct programming of the data and the
number of bits to shift. The controller takes
care of shifting the specified number of bits.

The SPI controller has a dedicated chip select

available to an external flash for booting, as

well as two more configurable chip selects.

2.13.1 SPI Operations

Before performing any SPI operation, the
FUNCTION_SELECT and REMAP_DISABLE
bits of the register SPI. FUNCTION_SELECT
are set to 1. Any page program or erase

operations on the SPI device must enable the
write enable latch (WEL).

2.13.2 Write Enable

1. Program the register
SPI_SHIFT_DATAOUT_ADDR with the
WREN CMD value.

2. Program SPI SHIFT_CNT_ADDR:

SHIFT_CNT 8 |Number of WREN
command bits

TERMINATE 1 | After shifting 8-bit deassert
chip select

SHIFT_CLKOUT| 0 |Initial value of clk

SHIFT_CHNL | 001 |Enable chip select 0

SHIFT_EN 1 |Enable shifting

2.13.3 Page Program

B Send a write enable command before any
page program or erase operations.

B Use the send command:

a. Program SPI_SHIFT_DATAOUT_ADDR
with the PP CMD value.

b. Program SPI_SHIFT_CNT_ADDR:

SHIFT_CNT 8 |Number of command bits

TERMINATE Do not deassert CS; CMD is
followed by address/data

SHIFT_CLKOUT| 0 |Initial value of clk

SHIFT_CHNL | 001 |Enable chip select 0

SHIFT_EN 1 |Enable shifting

56 e AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC

December 2010

B Send the address:

a. Program SPI_SHIFT_DATAOUT_ADDR
with the address to be programmed.

b. Program SPI_SHIFT_CNT_ADDR:

SHIFT_CNT 24 |Number of address
command bits

TERMINATE 0 |Donotdeassert CS; CMD is
followed by address/data

SHIFT_CLKOUT| 0 |Initial value of clk
SHIFT_CHNL | 001 |Enable chip select 0
SHIFT_EN 1 |Enable shifting

B Send the data:

a. Program SPI_SHIFT_DATAOUT_ADDR
with the data to be programmed.

b. Program SPI_SHIFT_CNT_ADDR:
SHIFT_CNT 32 |Number of data bits

TERMINATE 1 |Deassert chip select after
programming the data

SHIFT_CLKOUT 0 |Initial value of clk
SHIFT_CHNL | 001 |Enable chip select 0
SHIFT_EN 1 |Enable shifting

The command and address can be
programmed together in
SPI_SHIFT_DATAOUT_ADDR in the order:
{8'CMD, 24’ ADDR}. The SHIFT_CNT field in
SPI_SHIFT_CNT_ADDR is set to 32.

2.13.4 Page Read

B Send command and address:

a. Program SPI_SHIFT_DATAOUT_ADDR
with the read command and address.

b. Program SPI_SHIFT_CNT_ADDR:

SHIFT_CNT 32 |Number of command and
address bits

TERMINATE 0 |Keep chip select asserted
until the data is read

SHIFT_CLKOUT| 0 |Initial value of clk
SHIFT_CHNL | 001 |Enable chip select 0
SHIFT_EN 1 |Enable shifting

B Read the data by programming
SPI_SHIFT _CNT_ADDR:
SHIFT_CNT 32 |Number of bits to be read

TERMINATE 1 |Deassert the chip select
after the data is read

SHIFT_CLKOUT| 0 |Initial value of clk
SHIFT_CHNL | 001 |Enable chip select 0
SHIFT_EN 1 |Enable shifting

Atheros Communications, Inc.
COMPANY CONFIDENTIAL



2.14 MDIO Slave Interface

The AR9344 supports a MDIO Slave interface
to allow an external MAC or Host CPU to
communicate with the AR9344 CPU. Typically,
an external host processor can download code
through this interface to boot the AR9344 CPU.

A set of eight external registers (“MDIO APB
Registers (MDIO_REG)”) can be accessed and
updated by an external MDIO master. The CPU
can poll the 8-bit MDIO_ISR_REGS register (1-
bit/MDIO_REG) to show which MDIO_REG
register is updated. Typically an external host
processor can download code through this
MDIO slave interface to boot the CPU.

MDIO_PHY_ADDR is the PHY address
register for MDIO slave. The CPU must
initialize this register with the intended PHY
address before initiating any transfer. By
default, this PHY address is 7.

2.15 NAND Flash Controller
Figure 2-11 shows the NAND flash controller

<4—AHB Slave—®  NAND Flash
AHB DMA—p|  Controller

'

Data ECC
Buffer || Buffer

Figure 2-11. NAND FLash Controller

NAND Device

I/F Signals —

The NAND flash controller includes a
configurable instruction mechanism to support
a wide spectrum of flash devices with diverse
programming requirements. It features:

B Page sizes of 256 Bytes to 16 KBytes

B Block sizes from 32 pages per block to
256 pages per block

B ECC support for error detection and
correction; up to 16 bits of error per
512-byte page can be corrected

B Support for non-ONFI compliant devices

through generic command sequences

8-bit parallel flash device interface

Single external chip select supports device

capacity up to 16 Gb (2 GBytes)

Bus master DMA on the AHB interface

512-Byte data and ECC bulffer

Programmable CMD/address/data cycles

Faulty-page-address-remappable; up to

8 page addresses can be remapped

Interrupts for device ready, command

completion, ECC error, and FIFO error
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B Sequential page reads within a sector

B Page copy back support (if the device
supports it)

Programming and accessing NAND flash data

uses a these software-configurable parameters:

B Command codes sent to flash device during
the command cycle

B Number and type of address cycles sent
during the addressing cycle

B Programmable delays between the cycles

B Type of command sequence to issue;
17 fixed sequences and 2 generic command
sequences can be sent to a NAND device

The instruction/command sequence can be
encoded as a 32-bit instruction issued to the
NAND controller:

Bits | Name |Description

31:24| CMD2 |Coding for the third command in
the sequence

23:16| CMD1 |Coding for the second command

15:8 | CMDO0 |Coding for the first command

7 | ADDR_ |Selects the next address register

SEL 0 |Select address register 0

1 |Select address register 1

6 | INPUT_ |Input mode

SEL 0 [CPUPIO

1 |DMA mode transfer

5:0 | CMD_ |Sequence code: 17 fixed sequences
SEL |are defined and 2 additional
generic sequences can be defined to
create a new generic command

The 17 fixed sequences for CMD_SEL are:

1. Command-only sequence

2. Read sequence with single command, single
address, and a programmable number of
data read cycles

3. Read sequence with single command, single
address, and programmable data read
cycles, with a programmable delay or poll
device busy before read

4. Write sequence with single command,
single address, and programmable data
write cycles

5. Read status sequence

6. Read status sequence, with additional
address cycles before status read

7. Basic read sequence with 1 command cycle,
3 address cycles, second command cycle
followed by data read cycles

AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC & 57

December 2010



PRELIMINARY

8. Basic read sequence with 1 command cycle,
3 address cycles, second command cycle
followed by data read cycles, with 5 address
cycles instead of 2 address cycles

9. Basic write sequence with command cycle,
3 address cycles, and data write cycles

10. Two command cycles, with five address
cycles in between; can be used for page
erase or copy back program

11. Basic read sequence with one command
cycle, five address cycles, second command
cycle followed by data read cycles

12. Command sequence followed by read data;
can be used for read page cache

13. Write sequence used for program page

14. Alternate write sequence for program page

15. Erase block sequence with 3-address cycle
for page/block address

16. Two-plane page read with two sets of
address and command cycles

17. Basic read cycle with the second command
cycle omitted

The generic sequences mimic almost every
command supported by NAND flash devices.
Each sequence (e.g., CMD3:0, DEL0, DEL1
delays and ADDR sequences) can be
individually tailored to generate a wide
possibility of commands for new flash devices
or those with special instruction sequences:

CMDOHADDROHCMD3HADDR1HCMD2H DELO H DAT HCMD1H DEL1

Figure 2-12. Generic Sequence
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2.15.1 Devices Supported

These NAND flash devices have been tested
with the AR9344 NAND flash controller. Note
that ONFI-compliant NAND flash devices up
to 16-Gbit (2 GBytes) capacity will be
supported.

Table 2-14. Supported NAND Devices

Size
(Capacity)
Numonyx |NANDO01GW3B2C 128 MB
NANDO02GW3B2D 256 MB
NAND04GW3B2D 512 MB

Manufacturer| Device Number

NANDO0SGW3C2B 1GB
NANDOSGW3E2A 1GB
Hynix HY27UF082G2B 256 MB
H27U1G8F2B 128 MB

2.15.2 Programmable NAND Interface Timing

In the available programming sequences,
timing parameters can be controlled by the
software for flexible programming of a variety
of flash devices, as shown in Table 2-15. All
parameters are in terms of the internal NAND
clock period when set to 50 MHz.

Table 2-15. NAND Interface Timing

Parameter Width |Description

TWHR 3 |NAND_WE_L high to
NAND_RE_L low delay

TRHW 3 |NAND_RE_L high to
NAND_WE_L low delay

TADL 3 NAND_ALE to data start time

TCCS 3 |Change column setup time

TRWH 3 |NAND_RE_LorNAND_WE_L
high hold time

TRWP 3 |NAND_RE_Lor NAND_WE_L
pulse width

TCAD 3 |Command/address/data delay

Atheros Communications, Inc.
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Figure 2-13 shows a typical NAND flash page
read cycle using sequence 17, with
TADL = 0x2, TRWH = 0x1, TRWP = 0x2.

© NAND_ALE
©NAND_CLE
©NAND_CS_0

o EXPNAND_DATA
©NAND_RB_L_0
©NAND_RE_L

© NAND_WE_L L

© NAND_WP_L

{80 }—— {00 {00 {00 }

A S |

Command Phase Address Phase Wiait Phase

Nand Flash Page Read Cycle

PRELIMINARY

JLULUJLULULUJLULULUJL‘ULULUULULULUULJLULUJLJLU LU L LU
L

Data Transfer Phase ‘

Figure 2-13. Basic Read Page Command

Figure 2-14 shows a typical NAND flash page
write (program) cycle using sequence 9, with
TADL = 0x2, TRWH = 0x1, TRWP = 0x2.

ERENER RN NN NRERERY

© NAND_ALE
©NAND_CLE
©NAND_CS_0

40 EXPNAND_DATA
©NAND_RB_L_0
©NAND_RE_L
©NAND_WE_L
©NAND_WP_L

Command Phase

Address Phase

Nand Flash Page Write Cycle

U o U o e o o Uy U U UL

Data Transfer Phase Program Phase

Figure 2-14. Basic Write Page Command

2.16 High-Speed UART Interface

The AR9344 supports a high speed Universal
Asynchronous Receive and Transmit (UART)
interface for connecting to high speed serial
interface devices. This controller supports Tx
and Rx speeds of upto 3 Mbps with RTS/CTS
flow control. Data and control access is through
a APB PIO interface. The UART supports a
four-deep, byte-wide FIFO on both the Tx and
Rx interfaces to improve throughput. The
controller can be configured for either an R5232
DTE or for DCE equipment.

Tx FIFO [p{T it
APB : X LS eal

Interface - Interface
Rx FIFO (@ Receive [

Figure 2-15. UART Block Diagram

The CPU can send and receive data through the
UART using a set of control and data registers
(see “UART1 (High-Speed) Registers” on

page 299). A FIFO is provided on both the Tx

Atheros Communications, Inc.
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and Rx sides, to synchronize with the remote
equipment without loss of data.

The operating mode of the UART is set using
the “UART1 Configuration and Status
(UART1_CS)” register for DTE/DCE mode.
Flow control using RTS/CTS can be enabled or
disabled using the same register. The baud rate
for transmission and reception can be set using
the “UART1 Clock (UART1_CLOCK)” register.

2.16.1 Transmit (Tx)

To send data on the serial interface, the CPU
checks for Tx busy in the UART1_TX_BUSY bit
in the “UART1 Configuration and Status
(UART1_CS)” register. If Tx is idle, the CPU
proceeds to write the bytes into the register
“UART1 Transmit and Rx FIFO Interface
(UART1_DATA)”. The CPU can write data into
the Tx FIFO (if enabled) as long as the bit
TX_BUSY is reset (idle). The written bytes are
sent over the SLIC_DATA_OUT pin. The
UART1_TX_CSR bit must be set to enable the
Tx operation with FIFO.
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2.16.2 Receive (Rx)

Received data is available for reading out from
the UART1_DATA register. Data availability is
indicated by the UART1_RX_BUSY bit being
set in the UART1_CS register. Data can be read
from the Rx FIFO (if enabled) as long as the bit
RX_BUSY is set. The UART1_RX_CSR bit must
be set to enable the Rx operation with FIFO.

2.17 Low-Speed UART Interface

The AR9344 contains a 16550 equivalent UART
controller/port for debug/console monitoring.
The UART pins are multiplexed with GPIO
pins. “GPIO Output” on page 53 describes the
multiplexed GPIO options. The UART
controller can be programmed through a set of
control registers. “UARTO (Low-Speed)
Registers” on page 125 defines the required
registers and their descriptions for UART. The
UART supports programmable baud rates and
can support up to 115.2 KBps. This UART does
not support hardware flow control.

Table 2-16. USB Interface Elements

2.18 USB 2.0 Interface

The USB controller supports a standard

USB 2.0 host or device interface, configurable
using bootstraps on powerup. In USB host
mode, the AR9344 can support the full number
of devices/endpoints allowed in the USB 2.0
specification. It can also interface to a USB hub.

In USB device mode, the AR9344 is fully
compliant to USB 2.0 specification and
supports USB suspend mode. In device mode,
AR9344 provides 6 end-points: 1 control
endpoint and 5 endpoints configurable for
bulk/isochronous/interrupt and in or out
functions. See Figure 2-16.

<«-AHB—{ DMA Engine \ USB
Pgotqcol «UTMI»| 2.0
; 3 ngine PHY

AHB ) Configuration f

Slave and Control

Figure 2-16. USB Interface

Table 2-16 describes the USB interface
elements.

Name |Description

System | The USB controller provides a AHB master interface for DMA transfer of descriptors and endpoint
Interface |data between the System memory and the USB serial interface. AR9344 CPU can control the USB

accordingly.

controller operation through an AHB Slave interface. In Host Mode, the controller registers and data
structures are compliant to Intel EHCI specifications. In Device Mode of operation the controller
registers and data structures are implemented as extensions to EHCI programmers interface.

The AR9344 software needs to set the operation mode (Host Mode or Device mode) by writing into
the CM bits of the USBMODE register. Also the bootstrap input signal GPIO20 needs to be set

Device |The device controller operates to transfer a request in the AR9344 system memory to and from the
Data | Universal Serial Bus. The device controller performs data transfers using a set of linked list transfer
Structure |descriptors, pointed by a queue head one for each endpoint In and Out directions, The DMA engine

performs master operations on the AHB system bus to transfer data to and fro.

Host Data | The host data structures are used to communicate control, status, data and between software and the
Structure |USB host controller. The data structure is compliant with EHCI specifications. A periodic frame list

which is an array of pointers to a transfer list is used. There are Asynchronous transfer lists for bulk
and control data transfers and Isochronous Transfer list for Isochronous data transfers.

XCVR  |The USB Controller interfaces with an on-chip USB 2.0 PHY through the UTMI standard interface.

Interface

Table 2-17 shows the USB interface signals
Table 2-17. USB Interface Elements

Name Type Description
USB_DP IA/OA USB D+ Signal
USB_DM IA/OA USB D- Signal
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3. Ethernet Subsystem

3.1 GMACO and GMAC1

The two AR9344 GB Ethernet MACs connect to
the Ethernet WAN port and switch.

RXFIFO [\aT Engine [ACL Engine

|To DDR |To DDR
Ingress GMACO Egress GMAC1
DMA DMA
Packet Edit and Parser DMA

Packet Control

TxFIFO | NAT Engine|ACL Engine

Packet Edit and
Parser Packet Control MAC

MAC

RGMII/MII/RMII

1 Ethernet Switch ‘
— !

|P0|P4|P1|P2|P3|
Fast Ethernet PHY
Figure 3-1. Ethernet Subsystem

GMAC1 connects to the internal Ethernet B If none of the MAC interfaces are enabled
switch through a GMII or MII interface. and SW_ONLY_MODE is set, GMACO0 does
GMACO connectivity can be configured not connect anywhere. All five PHY ports
multiple ways: connect to the Ethernet switch.

B GMACO could connect to PO or P4 FE PHY GMACQO is treated as ?‘WAN port and has
port and GMACT connects to the Ethernet several Ethernet specific accelerators. Each
switch that controls rest of the 4 FE ports. accelerator could be separately enabled/

B GMACO connects to the MAC interface that disabled by software.
comes out as RGMII/RMII/MII. Ethernet The major blocks in GMACO are:

connects to all five FE ports of the Ethernet
PHY or to only four of them.

Table 3-1. GMACO Blocks

Block Description

MAC Detects the SFD, takes care of IFG, and receives/transmits final data in MAC interface format
(RGMII/MII/RMII, and so on)

Parser Parses the incoming data (from MAC in the case of ingress, or from DMA in the case of egress),
detects the packet type, and isolates all L2, L3, and L4 related fields for NAT and ACL engine.

NAT Engine | Creates the lookup table (LUT) and supports lookup, addition, and deletion of entries in the LUT
for CPU and the parser.

ACL Engine | Builds the ACL rule table. From the fields generated by the parser, this block checks all of the
rules and gets back with the packet drop or accept decision. If ACL is disabled, then all packets
are accepted.

Packet Maintains the packet integrity in the FIFO, takes in the result from both the NAT and ACL

Control/Edit | engines, edits the packet for NAT, and drops/queues the packet depending on ACL decisions. It

Block also takes care of generating control signals to the MAC/DMA, enabling these blocks to transmit
the packet from the FIFO.
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3.1.1 External RGMII/RMII/MII Interface

The “Ethernet Configuration (ETH_CFG)”
register controls whether the GMACO Ethernet
interface is RGMII, MII, or RMII:

In RMII mode, Tx clock loops back to Rx
clock in the board in Master mode.

In RGMII mode, Tx clock comes from an
internal PLL; the exact clock delay with
respect to data can be modified using the
ETH_CFG ETH_TXD_DELAY and
ETH_RXD_DELAY bits.

In MII master mode, the AR9344 can source
both Tx and Rx clocks. In slave mode, it
expects both clocks from external sources.

MDIO interface to external PHY registers,
through dedicated EMDIO and EMDC
pins. MDIO interface is controlled through
the GMACO MII registers described in “MII
Configuration” on page 311 through “MII
Indicators” on page 312.

Table 3-2. GMAC Accelerator Types

Accelerator Type | Rx/Tx | Description

Ingressand Egress | Rx/Tx | Type II/SNAP-tagged /untagged TCP/UDP/ICMP packets that can support up to

NAT Accelerator

Flow” on page 68.

512 entries per direction. NAT is performed at wire-speed and is capable of
for IPv4 handling GB Ethernet port maximum packet rate.

See “GMAC Descriptor Structure: Rx” through “Setup and Data/Packet

Ingressand Egress | Rx/Tx | Can support up to 64 entries per direction, with each entry supporting up to 5

ACL Accelerator

match commands per entry. Supports an ACL accelerator for WAN Rx and Tx
traffic. Can be used in accept (default) or reject mode.

See “ACL” on page 70.

QoS Tx | Supports Tx QoS with different queues: fixed or weighted round-robin algorithms
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3.1.2 Ingress and Egress Flow of Data and Control Information

The flow of data and control information in the
GMAC ingress and egress are detailed in

Figure 3-2 and Figure 3-

3.

| Ingress Packet Enters the Rx MAC |

v v

Packet Enters FIFO
Control and is
Stored in Rx FIFO

Packet is
Parsed by the
Ingress Parser

Is ACL
Enabled?

S
(Do NAT Edit in FIFO)

Ye

Is the
NAT Lookup
uccessful?

Drop Packet in Rx FIFO:

No—Pp»|

Indicate Status to Packet Control

Yes

No (Indicates ACL
Done to Packet Control)

No

(Indicates
NAT Done)l
A 4

PRELIMINARY

ACL Engine Launches
Rule Mapping Based
on Parsed Data

NAT and ACL Engines

Yes

Convey Status to the
Ingress Packet Control

$ X

Read from Rx FIFO for DMA

ACL Indicate
Drop?

a

DMA Through
AHB to the DDR

NAT Engine Launches
the Lookup to LUT
Based on Parsed Data

Indicates the NAT/ACL Status to
the DMA Engine for Descriptor
Status Update and Provides
Start DMA once NAT/ACL is Complete

A

o

Indicates Regular Packet Flow
without NAT/ACL Accelerator

Figure 3-2. Ingress Data and Control in GMACO

| TxDMA Engine DMA Packets from DDR

 —

TxDMA Descriptor

Indicates Regular
— Packet Flow without
NAT/ACL Accelerator

Packet Parse Packet
Transferred to as it is into
Tx FIFO the FIFO
Yi k | Yes
No ;S + * A 4
NAT Engine No_ ACL Engine
Launches Drop Packet in T><FIF()Yes Does Rule
Lookup Processing
L Did ACL ]
Drop?
No
If NAT is Successful,
Edit the Packet NAT Status ACL Status
in the TxFIFO *
T—»  Update NAT/ACL Status s
L Update NAT/ACL Status in in Egress Packet Control ¢

Don

T
Once NAT/ACL
e: Enable Packet Transmit

Transmit Packet out

through TxMAC

Read from TxFIFO

for Transmit

Figure 3-3. Egress Data and Control in GMACO

Atheros Communications, Inc.
COMPANY CONFIDENTIAL

AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC

December 2010

63



PRELIMINARY

3.2 GMAC Descriptor Structure: Rx

In the Rx descriptor, each descriptor comprises
a sequence of three 32-bit memory locations:

Table 3-3. Rx Descriptors

Address Name Description Page
0x0 PKT_START_ADDR Start Address for Packet Data page 64
Ox4 PKT_SIZE Packet Size and Flags page 64
0x8 NEXT_DESCRIPTOR Next Descriptor page 65

3.2.1 Start Address for Packet Data (PKT_START_ADDR)

Address Offset: 0x0
Access: Read /Write

Bit Name Description
31:2 | PKT_START_ | Top 30 bits of the packet start address. The built-in DMA controller reads this register to
ADDR discover the location in host memory of the first byte of data.

Note: The start addresses used in any sequence of descriptors must be spaced to add
sufficient room in any location for a packet of the maximum size transferred.

1:0 RES Ignored by the DMA controller, because it is a system requirement that all transfers are
32-bit aligned in host memory. Default is 0.

3.2.2 Packet Size and Flags (PKT_SIZE)

Address Offset: 0x4
Access: See fields descriptions

Bit Name Access |Description

31 EMPTY_FLAG R/W | This bit indicates the availability of the specified location to store the
received packet. Setting this flag validates the descriptor. This bit is
also called the OWN (ownership) bit.

Note: On successful completion of an Rx operation, the DMA controller
writes 0 to this location to indicate that this location has been used to
store the received packet. This action ensures that received data is not
accidentally overwritten by a subsequent packet.

30 NAT_STATUS RO |Set by the DMA controller indicating the NAT Status for the packet.

0 |NAT operation is not done. Valid only if Ingress NAT
functionality is enabled.

1 |Successfully NAT edit.

29:28 RES RO |Reserved

27:26 SW_STATUS RO |Provides the software status bits loaded into the LUT for the
connection that the packet belongs to.

25 NAT_UNSUPPORTED| RO |Indicates an ERROR status for NAT because the packet is unsupported
0 |Supported packet type

1 |Unsupported packet type; valid only if NAT_STATUS is set to 0
and ingress NAT functionality is enabled

24 PER_PKT_INTR_EN | R/W |When set to 1 by software, the DMA controller generates an interrupt
to the CPU after successful completion of the packet DMA.

23 FRG RO |Indicates whether this packet is fragmented
22:14 RES RO |Reserved
13:0 PKT_SIZE R/W | The DMA controller writes the number of bytes received to this field;

the value of this field prior to the transfer being made is ignored.

64 e AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC Atheros Communications, Inc.
December 2010 COMPANY CONFIDENTIAL



PRELIMINARY

3.2.3 Start Address Packet Data (PKT_START_ADDR)

Address Offset: 0x0
Access: Read /Write

Bit Name Description
31:2 | DESCRIPTOR_ | Top 30 bits of Packet the descriptor address.
ADDR The built-in DMA controller reads this register to discover the location in host

memory of the descriptor for the next packet in the sequence. The descriptors should
form a closed linked list.

1:0 RES Ignored by the DMA controller because it is a requirement of the system that all
descriptors are 32-bit aligned in host memory. Default is 0.

3.3 GMAC Descriptor Structure: Tx

In the Tx descriptor, each descriptor comprises
a sequence of three 32-bit memory locations:

Table 3-4. Tx Descriptors

Address Offset Name Description Page
0x0 PKT_START_ADDR Start Address for Packet Data page 65
0x4 PKT_SIZE Packet Size and Flags page 66
0x8 NEXT_DESCRIPTOR Next Descriptor page 66

3.3.1 Start Address for Packet Data (PKT_START_ADDR)

Address Offset: 0x0
Access: Read /Write

Bit Name Description
31:2 | PKT_START_ | Top 30 bits of the packet start address.
ADDR The built-in DMA controller reads this register to discover the location in host memory
of the first byte of data.

Note: The start addresses used in any sequence of descriptors must be spaced to add
sufficient room in any location for a packet of the maximum size transferred.

1:0 RES Ignored by the DMA controller, because it is a system requirement that all transfers are
32-bit aligned in host memory. Default is 0.
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3.3.2 Packet Size and Flags (PKT_SIZE)

Address Offset: 0x4
Access: See fields descriptions

Bit Name Access|Description

31 EMPTY_FLAG R/W | This bit indicates the availability of the specified location to store the
received packet. Setting this flag validates the descriptor.

Note: On successful completion of an Rx operation, the DMA controller
writes 0 to this location to indicate that this location has been used to
store the received packet. This action ensures that received data is not
accidentally overwritten by a subsequent packet.

30 PER_PACKET_NAT | R/W |Used to control NAT function for Tx Packets on per-packet basis.

—ENABLE 0 |The Tx packet bypasses the egress NAT Engine. Valid only if

egress NAT is enabled.

1 |The Tx packet goes through the egress NAT engine.

29 PER_PACKET_ACL | R/W |Used to control ACL function for Tx Packets on per-packet basis.

—ENABLE 0 |The Tx packet bypasses the egress ACL Engine. Valid only if

egress ACL is enabled.

1 |The Tx packet goes through the egress NAT engine.
28 NAT_STATUS RO |Set by the DMA controller indicating the NAT Status for the packet. '

0 |NAT unsuccessful. Valid only if the egress NAT functionality is
enabled and PER_PACKET_ACL_ENABLE is set.

1 |NAT successful.
27 ACL_STATUS RO |Set by the DMA controller indicating the ACL Status for the packet.

0 |ACL allow. Valid only if the egress ACL functionality is enabled
and PER_PACKET_ACL_ENABLE is set.

1 |ACL drop
26 FRG R/W |Indicates whether the current packet is fragmented.
25 |NAT_UNSUPPORTED| RO |Indicates an ERROR status for NAT because the packet is unsupported

0 |Supported packet type

1 |Unsupported packet type; valid only if NAT_STATUS is set to 0
and egress NAT functionality is enabled

24 PER_PKT_INTR_EN | R/W |When set to 1 by software, the DMA controller generates an interrupt
to the CPU after successful completion of the packet DMA.

23:14 RES WO |Reserved; must be set to 0.

13:0 PKT_SIZE R/W |The DMA controller writes the number of bytes received to this field:
the value of this field prior to the transfer being made is ignored.

3.3.3 Start Address Packet Data (PKT_START_ADDR)

Address Offset: 0x0
Access: Read /Write

Bit Name Description
31:2 | DESCRIPTOR_ | Top 30 bits of Packet the descriptor address.
ADDR The built-in DMA controller reads this register to discover the location in host

memory of the descriptor for the next packet in the sequence. The descriptors should
form a closed linked list.

1:0 RES Ignored by the DMA controller because it is a requirement of the system that all
descriptors are 32-bit aligned in host memory. Default is 0.
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3.4 NAT LUT Structure: Ingress and Egress

The ingress and egress NAT engines contain a
lookup table (LUT) supporting up to 512
entries for ingress and 512 entries for egress
and built by sets of KEY+INFO fields. Note:

B The CPU can lookup, insert, or delete an
LUT entry, or it can initialize the LUT.

B The rising edge of the REQ is recognized as
a new request. Setting the INIT bit
initializes whole of the ingress LUT.

B The CPU can add or delete an LUT entry. If
the INSERT_STATUS bit is set to one, the
insert was successful. If it is unsuccessful,
the reason for failure is indicated in
BUCKET_FULL or BINS_FULL. It is
possible for a particular bin to fill, in which
case it is unable to add an LUT entry.

If the entry’s KEY that they CPU is trying to

add is already present in the LUT, only the

INFO field is updated and the bit

DUPLICATE_KEY is set in

IG_CPU_REQ_STATUS.

PRELIMINARY

Egress
TCP/UDP Key[49:0] + TCP/UDO Info[23:0]
KEY[49:0] 31:0 L3_SRC_ADDR
1:0 PRTC
15:0 ICMP_DEQ_ID
INFOI[23:0] 0:0 sw BITS!

4:0 L4 CONN_STATE!!
T:0 GLOBAL_IP_INDEX
15:0 L4 DST_SEQ NUM

ICMP Key[49:0] + ICMP Info[23:0]

KEY[49:0] 31:0 L3_SRC_ADDR
1:0 PRTC
15:0 ICMP_SEQ_ID
INFO[23:0] 0:0 sw BITS!!

40 L4 CONN_STATE!2!
1:0 GLOBAL_IP_INDEX
15:0 4 SEQ ID

Registers Used to Program
KEY+INFO

IG Key[19:0] + IG Info[100:0]

) KEY[49:0] 17:0 EG_KEY_DW
Table 3-5. NAT LUT Structure 310 EG KEY DWO
Ingress INFOI[23:0] 23:0 EG_INFO_DWO0

TCP/UDP Key[19:0] + TCP/UDO Info[100:0]

KEY+INFO Constituent

KEY[19:0] 1:0 L3_DST_ADDR_ID
1:0 PRTCL
15:0 L4_SKTNO
INFO[100:0] 1:0 sw BrTs!l
3:0 L4_CONN_STATE
47:0 L2 MAC_ADDR
15:0 L4_SEQ_ID
31:0 LCL_IP_ADDR

ICMP Key[19:0] + ICMP Info[100:0]

Registers Used to Program

KEY+INFO
KEY[19:0] T:0 L3 DST_ADDR_ID
1.0 PRTCL
15:0 [CMP_SEQ_ID
INFOI[100:0] 1:0 sw BITSU
3:0 L4 CONN_STATE!?!
47:0 L2 MAC_ADDR
15:0 [4 SEQ ID
31:0 LCL_IP_ADDR

IG Key[19:0] + IG Info[100:0]

Registers Used to Program

KEY+INFO
KEY[19:0] 19:0 IG_KEY_DWO0
INFOI[100:0] 31:0 IG_INFO_DWO
31:0 IG_INFO_DW1
31:0 IG_INFO_DW2
4:0 IG_INFO_DW3

Atheros Communications, Inc.
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[1]Software bits: descriptor fields update with these bits
if the current packet hits this LUT entry.

[2]Used by the ACL engines to realize the rules based on
the L4 connection state. Thus states are hot encoded
and software can match it on an per-bit basis.

Each entry has an associated free running ager
timer’s timestamp field. When an entry is hit,
the timestamp for that entry is updated with
the current timestamp. Timer resolution is
software configurable; hardware periodically
scans all entries timestamps, and ages out the
ones that exceeded their limits.

The LUT is totally configured by the CPU.
Entries are added by software as sessions are
set up (TCP/UDP/ICMP).

B The CPU uses the register IG_CPU_REQ/
EG_CPU_REQ for any LUT operation. The
CPU operation results to insert/lookup/
delete an entry return using the register
IG_CPU_REQ_STATUS/
EG_CPU_REQ_STATUS. Once REQ_DONE
is set, it implies the other register fields are
valid for the request initiated:

COMMAND[2:0] INIT REQ PKT_TYPE

0b2: Lookup |1:Init LUT| New 00: TCP
- 0b3:Insert | Request 01 UDP

0b4: Delete 02: ICMP
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3.5 Hardware Ager: Ingress and Egress

The hardware-based ager counter ticks
generate periodically. For every tick, all LUT
entries are scanned. If any entry’s timestamp is
off by more than the specified maximum
timeout, it deletes the entry. The deleted entry
is logged in a FIFO, which is visible to the CPU
through IG_AGER_FIFO/EG_AGER_FIFO. If
the FIFO is not empty, the CPU can issue a read
to delete the entry KEY in
IG_AGER_KEY_DWO0/EG_AGER_KEY_DWO.

Once ager registers are initialized:

B IG_AGER_TICK/EG_AGER_TICK indicate
the of REF_CLK (25 or 40 MHz) pulses/ms.

B IG_AGER_TIME_OUT/
EG_AGER_TIME_OUT defines the
maximum timeout for TCP, UDP, and ICMP
separately in terms of IG_AGER_TICK/
EG_AGER_TICK.

B The hardware-based AGER can be disabled
in bit [0] of IG_AGER_FIFO/
EG_AGER_FIFO.

B If more than 4 entries are deleted, an
interrupt is generated to the CPU.

B Once an entry is deleted from the LUT, all
packets for its KEY send with a
NAT_STATUS of 0.
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3.6 Setup and Data/Packet Flow

3.6.1 Ingress

IG_NAT_CSR controls ingress NAT as it has
ingress NAT enable, per-field edit enable, data
swap, and other ACL global matching rules.
Pass unedited fragmented packets to the CPU
by setting IG_NAT_FRAG_EDIT to 1 (setting to
0 is not recommended). Software creates the
LUT when:

B New TCP connections are established
B Aningress UDP data connection is known

B An ICMP ping request is sent out and
packets expected at ingress.

Software sets up the descriptors for Rx packets.

Upon receiving a packet:

B Hardware parses and extracts packet fields,
forms the KEY, and performs a LUT lookup

B If alookup results in a hit, INFO is retrieved
from the LUT. The packet is edited for the
fields that are edit enabled.

W If a lookup results in a miss, hardware
updates NAT_STATUS to 0.

B If the packet is fragmented, the FRG bit in
the descriptor status word is set.

B If NAT is unsuccessful because the packet is
not recognized by hardware, the descriptor
status word bit NAT_UNSUPPORTED sets.

Software looks at the descriptor status field
once it detects the ownership (OWN) bit
cleared, it looks at the status fields to decide
whether software-based NAT is needed or if
hardware has already done NAT for this
packet.

B If the NAT STATUS bit is set, the hardware
NAT was successful.
B If the NAT STATUS bit is not set, software
must do the NAT for this packet.
— If FRG s set, the packet was fragmented.
- If NAT_UNSUPPORTED is set,
hardware did not recognize the packet
type. If it is 0, this packet had no NAT
entry. The CPU processes the packet
then builds the NAT table if necessary
(e.g., for unprogrammed entries when
too many sessions are in progress).
— IfPER_PKT_INTR_EN is set, it causes an
interrupt to the CPU once the packet is
sent to the DDR.

Atheros Communications, Inc.
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3.6.2 Egress

EG_NAT_CSR controls egress NAT as it has
ingress NAT enable, per-field edit enable, data
swap, and other ACL global matching rules.

By default, ingress NAT edits the fields
L2_DST_ADDR, L2_SRC_MAC_ADDR,
L3_DST_ADDR, and L4_DST_SOCKET. It also
computes and updates incremental
CHECKSUM.

Because L3_SRC_ADDR is the IP address of
this WAN port, it is assumed to be only one of
the four values set in the Local Global IP
Address 0, 1, 2, 3 registers. These addresses
index to 0, 1, 2, and 3 and are is populated by
the CPU while adding the entry.

Pass unedited fragmented packets to the CPU
by setting EG_NAT_FRAG_EDIT_DISABLE to
1 (setting to 0 is not recommended). Software
creates the LUT when:

B New TCP connections are established
B Aningress UDP data connection is known

B An ICMP ping request is sent out and
packets expected at ingress.

B Software sets up the Tx packet descriptors.
If, while deciding whether to forward to the
WAN port, software already knows if the
packet is unsupported (e.g. a fragmented or
IPv6 packet), it can disable the hardware-
based NAT for this packet by setting the bit
PER_PKT_NAT_ENABLE to 0. Otherwise
software can blindly the packet to transmit.

B Upon receiving a packet from the DDR, if
the PER_PKT_NAT_ENABLE is set:

Hardware parses and extracts packet
fields, forms the KEY, and performs a
LUT lookup

— If a lookup results in a hit, INFO is
retrieved from the LUT. The packet is

edited for the fields that are edit enabled.

— If alookup results in a miss, hardware
updates NAT_STATUS to 0.

— If the packet is fragmented, the FRG bit
in the descriptor status word is set.

— If NAT is unsuccessful because the
packet is not recognized by hardware,

the descriptor status word bit
NAT_UNSUPPORTED sets.

Atheros Communications, Inc.
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Software could queue the packet to be
transmitted out of the WAN port by default.
When the ownership (OWN) bit of the
descriptor is cleared by hardware, it can look at
the descriptor status word to decide whether
software-based NAT is required or hardware
has already done NAT for this packet.

B If the NAT_STATUS bit is set (and
PER_PKT_NAT_ENABLE was set by the
CPU for this packet), the hardware NAT
was successful and the packet is sent.

m If PER_ PKT_NAT_ENABLE is not set by the
CPU, hardware unconditionally transmits
the packet.

B If the NAT_STATUS bit is not set (and
PER_PKT_NAT_ENABLE is set), the packet
is not sent. Hardware just updates the status
word of the descriptor and proceeds
processing the next packet. In this case,
software does the appropriate processing.

— If either NAT_UNSUPPORTED or FRG
is set, software must do the NAT for this
packet and requeue this packet with
PER_PKT_NAT_ENABLE set to 0.

— If either NAT_UNSUPPORTED or FRG
is not set but NAT_STATUS is 0, then
hardware LUT lookup failed for this
packet. CPU can check whether an entry
must be added. After addition it can
requeue this packet.

B The descriptor has a per-packet interrupt bit
which, if set, causes an interrupt to the CPU
once the packet is completely fetched from
the DDR and processed by hardware. For
example, this bit can be sent every 10
descriptors in a ring to indicate the CPU
often enough, but not every packet.
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3.7 Al

3.7.1 ACL Data Structure

Ingress and egress ACLs have the same
structures, but separate enables. ACL rules are
a combination of the entries, each of which is a
combination of the CMD_DATA+OPCODE
structure. Table 3-8 defines supported
OPCODES, including their widths.

Table 3-6. CMD_DATA, OPCODE Structure

Ingress
CMD_DATA[63:0] 63:0 IG_ACL_OPERAND1,
IG_ACL_OPERANDO
OPCODE[33:0] |33:0 IG_ACL_CMD1234
4:0 OP4
4:0 OP3
4:0 or2
4:0 OP1
4:0 OP0
IG_ACL_CMDO0_ACTION
4:0 NEP
0:0 A
0:0 R
0:0 L
0:0 H
Egress
CMD_DATA[63:0] 63:0 |EG_ACL_OPERANDI,
EG_ACL_OPERANDO
OPCODE[33:0] |33:0 EG_ACL_CMD1234
4:0 OP4
4:0 OP3
4:0 OP2
4:0 OP1
4:0 OP0
EG_ACL_CMDO0_ACTION
4:0 NEP
0:0 A
0:0 R
0:0 L
0:0 H
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Table 3-7. ACL Rule Structure Example

Size | Entry 1 Entry 10
H (Head Entry) | 1 1 0
L[] 1 1 0
R (Reject)[?] 1 0 —
A (Accept)[?! | 1 1 —
NEP (Next Entry | O 10 —
Pointer)
5 OP1 OP20
5 OP2 oPr21
5 or3 or22
5 OPr4 —
0PCODE!3!] 5 OP5
32 CD1 CD20
16 CD3
16 CD4 CD23
CMD_DATA 8 CD5 —

[1]If L is set, this entry is linked to another entry as
indicated by NEP. When more than one entry is
linked, the result of each entry is ANDed.

[2]0Only A or R can be set; if one is set to 0, the other
must be set to 1. A/R is valid only for entries where
H is set.

[3]The data definition is fixed for each OPCODE.

The maximum number of OPCODEs per entry is 5.
If any OPCODE is ORed, then both sides of the OR can-
not have a NULL command.

The total number of entries is 64 per direction.

The width of the OPCODE:s are fixed at 5 bits;
the width of all the OPCODEs in an entry is
also fixed at 5 bits.

Depending on the OPCODE, the associated
CMD_DATA is interpreted as described in
Table 3-8.

CMD_DATA occurs in the same sequence as
the OPCODE. It is interpreted based on the five
OPCODES or commands.

Atheros Communications, Inc.
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Table 3-8. ACL OPCODE Definitions

PRELIMINARY

Quantized cmdbata
Data OpD1 | OpD2
OpCode | Width | ACL Field Definition Width Width Comments
0 0 NOP 0 0 |Used to fill up unused commands
1 48 L2_DST_MAC_ADDR| 48 0 |Exact match of L2_DST_MAC_ADDR
OpD1 |L2 MAC_ADDR
OpD2 |NULL
2 48 L2_SRC_MAC_ADDR| 48 0 |Exact match of L2_SRC_MAC_ADDR
OpD1 |L2 MAC_ADDR
OpD2 |NULL
3 16 L2_ETHERTYPE 16 0 |Exact match of L2_ETHERTYPE
OpD1 ‘EtherType to be matched
4 16 L2_VLAN 12 0 |Exact match of L2 VLAN tag
OpD1 ‘EtherType to be matched
5 48 L3_IP_DST_ADDR | 32 6 |Prefix-based range
OpD1 |IP address
OpD2 |Number of MSB bits to match
6 48 L3_IP_SRC_ADDR | 32 6 |Prefix-based range
OpD1 |IP address
OpD2 |Number of MSB bits to match
7 48 L3_IP_DST_ADDR + | 32 9 |Prefix-based range
T C{f}{gg(/?gzvﬂ) OpD1 |IP address
OpD2 | [5:0] Number of MSB bits to match
[8:6] |TCP, UDP, ICMP
8 48 L3_IP_SRC_ADDR + | 32 9 |Prefix-based range
TCPL /3 I_JI;DI;T/%MP OpD1 IP address
OpD2 | [5:0] |Number of MSB bits to match
[8:6] |TCP, UDP, ICMP
9 16 L3_IP_TOS 8 8 |Bit-wise masking
OpD1 | ToS to be matched with
OpD2 |ToS bits to be enabled for match
10 8 L3_PROTOCOL 3 0 |One bit each for TCP/UDP/ICMP
TCP/UDP/ICMP
11 8 L3_PROTOCOL 8 0 |Exact match of only one protocol value
Other OpD1 |Protocol Number to be matched with
12 32 L4_DST_PORT 16 | 16 |Specifies L4_DST_PORT range Start2End port numbers
OpD1 |End port number
OpD2 |Start port number
13 32 L4 _SRC_PORT 16 | 16 |Specifies L4 SRC_PORT range Start2End Port numbers
OpD1 End port number
OpD2 |Start port number

Atheros Communications, Inc.
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Table 3-8. ACL OPCODE Definitions (continued)

Quantized CmdData
Data O0pD1 | 0pD2
OpCode | Width | ACL Field Definition |Width|Width|Comments

14 32 L4_DST_PORT2 16 16 |Specifies L4_DST_PORT2 match (two port numbers)
OpD1 |L4 port number 1
OpD2 |L4 port number 2

15 32 L4_SRC_PORT2 16 16 |Specifies L4_SRC_PORT2 match (two port numbers)
OpD1 L4 port number 1
OpD2 |L4 port number 2

16 16 L4_TCP_FLAGS 8 8 |Indicates masked match of flag field
OpD1 |Per-bit enable
OpD2 |TCP flag field to be matched

17 8 L3_ICMP_TYPE 8 0 |Exact match
OpD1 [ICMP type field

18 16 L3_ICMP_CODE 8 8 |Mask based match
OpD1 |ICMP code
OpD2 | ICMP code per bit enable

19 8 L4_CONNECTION 5 |One bit for each state; the rule matches any state for which bits

_STATE are set
29:20 — RES Reserved
30 8 OR All conditions between two OR are understood as AND

CDATA = {OpD2, OpD1:
CDATA forms the data part of the OPCODE

3.7.2

Apart
global
|

Global Rules

from the ACL table rules, more generic
rules are also possible:

In the ingress ACL, drop any packet not

from the next hop router L2 MAC address.
This rule is valid if a WAN port is connected
to a upstream next hop router.

If NAT lookup fails in ingress, then:

Allow /drop only TCP packets with the
SYN bit set.

Allow/ drop TCP packets with the
SYN+ACK bits set (new request/ACK).
Allow packets, but update the descriptor
with NAT_FAILED. This scenario occurs
when the NAT table is full and software
must support more connections.

If ICMP packets are received, follow the

setup from the IG_NAT_CSR register:

72 o

Allow or drop the message if it is not a
reply (0x0).

Allow or drop the message if it is not a
request (0x8).
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3.7.3 Entry Programming

An entry is programmed as follows:

Atheros Communications, Inc.

Each simple rule can have a maximum of
5 commands or 64 OPERAND bits.

Multiple simple rules can be chained to
form a complex rule. A rule has a head
entry containing a link with NEP set to the
entry to which it is linked. Any number of
entries can link together to form one rule.
Each Rule is associated with an action. The
accept/reject action in the entry with the
head bit set is taken as the action associated
with the rule. Actions in the non-head
linked rules are ignored.

For all simple rules, a head bit is always set.
For complex rules, the first rule in the chain
has the head bit set.

For all simple rules, the link bit is always
unset. For complex rules, as long as the
chain has more rules, the link bit is set. The
last rule in the chain has this bit unset.
When the link bit is set, the NEP bits point
to a valid rule in the list of programmed
rules. The rule pointed to by NEP is the next
rule in the chain forming the complex rule.

The rules are programmed in the order of
their priority. Lower rules in table are of
lesser priority than the higher ones.

The rule action should generally negate the

global ACL rule. The global rule can be

enabled to drop all packets or accept all
packets.

Ingress ACL is enabled through the register

IG_ACL_CSR. Egress ACL is enabled

through the register EG_ACL_CSR.

The registers IG_ACL_MEM_CONTROL

and EG_ACL_MEM_CONTROL:

— Determine whether the packet be is
accepted or dropped, if none of the rules
in the ACL is hit

— Initialize the ACL

— Determine whether the generic global
drop rules are enabled.

If the ACL is being dynamically enabled or
disabled, a particular sequence of steps
must be performed.

If more than one rule is hit and the actions
are different, the rule with the higher rule
number takes effect.

Note that the NOP should not be part of the
OR command.

COMPANY CONFIDENTIAL
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3.7.4 ACL Programming and Software Flow
To Program an Entry into the ACL Table:

1.

Populate the CMD0O_AND_ACTION,

CMD1234, OPERANDO, and OPERAND1
registers with the actual rules and actions.

Set the rule location and write bit of

MEM_CONTROL then wait for the ACK.
Repeat until all but the last rule is added.

For the last rule, set the rule location, write

bit, the last rule bit (bit [10]), and global rule
preferences of MEM_CONTROL. Wait for
the write ACK and RULE_MAP_DONE (bit
[11]) to set themselves. For example:

To write a non-last rule to location 10, set
MEM_CONTROL to 0x10A and wait for
(MEM_CONTROL+0x200) to be true.

To write the last rule in location 10 to
enable the global drop rule, set
MEM_CONTROL to 0x350A and wait
for a true MEM_CONTROL+0xA00).

To Set Up Software Flow:

1.

Upon reset, enable ingress and egress ACL.

2. Foringress, if ACL is used without NAT,
bit [3] of IG_NAT_STATUS must be set.
For egress, if ACL is used without NAT,
bit [31] of EG_ACL_STATUS must be set.

Update the IG_LACL_MEM_CONTROL/

EG_ACL_MEM_CONTROL register.

Each modification causes internal logic
to evaluate and act on the register.
This register sets the global rules and
programs a rule to the table. Rules are
written one at a time using these bits:

Bit

Description

5.0

Indicates the location to write a rule to.

If set, writes the register contents to the ACL
table location indicated by bits [5:0]. If not set,
reads the rule at that location into the register.

Acknowledges completion of the read /write
action initiated by bit [8].

10

Constructs the ACL table; should be set when
the current rule is the last rule to program to
the entire ACL table (it does not need to be set
for the last rule in a linked rule).

11

Acknowledges the construction of the internal
rule map initiated by setting bit [10].

12

Enables a global packet drop. If set, drops all
packets from Tx/Rx if no ACL rules are hit.

13

Enables the action in bit [12]. If not set, the
decision is made based on programmed rules.

14

If set, initializes the ACL by setting all rules to
NOPs. Once this bit reverts to 0, the ACL is
fully initialized.
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. The higher the rule number, the greater its
priority. Sequence the rules from general to
higher priority. Program all ACL rules.

. Enable packet flow.

. For ingress, ACL dropped packets are silent
drop (not seen by the CPU).

For egress, check the egress ACL descriptor
status word to check if the ACL engine
dropped the egress packet.

. If complex rules are used, even if only one
rule is added, reinitialize all rules then write
to the bit IG_ACL_LAST_ENTRY in
IG_ACL_MEM_CONTROL, making
hardware recompute the ACL table.

. Software must enter the correct entry in bits
[5:0] in the IG_ACL_MEM_CONTROL/
EG_ACL_MEM_CONTROL register.

. For ingress, packets are silently dropped.
For egress, a packet is dropped and the
descriptor status field updates with the
ACL status.

10. If the ACL table must be changed, this

sequence must be followed:

a. Pause the Rx/Tx.

b. Wait for the packets to flush from the
system.

c. Reprogram the ACL table.

d. Reenable Rx/Tx for ingress/egress.
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To Set Up Ingress:

1.

Disable packets from reaching the ingress
FIFO by setting ETH_IG_NAT_STATUS bit
[31], FRONTEND_DROP_ENABLE. Do not
unset CHECKSUM_ENABLE (bit [3]) when
enabling the front-end packet drop.

Wait for the FIFO to clear the existing rules
by watching bits [26:16] of XFIFO_DEPTH.

Disable ACL by setting bit [0] of the
IG_ACL_STATUS register.

Program the rules. The steps to program a
rule are the same for egress and ingress.

For a new rule added without affecting
existing rules, only the new entry can be
programmed. For a new complex rule with
multiple entries, it is recommended to do a
IG_ACL_INT/EG_ACL_INT and
reprogram all entries.

Reenable ACL by unsetting bit [0] of
IG_ACL_STATUS.

Unset the FRONTEND_DROP_ENABLE bit
to allow packets to reach the RX FIFO.

To Set up Egress:

1.

Pause packets from Tx by setting the
DMA_PAUSE (bit [30]) in FREE_TIMER
(0x1B8 offset from GMAC_GEO_BASE).

Wait for TXFIFO to empty to ensure all
packets in the FIFO flush properly with the
existing rules. FIFO empty is determined by
XFIFO_DEPTH (0x1AS8 offset from
GMAC_GEO_BASE) bits [11:0].

Disable the ACL by setting the bit [0] of
EG_ACL_STATUS. Do not unset the bit [31]
of this register when disabling ACL.

Program the rules. The steps to program a
rule are the same for egress and ingress.

For a new rule added without affecting
existing rules, only the new entry can be
programmed. For a new complex rule with
multiple entries, it is recommended to do a
IG_ACL_INT/EG_ACL_INT and
reprogram all entries.

Reenable ACL by unsetting bit [0] of
EG_ACL_STATUS. Do not unset bit [31] of
this register when enabling ACL.

Unset the DMA_PAUSE bit to resume Tx
with the new rules.
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3.8 Ethernet Switch

The AR9344 integrates a 5-port fast Ethernet
switch with these features:

B 802.3az (energy efficient Ethernet)
compliant

B QoS support with four traffic classes based
on arrival port, IEEE802.1p, IPv4 TOS, IPv6
TC and Destination MAC Address

B Supports strict priority, WRR, and mixed
mode (1 SP + 3 WRR or 2 SP + 2 WRR)

B Full IEEE 802.1Q VLAN ID processing per
portand VLAN tagging for 4096 VLAN IDs;
and port based VLANSs supported

B Support VLAN tag insert or remove
function on per-port basis

B Support QinQ double tag, and 16 entry of
VLAN translation table

B IGMPv1/v2/v3 and MLDv1/v2 Snooping
with hardware join and fast leave function

B Support 32 ACL rules/rule-based counters
B Support 16 PPPoE sessions header remove

B Port states and BPDU handling support
IEEE802.1D spanning tree protocol

B High performance lookup engine with 1024
MAC address with automatic learning and
aging and support for static addresses

Support 40 MIB counters per port
Autocast MIB counters to CPU port
Support ingress and egress rate limit
Broadcast storm suppression
Supports port mirror

Support MAC and PHY loopback function
for diagnosis

Fully compliant with IEEE 802.3/802.3u
auto-negotiation function

B Flow control fully supported IEEE 802.3x
flow control for full duplex and back
pressure for half duplex

B Supports port lock function
B Supports hardware looping detection

B Power saving on no link and low traffic rate
for 10Base-T

B Access to switch internal registers through
dedicated internal MDIO interface. The
internal MDIO interface is controlled
through GMAC1 MII registers described in
“MII Configuration” on page 311 through
“MII Indicators” on page 312.

Atheros Communications, Inc.
COMPANY CONFIDENTIAL
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3.9 Five-Port Ethernet Switch

The Ethernet switch is a highly integrated two-
Gb MAC plus 5-port fast Ethernet switch with
non-blocking switch fabric, a high-
performance lookup unit with 1024 MAC
address, 4096 VLAN table, 32 ACL rule table,
and a 4-traffic class QoS engine. It supports
various networking applications as well as
many offload functions to increase system
performance. The fast Ethernet in the Ethernet
switch complies with IEEE 802.3 standards.
The Ethernet switch implements power saving
to facilitate low power consumption and is
designed to work in all environments. True
Plug-n-Play is supported with auto-crossover,
auto-polarity, and auto- negotiation in PHYs.

3.9.1 Overview
GMII/RGMIL

MAC

5-Port Switch Engine

| QoS Engine || Buffer Memory H Queue Manager ‘

| Lookup Engine | | VLAN Table I I Bandwidth Control I

Buffer Memory

Port 0 Port 1 Port 2 Port 3 Port 4
MAC MAC MAC MAC MAC

107100 | [ 10/100 | [10/100 | [ 10/100 | [ 10/100
PHY PHY PHY PHY PHY

Figure 3-4. 5-Port Ethernet Switch

The 5-port Ethernet switch supports many
operating modes configurable using the MDC/
MDIO interface and controlled by GMAC1
management interface registers. It also
supports a CPU header mode that appends two
bytes to each frame. The CPU can use headers
to configure the switch register, address lookup
table, VLAN, and receive auto-cast MIB
frames. The fifth port (PHY4) supports a PHY
interface as a WAN port. The first port (port0)
supports a MAC interface and can be
configured in GMII-PHY or RGMII-PHY mode
to connect to an external management CPU or
an integrated CPU in a routing or xDSL/
802.11n/PON engine. The Ethernet switch
contains a 2-K entry address lookup table with
two entries per bucket to avoid hash collision
and maintain non-blocking forwarding
performance. The address table provides read/
write access from the serial and CPU interfaces;
each entry can be configured as a static entry.
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The Ethernet switch supports 4096 VLAN
entries configurable as port-based VLANSs or
802.1Q tag-based VLAN:S. It also supports a
QinQ function and VLAN translation.

To provide non-blocking switching
performance in all traffic environments, the
Ethernet switch supports several QoS function
types with four-level priority queues based on
port, IEEE 802.1p, IPv4 DSCP, IPv6 TC, 802.1Q
VID, MAC address, or ACL layer 1 to layer 4
rule result. Included back pressure and pause
frame-based flow control schemes support zero
packet loss in temporary traffic congestion. The
QoS switch architecture supports ingress
policing and egress rate limiting.

The Ethernet switch supports IPv4 IGMP
snooping and IPv6 MLD snooping to
significantly improve the performance of
streaming media and other bandwidth-
intensive IP multicast applications. The
Ethernet switch also supports PPPoE header
remove for multicast stream within 16 PPPoE
session. That can offload the CPU loading and
improve the system performance.

IEEE 802.3x full duplex flow control and back-
pressure half duplex flow control schemes are
supported to ensure zero packet loss during
temporary traffic congestion. A broadcast
storm control mechanism prevents the packets
from flooding into other parts of the network.
The Ethernet switch device has an intelligent
switch engine to prevent head-of-line blocking
problems on a per-CoS basis for each port.

3.9.2 Basic Switch Operation

The Ethernet switch automatically learns the
port number of an attached end station by
looking at the source MAC address of all
incoming packets at wire speed. If the source
address is not found in the address table, the
Ethernet switch device adds it to the table.
Once the MAC address/port number mapping
is learned, all packets directed to that end
station MAC address are forwarded to the
learned port number only. When the Ethernet
switch device receives incoming packets from
one of its ports, it searches in its address table
for the destination MAC address, then
forwards the packet to the appropriate port
within the VLAN group. If the destination
MAC address is not found (a new, unlearned
MAC address), the Ethernet switch handles the
packet as a broadcast packet and transmits it to
all ports within the VLAN group except to the
port where it came in.
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3.9.3 Media Access Controllers (MAC)

The Ethernet switch integrates six independent
Fast Ethernet MACs that perform all functions
in the IEEE 802.3 specifications, for example,
frame formatting, frame stripping, CRC
checking, CSMA/ CD, collision handling, and
backpressure flow control. Each MAC supports
10 Mbps, or 100 Mbps operation in either full-
duplex or half-duplex mode. 1000 Mbps is
supported in full-duplex mode.

3.9.4 ACL

The Ethernet switch supports up to 32 ACL
rule table entries. Each rule can support
filtering of the incoming packets based on these
fields in the packet:

Source MAC address

Destination MAC address

VID

Ethertype

Source IP address

Destination IP address

Protocol

Source TCP/UDP port number
Destination TCP/UDP port number
Physical port number

When the incoming packets match an entry in
the rules table, these actions can be taken and
defined in the result field:

B Change VID field

B Drop the packet

Figure 3-5 shows the ACL rule architecture.
Each rule is defined by rule control and rule
result. Rule control is 4 bytes wide, with four
indexes in each control field. Each index points
to one rule entry in the rule table. Each rule
entry in the rule table can be one of these rules:
B MACrule

B [Pv4rule

W [Pv6rule

0 |AddroJAddr1(Addr2|Addr3|Addr_Valid| Rule Result 0 Rule Table 0

Rule Result 1 Rule Table 0

31 |Rule Result 31 Rule Table 31

Rule Control Rule Result Rule Table

Figure 3-5. ACL Rule Architecture

Note that this ACL engine is available only
when switch ports are being accessed through
GMAC1, and is independent of the ACL engine
available as part of the Ethernet subsystem
accessed through GMACO.
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3.9.5 Register Access

The MDIO interface allows access to Ethernet
switch and MII registers. The format to access
MII registers in the embedded PHY is:

Start|OP |0x0| PHY_ REG_ TA | DATA

ADDR[2:0] | ADDR[4:0] | [1:0] | [15:0]

Where the PHY address is 0x00-0x04. OP code
10 indicates the read command, 01 the write
command. Ethernet switch internal registers
are 32 bits wide, but MDIO access only 16 bits;
thus it requires 2x access to complete internal
register access. Also, the address spacing has
more than 10 bits supported by MDIO, thus it
must write the upper address bits to internal
registers. For example:

1. Register address bits [18:9] are treated as
page address and written out first as
HIGH_ADDR[9:0]:

PRELIMINARY

Where HIGH_ADDR]9:0] is
ADDRESS[18:9] of the register.

2. Then LOW_ADDR can be re-accessed:
Start | OP |2'b10 LOW_ TA DATA
ADDR[7:0]] [1:0] [15:0]

Where LOW_ADDR]7:1] is the address bit
[8:2] of the register and LOW_ADDR][0] is
0 for DATA[15:0] or 1 forDATA[31:16].

3.9.6 LED Control

LED control consits of five rules: two control
PHY0-PHY3 LEDS, two control PHY4 LEDs,
and one controls the MACO0, MACS5, and MAC6
LED. Each PHY port has two LEDs; default
behavior is 100_LINK_ACTIVITY and
10_LINK_ACTIVITY. Each MACO0/5/6 has one
LED; default LED behavior is
LINK_ACTIVITY. Thus two can be connected
to indicate OR operation of the original LEDs.

Start | OP |0x3 | 8'b0 | TA [6'b0| HIGH_ Another way to achieve this operation is to
[10] ADDR(9:0] modify LED control. See Table 3-9.
Table 3-9. LED Control Rules
MAC_LED |LED_RULE|LED_RULE
Bit Name _RULE _0/1 _2/3 |Description
15:14 | PATTERN_EN 0xCF35 0xC935 | 0xCA35 | 00 |LED always off
01 |LED blinking at 4 Hz
10 |LED always on
11 |LED controlled by the following bits
13 | FULL_LIGHT_EN 0x3 0x3 0x3 The LED lights when linked up at full duplex
12 | HALF_LIGHT_EN 0x0 0x0 0x0 The LED lights when linked up at half duplex
11 POWER_ON 0x0 0x0 0x0 When set, the module should enter
_LIGHT_EN POWER_ON_RESET status after reset
10 LINK_1000M 0x1 0x1 0x1 When set, the LED will light when linked up at
_LIGHT_EN 1000 Mbps
9 LINK_100M 0x1 0x0 0x0 When set, the LED will light when linked up at
_LIGHT_EN 100 Mbps
8 LINK_10M 0x1 0x0 0x1 When set, the LED will light when linked up at
_LIGHT_EN 10 Mbps
7 COL_BLINK_EN 0x1 0x0 When set, the LED will blink when a collision is
detected
6 RES — Reserved
5 RX_BLINK_EN 0x1 0x1 0x0 When set, the LED will blink when a frame is
being received
4 TX_BLINK_EN 0x1 0x1 0x0 The LED blinks when receiving a frame
3 RES — Reserved
2 LINKUP 0x1 0x1 0x1 0 |Rx/Txblinking ignored at LINKUP speed.
_OVER_EN 1 |If LINKUP LED is on, allow Tx/Rx
blinking. Otherwise the LED is off.
1.0 |LED_BLINK_FREQ Ox1: 0x1: 0x1: LED blink frequency select. If linked up at
4 Hz 4 Hz 4 Hz 1000 Mbps, use 4 Hz; at 10 Mbps, use 2 Hz.
00 |2Hz
01 [4Hz
10 |8Hz

Atheros Communications, Inc.
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3.9.7 VLANs

The Ethernet switch supports many VLAN
options including IEEE 802.1Q and port-based
VLAN:Ss. The Ethernet switch supports 4096
IEEE 802.1Q VLAN groups and 4000 VLAN
table entries, and it checks VLAN port
membership from the VLAN ID extracted from
the tag header of the frame. The port-based
VLAN is enabled according to the user-defined
PORT VID value. The Ethernet switch supports
optional discards of tagged, untagged frames,
and priority tagged frames; the AR9344 also
supports untagging the VLAN ID for packets
going on untagged ports on a per-port basis.

3.9.8 IEEE Port Security

The Ethernet switch supports 802.1Q security
features. Its discards ingress frames that do not
meet security requirements and ensures those
frames that do meet the requirements are sent
to the designated ports only. Levels of security
can be set differently on each port, and options
are processed using the ingress frame VID:

Mode |Description

Secure |The frame is discarded and its VID is not
in the VLAN table, or the ingress port is
not a member of the VLAN. The frame
can exit only the ports that are members
of the frame VLAN.

Check |The frame is discarded if its VID is not in
the VLAN table. It can exit only the ports
that are members of the frame VLAN.

Fallback |If the frame VID is in the VLAN table, the
frame can exit only ports that are
members of the frame VLAN. Otherwise
the switch decides forwarding policy
based on the port-based VLAN. If a frame
arrives untagged, the AR9344 forwards it
based on the port-based VLAN, even if
the ingress port’s 802.1Q mode is enabled.

Egress |The AR9344 supports port-based egress,
both unodified and force untagged.

The Ethernet switch identifies packet priority
based on QoS priority information: port-based,
802.1p CoS, IPv4 TOS/diffserv, and IPv6 TC. It
supports up to four queues per egress port. For
tagged packets, incoming packet priority maps
to one of four CoS queues based on either the
priority field in the tag header or the result of
classification lookup. For untagged packets,
CoS priority comes from a configurable field in
the VLAN address tables or from classification
lookup results. After packets map to an egress
queue, they are forwarded using either strict
priority or weighted fair queuing scheduler.
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3.9.9 Mirroring

Mirroring monitors traffic to gather

information or troubleshoot higher-layer

protocol operations. Users can specify that a

desired mirrored-to port (sniffer port) receive a

copy of all traffic passing through a designated

mirrored port. The Ethernet switch supports

mirror frames that:

B Come from an ingress specified port
(ingress mirroring)

B Are destined for egress-specified port
(egress mirroring)

B Mirror all ingress and egress traffic to a
designated port

B Mirror frames to a specific MAC address

3.9.10 Broadcast/Multicast/Unknown Unicast

The Ethernet switch supports port-based
broadcast suppression including unregistered
multicast, unregistered unicast and broadcast.
If broadcast/multicast strom control is
enabled, all broadcast/ multicast/unknown
unicast packets beyond the default threshold of
10 ms (for 100 Mbps operations) and 100 ms
(for 10 Mbps operations) are discarded.

3.9.11 IGMP/MLD Snooping

The Ethernet switch supports IPv4 IGMP (v1/
v2/v3) snooping and IPv6 MLD (v1/v2)
snooping. By setting IGMP_MLD_EN in the
port control registers, the Ethernet switch can
look inside IPv4 and IPv6 packets and redirect
IGMP/MLD frames to the CPU for processing.
The Ethernet switch also supports hardware
IGMP join and fast leave functions. By setting
IGMP_JOIN_EN and IGMP_LEAVE_EN in the
port control registers, the Ethernet switch
updates the ARL table automatically when it
receives an IGMP/MLD join or leave packet,
then forwards it to the router port directly if the
CPU is not acting as a router or when enabling
multicast VLAN LEAKY to bypass multicast
traffic directly from WAN to LAN.

The statistics counter block maintains 40 MIB
counters per port; counters provide Ethernet
statistics for frames received on ingress and
transmitted on egress. The CPU can capture,
read, or clear counter values via the registers.
All MIB counters clear once read. Hardware
join/fast leave supports these packet types:

B IGMPv1join
B IGMPv2/MLDv1 join/leave

B IGMPv3/MLDv2 report (excluding NONE
or including NONE)

Atheros Communications, Inc.
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3.9.12 Spanning Tree

IEEE 802.1D spanning tree allows bridges to
automatically prevent and resolve Layer 2
forwarding loops. Switches exchange BPDUs
and configuration messages and selectively
enable and disable forwarding on specified
ports. A tree of active forwarding links ensures
an active path between any two nodes in the
networks. Spanning tree can be enabled
globally or on a per-port basis by configuring
the port status registers.

3.9.13 MIB/Statistics Counters

The statistics counter block maintains a set of
40 MIB counters per port, which provide a set

PRELIMINARY

The counters support:

H RMON MIB

B Ethernet-like MIB
m MIBII

B Bridge MIB

H RFC2819

The CPU interface supports:

B Autocast MIB counters after half-full

B Autocast MIB counters after time out

B Autocast MIB counters when requested
B Clearing all MIB counters

of Ethernet statistics for frames received on
ingress and transmitted on egress. A register
interface allows the CPU to capture, read, or
clear the counter values. All MIB counters are
cleared when read.

Table 3-10. MIB Counters

Width
Counter | (Bits)| Offset |Description
RxBroad 32 0x00 | The number of good broadcast frames received
RxPause 32 0x04 | The number of PAUSE frame received
RxMulti 32 0x08 |The number of good multicast frames received
RxFCSErr 32 0x0C | The number of frames received with a valid length, but an invalid FCS and an
integral number of octets
RxAlignErr 32 0x10 | The total number of frame received with a valid length that do not have an
integral number of octets and an invalid FCS
RxRunt 32 0x14 |The number of frames received that are <64 bytes long and have a bad FCS
RxFragment | 32 0x18 | The number of frames received that are <64 bytes long and have a bad FCS
Rx64Byte 32 0x1C  |The number of frames received that are exactly 64 bytes long including errors
Rx128Byte 32 0x20 | The number of frames received whose length is between 65 and 127 bytes,
including those with errors
Rx256Byte 32 0x24 The number of frames received whose length is between 128 and 255 bytes,
including those with errors
Rx512Byte 32 0x28 | The number of frames received whose length is between 256 and 511 bytes,
including those with errors
Rx1024Byte 32 0x2C | The number of frames received whose length is between 512 and 1023 bytes,
including those with errors
Rx1518Byte 32 0x30 | The number of frames received whose length is between 1024 and 1518 bytes,
including those with errors
RxMaxByte 32 0x34 | The number of frames received whose length is between 1519 and maxlength,
including those with errors (Jumbo)
RxTooLong 32 0x38 | The number of frames received whose length exceeds maxlength, including
those with FCS errors
RxGoodByte | 64 |0x3C, 0x40|Total octets received in frame with a valid FCS. All frame sizes are included

Atheros Communications, Inc.
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Table 3-10. MIB Counters (continued)

RxBadByte 64 | 0x44, 0x48 | Total valid frames received that are discarded due to lack of buffer space
RxOverflow | 32 0x4C | Total valid frames received that are discarded due to lack of buffer space
Filtered 32 0x50  |Port disabled and unknown VID
TxBroad 32 0x54 | The number of good broadcast frames transmitted
TxPause 32 0x58 | The number of PAUSE frame transmitted
TxMulti 32 0x5C | The number of good multicast frames transmitted
TxUnderrun | 32 0x60 |Total valid frames discarded that were not transmitted due to transmit FIFO
buffer underflow
Tx64Byte 32 0x64 | The number of frames transmitted exactly 64 bytes long including errors
Tx128Byte 32 0x68 | The number of frames transmitted whose length is between 65 and 127 bytes,
including those with errors
Tx256Byte 32 0x6C | The number of frames transmitted whose length is between 128 and 255
bytes, including those with errors
Tx512Byte 32 0x70 | The number of frames transmitted whose length is between 256 and 511 bytes,
including those with errors
Tx1024Byte 32 0x74 | The number of frames transmitted whose length is between 512 and 1023
bytes, including those with errors
Tx1518Byte 32 0x78 | The number of frames transmitted whose length is between 1024 and 1518
bytes, including those with errors
TxMaxByte 32 0x7C | The number of frames transmitted whose length is between 1519 and
maxlength, including those with errors (Jumbo)
TxOversize 32 0x80 |Total frames over maxlength but transmitted truncated with bad FCS
TxByte 64 | 0x84, 0x88 | Total data octets transmitted from counted, including those with a bad FCS
TxCollision 32 0x8C | Total collisions experienced by a port during packet transmission
TxAbortCol | 32 0x90 | Total number of frames not transmitted because the frame experienced 16
transmission attempts and was discarded
TxMultiCol 32 0x94  |Total number of successfully transmitted frames that experienced more than
one collision
TxSignalCol | 32 0x98 | Total number of successfully transmitted frames that experienced exactly one
collision
TxExcDefer 32 0x9C | The number of frames that deferred for an excessive period of time
TxDefer 32 0xAO |Total frame whoe transmission was delayed on its first attempt because the
medium way was busy
TxLateCol 32 0xA4 |Total number of times a collision is detected later than 512 bit-times into the
transmission of a frame
80 e AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC Atheros Communications, Inc.
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3.9.14 Atheros Header Configuration

Table 3-11 describes the Atheros header
configuration. The Atheros header is a two-
byte header that the CPU uses to configure the
Ethernet switch. The Atheros header will be
located after the packet SA.

Table 3-11. Atheros Header Configuration

Bit Name Description

15:14 | VERSION [2'b10

13:12 PRIORITY |Packet priority

11:8 TYPE Packet Type:

0 |Normal Packet|Normal packet from Ethernet including management. The
destination port is determined by the ARL and VLAN table.

1 RES Reserved
2 MIB Auto-cast MIB frame
4:3 RES Reserved
5 READR_E/éRITE Read or write the register frame:

8-Byte 4-Byte 2-Byte |0-12-Byte|34-46-Byte | 4-Byte

Command| Data Header Data Padding CRC
(low byte | (low byte | (highbyte | (low byte

first) first) first) first)
6 |READ_WRITE |Read or write register ACK frame from the CPU
_REG_ACK
15:7 RES Reserved

7 FROM_CPU |Indicates the forwarding method:

0 |Forwarding based on the VLAN table result and PORT_NUM (bit [6:0])

1 |Forwarding based on the PORT_NUM (bit [6])

6:0 | PORT_NUM |If bit [6] FROM_CPU) is set to 1, these bites define the port number to send the packet to.
If the packet is destined to the CPU, then PORT_NUM indicates the source port number.

3.9.15 IEEE 802.3 Reserved Group Addresses
Filtering Control

The Ethernet switch supports the ability to
drop /redirect/copy 802.1D specified reserved
group MAC addresses 01-80-C2- 00-00-04 to
01-80-C2-00-00-0F by adding the address to the
ARL table.

The Ethernet switch can be configured to
prevent the forwarding of unicast frames and
multicast frames with unregistered destination
MAC address on per port base by setting
UNI_FLOOD_DP and MULTI_FLOOD_DP,
where a bit represents a port of the Ethernet
switch.
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3.9.16 PPPoE Header Removal

The Ethernet switch supports PPPoE header
removal for multicast streaming to offload CPU
loading and improve CPU performance. The
PPPOE session supports is 16 sessions. See
Figure 3-6:

INGRESS EGRESS
DA DA
SA ™| (Multicast)
VLAN/SNAP SA @Replace-
VLAN/SNAP
ﬁ(PE
e 0x0800
VER | TYPE % g (or 0x86DD)
CODE E
SESSION ID g LP/UdDP
LENGTH g = cader
=4 (Multicast)
0x0021 £
(or 0x0057) g IP Payload
IP/UDP g
Header §
DIP (Multicast) I—
IP Payload

Figure 3-6. PPPoE Header Removal

Table 3-12 shows the possible results.
Table 3-12. PPPoE Session ID

Bit Name Description
19 | SessionID | 0 |No valid sessionID to
Valid compare to
1 |Session ID is valid (drop
PPPoE header)

18:16 RES Reserved

15:0 | SessionID |Session ID to be compared

with PPPoE session frame

Table 3-13 shows the Ethernet switch memory
map.

Table 3-13. Memory Map

Global Register Offset
Global Register 0x0000-0x000FC
Port Register 0z0100-0x0012C
MIB Register 0x20*00-0x20*A4
ACL Table 0x58000-0z58FEC
Translation Table 0x59000-0x5907C
Session ID Table 0x59100-0x5913F

Atheros Communications, Inc.
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4. Audio Interface

4.1 Overview
Figure 4-1 shows a block diagram of the

AR9344 audio interface.
MBOX Async I%S 12S_MICIN
Fo (€] FIF0 [ Deserializer [
L MI;'OX MBOX A 125 o
sync Speaker Out
oMA [®| FIFO [ | FIFO I’ Serializer >
SPDIF Specific Dataj > SI_’D;F SPDIF_OUT |
CSW, UserData, Valid Serializer
A
SPDIF_CLK

Figure 4-1. Audio Interface

The AR9344 includes an I°S speaker and 4.2 Audio PLL
microphone interface as well as an SPDIF Figure 4-2 shows the AR9344 audio PLL block
speaker interface. The I?S and SPDIF clocks are diagram.

generated by the audio PLL block.

External Master CLK

: ExtDiv and
1 . .
Audio | veofreq AAPOSEPLL MK Sl Divider SPDIF CK o
PLL Divider
A
\ 4
spdifdivint/
spdifdivfrac MCLK Select
. start EXT_I2S_CLK
CLK Adaptation [« ot g e g T
Block | tgt div_in / gt_div_frac
(SW Controlled) < step_mt/step_frac MASTER/SLAVE

Figure 4-2. Audio PLL Block Diagram

The audio PLL can support generation of all DIVFRAC ensures that the clock can be varied
the audio master clock frequencies. It accepts with steps less than 200 ppb. Following the
two inputs, SPDIFDIVINT and audio PLL come three dividers: postPLL
SPDIFDIVFRAC, which are generated by a divider and ExtDiv controlled through the
clock adaptation module. The clock adaptation register AUDIO_PLL_CONFIG,

module enables slow changing of the audio PostPLLDivide field, and another posedge
clock by changing SPDIFDIVINT/ divider inside the IS STEREO_CONFIG
SPDIFDIVFRAC in small steps from the register. The final clock relations is:

current value to a target value. The target

TGT_DIV_INT/TGT_DIV_FRAC and step size (25 or 40 MHz/3) * (int.frac) = vcofreq

are software programmable. The clock veofreq/ (2P*SPELPIV * ExiDiv) = MCLK
adaptation module changes the value of the MCLK/posedge = SPDIF_CLK
SPDIFDIVINT/SPDIFDIVFRAC values with If the master must be modified from the
respect to a slow SPDIFCLKSDM clocks. This current value to another value, it is software’s
small step size ensures that the audio PLL responsibility to recompute and program the
tracks the small variation. The resolution of new TGT_DIV_INT/TGT_DIV_FRAC values.
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4.3 I?S Interface

The AR9344 IS supports a two-channel digital

audio subsystem. This interface uses the IS
pins listed in Table 1-5, “Signal to Pin
Relationships and Descriptions,” on page 28.

4.3.1 External DAC

An external DAC receives I°S digital audio
streams and converts them to analog output to
drive speaker or headphones. This data stream
is PCM data which is serialized and sent with a
left channel /right channel select and

synchronization signal. The IS serializer can
be programmed to support a few different

variants of the I?S data format to be compatible
with a larger number of external DAC
components, including various PCM data
word sizes, serialization boundaries, and
clocking options.

I?S can also operate in a slave mode where the
stereo clock and word select are driven by
external master (DAC or external controller).
External DAC parts are often controlled by a
separate serial 2-wire or 3-wire interface. This
interface often controls volume and
configuration of the external DAC. This can be
attached to the AR9344 serial interface
controllers.

4.3.2 Sample Sizes and Rates

The stereo audio path supports PCM sample
sizes of 8, 16, 24, or 32 bits for speaker out and
PCM sample sizes of 16 and 32 bits for MICIN.
The serializer supports serialization sizes of 16
or 32 bits. The sample size and serialization
size need not be the same, LSBs will be padded
with 0's. If the AR9344 is programmed to be a
slave, word select and stereo clock (the bit
clock) are inputs from the external DAC/ADC.

Along with configuration information, a
sample counter provides the number of

samples transmitted per second through the I°S
SpeakerOut interface. This sample counter can
be used and cleared by software as required.

4.3.3 Stereo Software Interface

To play music, software configures the stereo
subsystem and sends interleaved (LRLR....)
PCM data to the mailbox DMA. To record
music, software configures the stereo
subsystem and the PCM samples (interleaved)
are written into the memory.
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To send data PCM samples on the IS

interface:

1. Program GPIO_FUNCTION register to
enable I%S.

2. Program the STEREO_CONFIG register to
enable the stereo.

3. Configure other parameters.
For example, sample size, word size, mono/
stereo mode, master/slave mode, clk
divider (if the AR9344 is master), and so on.

4. Issue a stereo reset.

5. Configure the DMA to send SpeakerOut
from the AR9344.

To receive data PCM samples:
1. Program the GPIO_FUNCTION register to
enable I%S.

2. Program STEREO_CONFIG register to
enable the stereo.
3. Issue a MICIN reset to reset Micin buffers.
4. Configure other parameters.
For example, sample size, word size, mono/
stereo mode, master/slave mode, clk
divider (if the AR9344 is master), and so on.
5. Configure the DMA to receive PCM
samples.

4.4 SPDIF INTERFACE

The AR9344 also includes a SPDIF interface for
audio. The SPDIF interface only includes
SPDIF_OUT to the speakers. SPDIF_IN is not
supported in the AR9344.

The SPDIF interface operates on the same
sample as I%S, so it always in sync with audio
played on the IS interface. All configuration
information to the SPDIF block, such as the
sampling frequency, sample size, word size,
and so on, are inherited from the programming
of the 1S interface. If only the SPDIF interface

is required to operate and the I°S audio
interface is not required, the programming still

only needs to be done using I?S configuration

registers. The I%S interface can be disabled
using the GPIO function register.

The SPDIF specific data that forms part of each
SPDIF audio subframe such as the valid, CSW,
and user data are provided through the DMA
descriptor directly to the SPDIF Module. The
DMA controller describes how the data is
provided through the descriptor.

Atheros Communications, Inc.
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4.5 Mailbox (DMA Controller)

The mailbox DMA controller is used in the
AR9344 used for 125, SPDIF, and the SLIC
interfaces. The mailbox channel is a duplex
channel that can operate simultaneously for Rx
and Tx.

4.5.1 Mailboxes
The AR9344 supports one duplex mailbox to
move data between the DDR memory and

audio interfaces IS and SPDIF through the
AHB interface. Flow control of the DMA must
be managed by software.

Table 4-1. Descriptor Fields

PRELIMINARY

4.5.2 MBOX DMA Operation

The AR9344 MBOX DMA engine has one
channel for Tx and one channel for Rx. Each
mailbox DMA channel follows a list of linked
descriptors.

Figure 4-3 and Table 4-1 show the descriptor
format and description.

OWN | EOM | Rsvd[4:0] [ VUC |Size[11:0] | Length[11:0]

Rsvd[3:0] BufPtr[27:0]
Rsvd[3:0] NextPtr[27:0]
VUC DWORD 1
VUC DWORD 2

VUC DWORD 35

VUC DWORD 36

Figure 4-3. DMA Descriptor Structure

Name Bits Description
Length 12 Length of data in memory buffer.
If EOM=0, the Length = Size.
Size 12 Size of memory buffer.
VuUC 1 When this bit set, the SPDIF block uses the VUC data for the audio
block fetched from the previous descriptor.
EOM 1 End of message indicator.
OWN 1 Descriptor is owned by the CPU or DMA engine.
(If set, it is owned by the DMA engine).
BufPtr 28 Points to memory buffer pointer. Byte aligned address.
NextPtr 28 Points to next descriptor in the list. Must be word aligned.
vuC 36 * 32 bits | These are the VUC data for each audio block of the SPDIF.
DWORD 1 to 36 192 Bits each of Valid, UserData and Channel Status Word for two
channels of audio corresponds to 36 Dwords. These data are SPDIF
specific and software does not need to provide this data if %S is the only
active interface and SPDIF is disabled.

Once the DMA engine is started, it will follow
its descriptor chain until it arrives at a
descriptor that has its owner bit set to CPU
(bit [31] of the status word is not set). The DMA
engine then stops until the CPU restarts it.

Atheros Communications, Inc.
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The DMA control registers include stop and
start commands, a programmable descriptor
chain base address, DMA policies to use, and
so on. DMA status registers inform the CPU
when the engine is running, done, or
encountered an error.
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4.5.3 Software Flow Control

To configure the MBOX channel to send data
from the AR9344 (Rx as referred in MBOX):

1. Set up the MBOX Rx descriptors. The owner
should be set to indicate it is owned by the
DMA controller. Hardware resets this once
DMA is complete.

2. Load the corresponding buffers with the
data to transmit.

3. Program the register
MBOX_DMA_TX_DESCRIPTOR_BASE_A
DDRESS with the base descriptor address.

4. Reset the corresponding MBOX FIFO.

5. Enable the DMA by setting the START bit in
the MBOX_DMA_RX_CONTROL register.
This register has a provision to stop and
resume at any time.

6. On DMA completion, the
RX_DMA_COMPLETE interrupt is
asserted.

To configure the MBOX channel for the
AR9344 to receive data (Tx as referred in
MBOX):

1. Setup the MBOX Tx descriptors. The owner
should be set to indicate it is owned by the
DMA controller. Hardware resets this once
DMA is complete.

2. Program the register
MBOX_DMA_TX_DESCRIPTOR_BASE_A
DDRESS with the base descriptor address.

3. Reset the corresponding MBOX FIFO.

4. Enable the DMA by setting START bit in
MBOX_DMA_TX_CONTROL register. This
register has a provision to stop and resume
at any time.

5. On DMA completion, the
TX_DMA_COMPLETE interrupt is
asserted.
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4.5.4 Mailbox Error Conditions

If flow control synchronization is lost for any
reason, these mailbox error conditions could
arise:

Table 4-2.

Tx If no DMA descriptors are available on
Mailbox |the AR9344 Tx side, but an message is
Overflow |coming in from the corresponding
interface, the Tx mailbox stalls the host
physical interface.
If the host interface remains stalled
with the Tx FIFO full for a timeout
period specified other than
FIFO_TIMEQUT, a timeout error
occurs. An interrupt is sent to CPU.
As long as the host status overflow bit
is set, any mailbox Tx bytes that arrive
from the host when the mailbox is full
are discarded. When the host clears the
overflow interrupt, mailbox FIFOs
return to normal operation. Software
must then either resynchronize flow
control state or reset the AR9344 to
recover.

Rx If 1S reads a mailbox that does not

Mailbox | contain any data and this condition
Underflow persists for more than a timeout period,
the CPU is sent an underflow error
interrupt. As long as status underflow
bit is set, any mailbox reads which
arrive when the mailbox is empty
return garbage data. Software must
then either resynchronize flow control
state or reset the AR9344 to recover.

4.5.5 MBOX-Specific Interrupts

All MBOX specific interrupts can be masked by
control registers (MBOX_INT_ENABLE).

MBOX sends an interrupt to MIPS in these
cases (if they are enabled):
B Tx DMA complete, Rx DMA complete

B Tx overflow, Tx not empty (incoming
traffic)

B Rx underflow, Rx not full (outgoing traffic)

The status of these interrupts can be read from
the MBOX_INT_STATUS register.

Atheros Communications, Inc.
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5. WLAN Medium Access Control

(MAC)

The WLAN MAC consists of the following
major functional blocks: 10 queue control units
(QCUgs), 10 distributed coordination function

PRELIMINARY

(DCF) control units (DCUs), a single DMA Rx
unit (DRU), and a single protocol control unit
(PCU). See Figure 5-1.

<« DRU

QCU » DCU

<4—Internal Bus—p»

QCU | DCU -

QCU »{ DCU

QCU || DCU

WLAN MAC
Rx Data to
Digital PHY
DCU Tx Data to
Arb P Digital PHY

Figure 5-1. WLAN MAC Block Diagram

5.1 Overview

The WLAN MAC block supports full bus-
mastering descriptor-based scatter/gather
DMA. Frame transmission begins with the
QCUs. QCUs manage the DMA of frame data
from the host through the PCIE interface, and
determines when a frame is available for
transmission.

Each QCU targets exactly one DCU. Ready
frames are passed from a QCU to its targeted
DCU. The DCU manages the enhanced
distributed coordination function (EDCF)
channel access procedure on behalf of the
QCUs associated with it.

Functionality of the WLAN MAC block
includes:

Atheros Communications, Inc.

Tx frame data transfer from the DDR
Rx frame data transfer the DDR
Interrupt generation and reporting
Sleep-mode sequencing

Miscellaneous error and status reporting
functions

COMPANY CONFIDENTIAL

Once the DCU gains access to the channel, it
passes the frame to the PCU, which encrypts
the frame and sends it to the baseband logic.
The PCU handles both processing responses to
the transmitted frame, and reporting the
transmission attempt results to the DCU.

Frame reception begins in the PCU, which
receives the incoming frame bitstream from the
digital PHY. The PCU decrypts the frame and
passes it to the DRU, which manages Rx
descriptors and writes the incoming frame data
and status.

5.2 Descriptor

The WLAN MAC is responsible for
transferring frames between the DDR and the
digital PHY. For all normal frame transmit/
receive activity, the CPU provides a series of
descriptors to the WLAN MAC, and the
WLAN MAC then parses the descriptors and
performs the required set of data transfers.
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5.3 Descriptor Format

The transmit (Tx) descriptor format contains See these tables for more information:
twenty-three 32-bit words and the receive (Rx) —
descriptor contains nine 32-bit words. Table | Words |Description

A descriptor must be aligned on a 32-bit Table 5-1| 0-14 |Txdescriptor format
boundary in host memory, although best Table 5-4| 15-22 |Tx descriptor format

performance is achieved if the descriptor is

aligned on a cache-line boundary. The MAC Table 5-5| 0-8 |Tx descriptor status format

uses the final ten words of the Tx descriptor
and nine words of the Rx descriptor to report

Table 5-6| 0-11 |Rx descriptor format

status information back to the host.

The Tx descriptor format is described in

Table 5-1. With certain exceptions as noted, all
Tx descriptor fields must be valid in the first
descriptor of a non-aggregate frame. The fields
for all following descriptors are ignored. For
aggregate frames only the first descriptor of the
first frame of the aggregate is valid. The fields
for all following descriptors are ignored.

Table 5-1. Tx Descriptor Format: Words 0-14

Word | Bits Name Description
0 31:16 atheros_id The unique Atheros identifier of 0x168C is used to visually identify the start
of the descriptor.
15 desc_tx_rx Indicates whether the descriptor is a transmit or receive descriptor. The
value should be set to 1 indicating transmit.
14 desc_ctrl Indicates whether the descriptor is a control or status descriptor. The value
_stat should be set to 1 indicating control descriptor.
13:12 RES Reserved
11:8 tx_gcu_num Tx QCU number
Indicates which QCU this descriptor is part of.
7:0 desc_length Descriptor length
Indicates the number of Dwords in this descriptor. The value should be set
to 0x17 (23 Dwords).
1 31:0 link_ptr Link pointer address
Contains the 32-bit next descriptor pointer. Must be 32-bit aligned (bits [1:0]
must be 0). A null value: (link_ptr= 0x0) is only allowed at the end of a non-
aggregate or non-RIFS packet. If the packet is part of an aggregate or RIFS
burst, a null is only allowed on the last descriptor of the last packet. A legal
null value causes the QCU to stop. Must be valid for all descriptors.
2 31:0 buf_ptr0 Data buffer pointer 0
Contains the 32-bits address of the first data buffer associated with this
descriptor. A transmit data buffer may begin at any byte address. Must not
be null (buf_ptr0 = 0x0) for all descriptors.
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Table 5-1. Tx Descriptor Format: Words 0-14

Word | Bits Name Description
3 31:28 RES Reserved
27:16 buf_len0 Data buffer length associated with data buffer pointer 0. Specifies the length,
in bytes, of the data buffer associated with buf_ptr0. buf_len0 must not be 0.
Note: This field must be valid for all descriptors.
case (header length, gos packet)
24, no : pad length = 0;
24, yes: pad length = 2;
30, no : pad_length = 2;
30, yes: pad_length = 0;
t t
TR et
tkip nomic™: icv length = 4;
aes : icv length = 8;
tkip : icv_length = 12;
wapi : icv_length = 16;
%cs length = 4;
frame length = buf len0 + buf lenl + buf len2 + buf len3 +
icv_length + fcs length - pad length — -
15:0 RES Reserved
4 31:0 buf_ptrl Data buffer pointer 1
Contains the 32-bits address of the second data buffer associated with this
descriptor. A transmit data buffer may begin at any byte address. Only valid
if buf_ptr0 is not null.
5 31:28 RES Reserved
27:16 buf_lenl Data buffer length associated with data buffer pointer 1. buf_lenl can only
be 0 if and only if buf_ptr1 is null. See buf_len0 for details.
15:0 RES Reserved
6 31:0 buf_ptr2 Data buffer pointer 2
Contains the 32-bits address of the third data buffer associated with this
descriptor. A transmit data buffer may begin at any byte address. Only valid
if buf_ptr0 and buf_ptrl are not null.
7 31:28 RES Reserved
27:16 buf_len2 Data buffer length associated with data buffer pointer 2. buf_len2 can only
be 0 if and only if buf_ptr2 is null. See buf_len0 for details.
15:0 RES Reserved
8 31:0 buf_ptr3 Data buffer pointer 3
Contains the 32-bits address of the third data buffer associated with this
descriptor. A Tx data buffer may begin at any byte address. Only valid if
buf_ptr0, buf_ptrl, and buf_ptr2 are not null.
9 31:28 RES Reserved
27:16 buf_len3 Data buffer length associated with data buffer pointer 2. buf_len2 can only
be 0 if and only if buf_ptr3 is null. See buf_len0 for details.
15:0 RES Reserved
10 | 31:16 tx_desc_id Tx descriptor sequence number
Software will select a unique sequence number associated with this
descriptor. This value is copied to the tx_desc_id in the transmit status.
15:0 ptr_checksum  |Memory pointer checksum

Verifies the integrity of the memory pointers/addresses in this descriptor.

The equation looks like this:

checksum[31:0] = TXC[0]+TXC[1]+TXC[2]+TXC[3]+TXC[4]+
TXC[5]+TXC[6]+TXC[7] +TXC[8]+TXC[9] ;

ptr_checksum[15:0] = checksum[31:16] + checksum[15:0];

The carry bits above the MSB of the checksum or ptr_checksum will

disappear.

Atheros Communications, Inc.
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Table 5-1. Tx Descriptor Format: Words 0-14

Word | Bits

Name

Description

11 31

cts_enable

Self-CTS enable

Precedes the frame with CTS flag. If set, the PCU first sends a CTS before
sending the frame described by the descriptor; used mainly for 802.11g
frames to quiet legacy stations before sending a frame the legacy stations
cannot interpret, even at the PHY level. At most only one of the rts_enable
and cts_enable bits may be set; it is illegal to set both.

30

dest_index
_valid

Destination index valid flag
Specifies whether the contents of the Destldx field are valid.

29

int_req

Interrupt request flag

Set to one by the driver to request that the DMA engine generate an
interrupt upon completion of the frame to which this descriptor belongs.
Note: This field must be valid and identical for all descriptors of the frame.
That is, all descriptors for the frame must have this flag set, or all descriptors
for the frame must have this flag clear.

28:25

beam_form

Tx beamforming in series 0-3. If this value is set, the current packet carries
an array V before MPDU in the current Tx series.

Bit [28] | For Tx series 3

Bit [27] | For Tx series 2

Bit [26] | For Tx series 1

Bit [25] | For Tx series 0

24

clear_dest
_mask

Clear destination mask bit flag
If set, instructs the DCU to clear the destination mask bit at the index
specified by the dest_index field.

23

veol

Virtual end-of-list flag

When set, indicates that the QCU should act (mostly) as if this descriptor
had a null link_ptr, even though its link_ptr field may be non-null. Note:
This field must be valid in the final descriptor of a frame and must be clear
for all other descriptors of the frame.

22

rts_enable

RTS enable

If set, the PCU transmits the frame using the RTS/CTS protocol. If clear, the
PCU transmits the frame without transmitting a RTS. At most only one of
the rts_enable and cts_enable bits may be set; it is illegal to set both.

21:16

tpc_0

TPC for Tx series 0. These bits pass unchanged to the baseband, where they
control Tx power for the frame.

15

clear_retry

Setting this bit disables the retry bit from being set in the Tx header on a
frame retry; applies to both aggregate and non-aggregate frames.

14

low_rx_chain

When set to 1, indicates that switches the Rx chain mask to low power mode
after transmitted this frame.

13

fast_ant
_mode

Fast antenna mode
If set to 0, this means that this Tx frame to use the omni antenna mechanism.
if set to 1, then the opposite omni antenna should be used.

12

vmf

Virtual more fragment

If this bit is set, bursting is enabled for this frame. If there is no burst in
progress, it will initiate a CTS protected burst if cts_enable is set. If there is a
previous burst in progress, it ignores the cts_enable bit assuming that this
burst is protected.

11:0

frame_length

Frame length
Specifies the length, in bytes, of the entire MAC frame, including the FCS,
IC, and ICV fields.
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Table 5-1. Tx Descriptor Format: Words 0-14

Word | Bits

Name

Description

12 31

more_rifs

More RIFS burst flag; When set, indicates that the current packet is not the
last packet of an aggregate. All descriptors for all packets of a RIFS burst
except the descriptors of the last packet must have this bit set. All
descriptors of the last packet of a RIFS burst must have this bit clear.

30

is_agg

This packet is part of an aggregate flag. All descriptors of the all packets in
an aggregate must have this bit set.

29

more_agg

More aggregate flag; When set, indicates that the current packet is not the
last packet of an aggregate. All descriptors for all packets of an aggregate
except the descriptors of the last packet must have this bit set. All
descriptors of the last packet of an aggregate must have this bit clear.

28

ext_and_ctl

Extension and control channel enable

Only four combinations are allowed; otherwise desc_config_error asserts.
When neither ext_only nor ext_and_ctl are set, the RTS/CTS and data frame
is sent based on the bandwidth: HT20 when 20_40 is set to 0 and HT40
shared when 20_40 is set to 1 (RTS/CTS frames are sent at in HT40 duplicate
mode if 20_40 is set to 1). When ext_and_ctl is set the RTS/CTS and data
frame is sent at HT40 duplicate. When ext_only is set the RTS/CTS and data
frame is sent out in HT20 extension channel mode.

ETX_AND_CTL 20_40 DATA RTS/CTS

0 HT20 Control | HT20 Control

0
0 1 HT40 Shared |HT40 Duplicate
1 1 HT40 Duplicate | HT40 Duplicate

27

RES

Reserved

26

corrupt_fcs

Corrupt packet FCS; When set, the FCS of the packet will be inverted to
guarantee the transmitted FCS is incorrect.

25

RES

Reserved

24

no_ack

No ACK flag; When set, indicates to the PCU that it should not expect to
receive (and should not wait for) an ACK for the frame. Must be set for any
frame that has the 802.11 NoACK bit set in the QoS field. Also must be set for
all other frame types (such as beacons and other broadcast/multicast
frames) that do not receive ACKs.

23:20

frame_type

Frame type indication; indicates what type of frame is being sent:

15:5 |Reserved

4 Probe response

3 Beacon

2 PS-Poll

1 ATIM

0  |Frame type, other than the types listed in [15:1]

19:13

dest_index

Destination table index

Specifies an index into an on-chip table of per-destination information. The
PCU fetches the encryption key from the specified index in this table and
uses this key to encrypt the frame. The DMA logic uses the index to maintain
per-destination transmit filtering status and other related information.

12

more

More descriptors in this frame flag

Set to one by the driver to indicate that there are additional descriptors (that
is, DMA fragments) in the current frame. The last descriptor of a packet
must have this bit set to 0. Note: This field must be valid for all descriptors.

11:9

Pre-distortion chain mask

8:0

RES

Reserved

Atheros Communications, Inc.
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Table 5-1. Tx Descriptor Format: Words 0-14

Word | Bits Name Description
13 31:28 tx_tries3 Number of frame data exchange attempts permitted for Tx series 3. A value
of zero means skip this transmission series.

27:24 tx_tries2 Number of frame data exchange attempts permitted for Tx series 2. A value
of zero means skip this transmission series.

23:20 tx_triesl Number of frame data exchange attempts permitted for Tx series 1. A value
of zero means skip this transmission series.

19:16 tx_tries0 Number of frame data exchange attempts permitted for Tx series 0. A frame
data exchange attempt means a transmission attempt in which the actual
frame is sent on the air (in contrast to the case in which the frame has RTS
enabled and the RTS fails to receive a CTS. In this case, the actual frame is
not sent on the air, so this does not count as a frame data exchange attempt.
Unlike TX_TRIESLI...3, a value of zero is illegal for TX_TRIESO field.

15 dur_update_en |Frame duration update control. If set, the MAC updates (overwrites) the
duration field in the frame based on the current transmit rate. If clear, the
MAC does not alter the contents of the frame duration field.
14:0 burst Burst duration value in usec. If this frame is not part of a burst or the last
_duration frame in a burst, this value should be zero. In a burst, this value is the
amount of time to be reserved (via NAV) after the completion of the current
transmit packet sequence (after the ACK if applicable).
14 | 31:24 tx_rate3 Tx rate for transmission series 3; see Table 5-2 and Table 5-3
23:16 tx_rate2 Tx rate for transmission series 2; see Table 5-2 and Table 5-3
15:8 tx_ratel Tx rate for transmission series 1; see Table 5-2 and Table 5-3
7:0 tx_rate0 Tx rate for transmission series 0; see Table 5-2 and Table 5-3

Table 5-2. MAC Rate Encodings

Table 5-2. MAC Rate Encodings (continued)

MAC Rate OxF OFDM_9Mb
Encoding Protocol 0x18 CCK_11Mb_L
0x01 Reserved 0x19 CCK_5 5Mb_L
0x02 0x1A CCK_2Mb_L
0x03 0x1B CCK_1IMb_L
0x06 0x1C CCK_11Mb_S
0x07 0x1D CCK_5_5Mb_S
0x8 OFDM_48Mb 0x1E CCK_2Mb_S
0x9 OFDM_24Mb
0xA OFDM_12Mb
0xB OFDM_6Mb
0xC OFDM_54Mb
0xD OFDM_36Mb
OxE OFDM_18Mb
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Table 5-3. Tx Rates!]
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HT20; HT20; HT40; HT40;
Rate Desc Stream GI= 0 Mbps GI = 1 Mbps GI= 0 Mbps GI= 1 Mbps
0x80 MCS 0 1 6.5 7.2 13.5 15
0x81 MCS1 1 13 144 27 30
0x82 MCS2 1 19.5 21.7 40.5 45
0x83 MCS 3 1 26 28.9 54 60
0x84 MCS 4 1 39 43.3 81 90
0x85 MCS 5 1 52 57.8 108 120
0x86 MCS 6 1 58.5 65.0 121.5 135
0x87 MCS7 1 65 72.2 135 150
0x88 MCS 8 2 13 14.4 27 30
0x89 MCS 9 2 26 28.9 54 60
0x8A MCS 10 2 39 43.3 81 90
0x8B MCS 11 2 52 57.8 108 120
0x8C MCS 12 2 78 86.7 162 180
0x8D MCS 13 2 104 115.6 216 240
0x8E MCS 14 2 117 130.0 243 270
0x8F MCS 15 2 130 144.4 270 300

[1]Al rates not listed are reserved. Note that for short guard interval (GI=1), HT20 mode is allowed.
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The Tx descriptor format for words 15 through
22 is described in Table 5-4.

Table 5-4. DMA Tx Descriptor Format for Words 15-22

Word | Bits Name Description
15 31 rts_cts Qualifies rts_enable or cts_enable in the Tx descriptor for Tx series 1
—quall 1 ‘ Default behavior with respect to rts_enable and cts_enable
30:16 packet Packet duration 1 (in ps); Duration of the actual Tx frame associated with
_durationl TXRatel. This time does not include RTS, CTS, ACK, or any associated SIFS.
15 rts_cts Qualifies rts_enable or cts_enable in the Tx descriptor for Tx series 0
—qual0 1 ‘ Default behavior with respect to rts_enable and cts_enable
14:0 packet Packet duration 0 (in ps); Duration of the actual Tx frame associated with
_duration0 TXRate0. This time does not include RTS, CTS, ACK, or any associated SIFS.
16 31 rts_cts Qualifies rts_enable or cts_enable in the Tx descriptor for Tx series 3
-qual3 1 ‘ Default behavior with respect to rts_enable and cts_enable
30:16 packet Packet duration 3 (in ps); Duration of the actual Tx frame associated with
_duration3 TXRate3. This time does not include RTS, CTS, ACK, or any associated SIFS.
15 rts_cts Qualifies rts_enable or cts_enable in the Tx descriptor for Tx series 2
—qual2 1 ‘ Default behavior with respect to rts_enable and cts_enable
14:0 packet Packet duration 2 (in ps); Duration of the actual Tx frame associated with
_duration2 TXRate2. This time does not include RTS, CTS, ACK, or any associated SIFS.
17 31 RES Reserved
30 calibrating Calibrating indication; causes the BB to apply the correct MCSD PPDU,
which is used for radio calibration.
29 dc_ap Select for remaining the TBTT between TSF and TSF2, where 0 is from TSF
_sta_sel and 1 is from TSF2. Should be used only when both ap_sta_enable and
txop_tbtt_limit_enable are enabled.

28:26 | encrypt_type |Encryption type; DMA engine must add the number of necessary extra
Dwords at the end of a packet to account for the encryption ICV generated
by hardware. The encrypt type fields must be valid for all descriptors.

0 None; 0 pad bytes
1 WEP or TKIP (no MIC); 4 pad bytes
2 AES; 8 pad bytes
3 TKIP; 12 pad bytes
4 WAPYI; 16 pad bytes
7:5 | Reserved

25:18 pad_delim Pad delimiters; Between each packet of an A-MPDU aggregate the hardware
will insert a start delimiter which includes the length of the next frame.
Sometimes hardware on the transmitter or receiver requires some extra time
between packets which can be satisfied by inserting zero length delimiters.
This field indicates the number of extra zero length delimiters to add.

17:16 RES Reserved

15:0 agg_length Aggregate (A-MPDU) length; the aggregate length is the number of bytes of
the entire aggregate. This length should be computed as:
delimiters = start delim + pad delim;
frame pad = (frame length % 4) ? (4 - (frame length % 4)) : 0
agg length = sum of all (frame_ length + frame pad + 4 *
delimiters)
For the last packet of an aggregate the FRAME_PAD = 0 and delimiter= 0,
frame_pad aligns to the next delimiter to be Dword aligned. Each delimiter is
4 bytes long. PAD_DELIM is the number of zero-length delimiters used to
introduce an extra time gap between packets. START_DELIM is always 1 and
includes the length of the next packet in the aggregate.
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Table 5-4. DMA Tx Descriptor Format for Words 15-22 (continued)

Word | Bits Name Description
18 31:28 stbc STBC settings for all four series. If bit [0] is set, STBC is enabled for Tx series
0...3. Only supported for single stream rates, so only the lower bit is set.
27:20 rts_cts_rate RTS or self-CTS rate selection. Specifies the rate the RTS sends at if rts_enable
is set, or self CTS sends at if cts_enable is set; see Table 5-3.
19:17 chain_sel _3 Chain select for Tx series 3. 1 and 3 are the only valid values.
16 gi 3 Guard interval control for Tx series 3
0 Normal guard interval
1 Short guard interval
15 20_40_3 20_40 control for Tx series 3
0 HT20 Tx packet
1 HT40 Tx packet
14:12 chain_sel 2 Chain select for Tx series 2. 1 and 3 are the only valid values.
11 gi 2 Guard interval control for Tx series 2
10 20_40_2 20_40 control for Tx series 2
9.7 chain_sel_1 Chain select for Tx series 1. 1 and 3 are the only valid values.
6 gi 1 Guard interval control for Tx series 1
5 20_40_1 20_40 control for Tx series 1
4:2 chain_sel_0 Chain select for Tx series 0. 1 and 3 are the only valid values.
gi 0 Guard interval control for Tx series 0
20_40_0 20_40 control for Tx series 0
19 | 31:30 ness_0 Number of Extension Spatial Streams (NESS) field of HT-SIG for Tx series 0.
This setting is valid when the Tx rate is HT rate.
0 No Extension HTLTF is transmitting PPDU
1 One Extension HTLTF is transmitting PPDU
29 not Not sounding HT-SIG field; sends sounding PPDU in explicit feedback as BE.
_sounding If rts_enable is set to 1, this field affects RTS only, not the next data frame.
0 The PPDU is a sounding PPDU
1 The PPDU is not a sounding PPDU
28 rts_htc_trq Sounding request of RTS frame; available when rts_enable is set to 1.
0 The responder is not requested to transmit a sounding PPDU
1 Request the responder to transmit a sounding PPDU
27 rts_htc_mrq MCS request of RTS frame; available when rts_enable is set to 1
0 No MCS feedback is requested
1 MCS feedback is requested
26:24 rts_htc_msi MCS Request Sequence Identifier (MSI) of RTS frame
0 Reserved
1 Contains a sequence number (0-6) to identify the specific request
23:0 antenna_0 Antenna switch for Tx series 0
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Table 5-4. DMA Tx Descriptor Format for Words 15-22 (continued)

Word | Bits Name Description
20 | 31:30 ness_1 NESS field of HT-SIG for Tx series 1. This setting is valid when the
transmission rate is HT rate.
0 No Extension HTLTF is transmitting PPDU
1 One Extension HTLTF is transmitting PPDU
29:24 tpe_1 TPC for Tx series 1. These bits pass unchanged to the baseband, where they
control Tx power for the frame.
23:0 antenna_1 Antenna switch for Tx series 1
21 | 31:30 ness_2 NESS field of HT-SIG for Tx series 2. This setting is valid when the
transmission rate is HT rate.
0 No Extension HTLTF is transmitting PPDU
1 One Extension HTLTF is transmitting PPDU
29:24 tpc_2 TPC for Tx series 2. These bits pass unchanged to the baseband, where they
control Tx power for the frame.
23:0 antenna_2 Antenna switch for Tx series 2
22 | 31:30 ness_3 NESS field of HT-SIG for Tx series 3. This setting is valid when the
transmission rate is HT rate.
0 No Extension HTLTF is transmitting PPDU
1 One Extension HTLTF is transmitting PPDU
29:24 tpc_3 TPC for Tx series 3. These bits pass unchanged to the baseband, where they
control Tx power for the frame.
23:0 antenna_3 Antenna switch for Tx series 3
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The Tx descriptor status format for words 0
through 8 is described in Table 5-5.

The words status is only considered valid
when the done bit is set.

Table 5-5. Tx Descriptor Status Format: Words 0-8

Word | Bits Name Description
0 31:16 atheros_id The unique Atheros identifier of 0x168C is used to visually identify the start
of the descriptor.
15 desc_tx_rx Indicates whether the descriptor is a transmit or receive descriptor. The
value should be set to 1 indicating transmit.
14 desc_ctrl Indicates whether the descriptor is a control or status descriptor. The value
_stat should be set to 0 indicating status descriptor.
13:12 RES Reserved
11:8 tx_qcu_num Tx QCU number
Indicates which QCU this descriptor is part of.
7:0 desc_length Descriptor length
Indicates the number of Dwords in this descriptor. The value should be set
to 0x9 (9 Dwords).
1 31:16 tx_desc_id Tx descriptor sequence number
Software will select a unique sequence number associated with this
descriptor. This value is copied to the tx_desc_id in the Tx status.
15:0 RES Reserved
2 31 RES Reserved
30 ba_status Block ACK status
If set, this bit indicates that the BA_BITMAP values are valid.
29:24 RES Reserved
23:16 | ack_rssi_ant02 |Rx ACK signal strength indicator of control channel chain 2
A value of 0x80 (-128) indicates an invalid number.
15:8 ack_rssi_ant01  |Rx ACK signal strength indicator of control channel chain 1
A value of 0x80 (-128) indicates an invalid number.
7:0 ack_rssi_ant00 |Rx ACK signal strength indicator of control channel chain 0
A value of 0x80 (—128) indicates an invalid number.

Atheros Communications, Inc.
COMPANY CONFIDENTIAL

AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC o 97
December 2010



PRELIMINARY

Table 5-5. Tx Descriptor Status Format: Words 0-8

Word

Bits

Name

Description

3

31:20

RES

Reserved

19

tx_timer
_expired

Tx timer expired. This bit is set when the Tx frame is taking longer to send to
the baseband than is allowed based on the TX_TIMER register. Some
regulatory domains require that Tx packets may not exceed a certain amount
of transmit time.

18

RES

Reserved

17

tx_data_underrun_
err

Tx data underrun error

These error conditions occur on aggregate frames when the underrun
condition happens while the MAC is sending the data portion of the frame
or delimiters.

16

tx_delmtr
_underrun_err

Tx delimiter underrun error
These error conditions occur on aggregate frames when the underrun
conditions happens while the MAC is sending delimiters.

15:12

virtual_retry_cnt

Virtual collision count

Reports the number of virtual collisions that occurred before transmission of
the frame ended. The counter value saturates at OxF. A virtual collision refers
to the case, as described in the 802.11e QoS specification, in which two or
more output queues are contending for a TXOP simultaneously. In such
cases, all lower-priority output queues experience a virtual collision in
which the frame is treated as if it had been sent on the air but failed to
receive an ACK.

11:8

data_fail_cnt

Data failure count

Reports the number of times the actual frame (as opposed to the RTS) was
sent but no ACK was received for the final transmission series (see the
final_tx_index field).

74

rts_fail_cnt

RTS failure count

Reports the number of times an RTS was sent but no CTS was received for
the final transmission series (see the final_tx_index field). For frames that
have the rts_enable bit clear, this count always will be zero. Note that this
count is incremented only when the RTS/CTS exchange fails. In particular,
this count is not incremented if the RTS/CTS exchange succeeds but the
frame itself fails because no ACK was received.

filtered

Frame transmission filter indication

If set, indicates that the frame was not transmitted because the
corresponding destination mask bit was set when the frame reached the
PCU or if the frame violated TXOP on the first packet of a burst. Valid only if
frm_xmit_ok is clear.

fifo_underrun

Tx FIFO underrun flag

If set, transmission of the frame failed because the DMA engine was not able
to supply the PCU with data as quickly as the baseband was requesting
transmit data. Only valid for non-aggregate or non-RIFS underrun
conditions unless the underrun occurred on the first packet of the aggregate
or RIFS burst. See also the description for tx_delmtr_underrun_err and
tx_data_underrun_err. Valid only if frm_xmit_ok is clear.

excessive
_retries

Excessive tries flag
If set, transmission of the frame failed because the try limit was reached
before the frame transmitted. Valid only if frm_xmit_ok is clear.

frm_xmit_ok

Frame transmission success flag
If set, the frame was transmitted successfully. If clear, no ACK or BA was
received successfully.
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Table 5-5. Tx Descriptor Status Format: Words 0-8

Word | Bits Name Description
4 31:0 send Timestamp at start of transmit
_timestamp A snapshot of the lower 32 bits of the PCU timestamp (TSF value). This field
can be used to aid the software driver in implementing requirements
associated with the aMaxTransmitMSDULifetime MAC attribute. The
transmit timestamp is sampled on the rising of tx_frame signal which goes
from the MAC to the baseband. This value corresponds to the last attempt at
packet transmission not the first attempt.
5 31:0 | ba_bitmap_0-31 |Block ACK bitmap 0 to 31
These bits are the values from the block ACK received after the successful
transmission of an aggregate frame. If set, bit [0] represents the successful
reception of the packet with the sequence number matching the seq_num
value.
6 31:0 | ba_bitmap_32-63 |Block ACK bitmap 32 to 63
These bits are the values from the block ACK received after the successful
transmission of an aggregate frame. If set, bit [32] represents the successful
reception of the packet with the sequence number matching the seq_num
value + 32.
7 31:24 ack_rssi Rx ACK signal strength indicator of combination of all active chains on the
_combined control and extension channels. The value of 0x80 (-128) is used to indicate
an invalid number.
23:16 RES Reserved
15:8 ack_rssi_antll  |Rx ACK signal strength indicator of control channel chain 1
A value of 0x80 (-128) indicates an invalid number.
7:0 ack_rssi_antl0 |Rx ACK signal strength indicator of control channel chain 0
A value of 0x80 (-128) indicates an invalid number.
8 31:28 tid Traffic Identifier (TID) of block ACK
Indicates the TID of the response block ACK. This field is only valid on the
last descriptor of the last packet of an aggregate.
27:26 RES Reserved
25 pwr_mgmt Power management state
Indicates the value of the PwrMgt bit in the frame control field of the
response ACK frame.
24 txbf_expired Time expired indication for TXBF
_miss When set, indicates two kinds of status:
1 The left-time of CV for this transmission destination is lower than
the threshold set by software
2 |CVis expired
23 txbf_dest_miss |Destination miss indication for TXBF
When set, indicates there is no CV for this destination. The PPDU is
transmitted out Tx without beamforming.
22:21 | final tx_index |Final transmission attempt series index
Specifies the number of the Tx series that caused frame transmission to
terminate.
20 RES Reserved
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Table 5-5. Tx Descriptor Status Format: Words 0-8

Word

Bits

Name

Description

8
(Cont.

)

19

txbf_stream
_miss

Stream miss indication for TxBF

When set, indicates that the CV information in CV cache is not enough for
transmitting steered PPDU with current Tx rate, but still transmitting this
PPDU out without Tx beamforming.

18

txbf_bw
_mismatch

Bandwidth mismatch indication for TxBF

If set, shows that the bandwidth of CV data is not same as the bandwidth of
transmitting PPDU, then HW will send the PPDU but without Tx
beamforming.

17

txop_exceeded

TXOP has been exceeded

Indicates that this transmit frame had to be filtered because the amount of
time to transmit this packet sequence would exceeded the TXOP limit. This
should only occur when software programs the TXOP limit improperly.

16:13

RES

Reserved

12:1

seq_num

The starting sequence number is the value of the Block ACK Starting
Sequence Control field in the response Block ACK. Only consulted if the Tx
frame was an aggregate.

done

Descriptor completion flag

Set to one by the DMA engine when it has finished processing the descriptor
and has updated the status information. Valid only for the final descriptor of
a non-aggregate frame, regardless of the state of the Fr'TxOK flag. For an
aggregate frame it is valid for only the final descriptor of the final packet of
an aggregate. The driver is responsible for tracking what descriptors are
associated with a frame. When the DMA engine sets the done flag in the
final descriptor of a frame, the driver must be able to determine what other
descriptors belong to the same frame and thus also have been consumed.
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The DMA Rx logic (the DRU block) manages Words 0, and 2 are valid for all descriptors.
Rx descriptors and transfers the incoming Words 0, 2, and 11 is valid for the last

frame data and status to the host through the descriptor of each packets. Words 0-11 are
PCIE Interface. valid for the last descriptor of an aggregate or

last descriptor of a stand-alone packet.
Additional validity qualifiers are described
individually. See Table 5-6.

Table 5-6. DMA Rx Descriptor Format for Words 0-11

Word | Bits Name Description
0 31:16 atheros_id The unique Atheros identifier of 0x168C is used to visually identify the start
of the descriptor.
15 desc_tx_rx Indicates whether the descriptor is a transmit or receive descriptor. The value
should be set to 1 indicating transmit.
14 desc_ctrl_stat | Indicates whether the descriptor is a control or status descriptor. The value
should be set to 1 indicating status descriptor.
13:9 RES Reserved
8 rx_priority 0 Low priority queue
1 High priority queue
7:0 desc_length | Descriptor length
Indicates the number of Dwords in this descriptor. The value should be set to
0x9 (9 Dwords).
1 31:24 rx_rate Rx rate indication
Indicates the rate at which this frame was transmitted from the source.
Encodings match those used for the tx_rate* field in word 5 of the Tx
descriptor. Valid only if the frame_rx_ok flag is set or if the frame_rx_ok flag
is clear and the phy_error flag is clear.
23:16 RES Reserved
15:8 rssi_ant01 Received signal strength indicator of control channel chain 1
A value of 0x80 (-128) indicates an invalid number.
7:0 rssi_ant00 Received signal strength indicator of control channel chain 0
A value of 0x80 (—128) indicates an invalid number.
2 31:23 RES Reserved
22 hw_upload Indicates the data carried by current descriptor is that hardware upload for
_data TXBF using (H, V, or CV data). The upload data is valid only when the field
hw_upload_data_valid at RXS 4 bit [7] is set. See RXS 11 bit [26:25]
hw_upload_data_type to know which data type is uploaded. Valid for all
descriptors.
21:14 num_delim Number of zero length pad delimiters after current packet
This field does not include the start delimiter which is required between each
packet in an aggregate. This field is only valid for aggregate packets except
for the last packet of an aggregate.
13 RES Reserved
12 more More descriptors in this frame flag
If set, then this is not the final descriptor of the frame. If clear, then this
descriptor is the final one of the frame. Valid for all descriptors.
11:0 data_len Received data length
Specifies the length, in bytes, of the data actually received into the data
buffer associated with this descriptor. The actual received data length will be
between zero and the total size of the data buffer, as specified originally in
this field (see the description for the buf_len field). Valid for all descriptors.
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Table 5-6. DMA Rx Descriptor Format for Words 0-11

Word | Bits Name Description
3 31:0 rcv A snapshot of the PCU timestamp (TSF value), expressed in ps (that is, bits
_timestamp [31:0] of the PCU 64-bit TSF). Intended for packet logging and packet
sniffing. The timestamp is sampled on the rising edge of rx_clear, which goes
from the baseband to the MAC.

4 31:8 RES Reserved

7 hw_upload Specifies whether the contents of the hardware upload data are valid

_data_valid
6:5 ness Receive packet NESS field

Shows the number of Rx extension spatial steams.

4 not Rx packet not sounding flag

_sounding If this value is clear, then the Rx frame is a sounding PPDU. If this value is

set, the receive frame is not a sounding PPDU.

3 stbc Rx packet STBC indicator
If this value is set then the baseband has received an STBC frames as
indicated in the HT_PLCP.

2 duplicate Rx packet duplicate indicator
If this value is set, the baseband has determined that this packet is a
duplicate packet.

1 20_40 Rx packet 20 or 40 MHz bandwidth indicator
If this value is clear, then the receive frame was a HT20 packet (20 MHz
bandwidth). If this value is set, then the receive frame was a HT40 packet
(40 MHz bandwidth).

0 gi Rx packet guard interval
If this value is clear, then the Rx frame used a long guard interval. If this
value is set, the Rx frame used a short guard interval.

5 31:24 | rx_combined |Receive signal strength indicator of combination of all active chains on the
control and extension channels. The value of 0x80 (-128) is used to indicate
an invalid number.

23:16 RES Reserved
15:8 rssi_antl1l Received signal strength indicator of extension channel chain 1
A value of 0x80 (-128) indicates an invalid number.
7:0 rssi_ant10 Received signal strength indicator of extension channel chain 0
A value of 0x80 (-128) indicates an invalid number.
6 31:0 evm0 Rx packet error vector magnitude 0
Bits Mode HT20 Mode HT40 Mode Diagnostic
evmO[31:24] pilot1_str0 pilot1_str0 legacy_plcp_byte_1
evm0[23:16] RES RES legacy_plcp_byte_2
evm([15:8] pilot0_strl pilot0_strl legacy_plcp_byte_3
evmO[7:0] pilot0_str0 pilot0_str0 service_byte_1

7 31:0 evml Rx packet error vector magnitude 1

Bits Mode HT20 Mode HT40 Mode Diagnostic
evml[31:24] pilot2_strl pilot2_strl service_byte_2
evm1[23:16] pilot2_str0 pilot2_str0 ht_plcp_byte_1

evm1[15:8] RES RES ht_plcp_byte_2
evm1[7:0] pilot1_strl pilotl_strl ht_plcp_byte_3
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Word | Bits Name Description
8 31:0 evm?2 Rx packet error vector magnitude 2
Bits Mode HT20 Mode HT40 Mode Diagnostic
evm2[31:24] RES RES service_byte_4
evm?2[23:16] pilot3_strl pilot3_strl ht_plcp_byte_5
evm?2[15:8] pilot3_str0 pilot3_str0 ht_plcp_byte_6
evm?2[7:0] RES RES 0x0
9 31:0 evm3 Rx packet error vector magnitude 3
Bits Mode HT20 Mode HT40 Mode Diagnostic
evm3[31:24] 0x80 pilot5_str0 0x0
evm3[23:16] 0x80 RES 0x0
evm3[15:8] 0x80 pilot4_strl 0x0
evm3[7:0] 0x80 pilot4_str0 0x0
10 31:22 noise_floor For responding CSI report in explicit TXBF procedure; software needs this
information to calculate SNR.
21:16 RES Reserved
15:0 evm4 Rx packet error vector magnitude 4
Bits Mode HT20 Mode HT40 Mode Diagnostic
evm4[15:8] 0x80 RES 0x0
evm4[7:0] 0x80 pilot4_strl 0x0
1 31 key_miss Key cache miss indication
When set, indicates that the PCU could not locate a valid decryption key for
the frame. Valid only if the frame_rx_ok flag is clear.
30 RES Reserved
29 first_agg First packet of aggregate
If set, indicates that this packet is the first packet of an aggregate.
28 hi_rx_chain If set indicates that the Rx chain control in high power mode.
27 RES Reserved
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Table 5-6. DMA Rx Descriptor Format for Words 0-11

Word

Bits

Name

Description

11
(Cont.)

26:25

hw_upload_data
_type

Indicates the hardware upload data (H, V, or CV). The upload data is valid
only when the field hw_upload_data_valid at RXS 4 bit [7] is set:

01 |Uploadis H

10 Upload is V

11 Upload is CV

To support a delay response at explicit TXBF, the upload data (H, V, or CV) at
different registers configuration:

regs_config =

{MAC_PCU_H XFER_TIMEOUT EXTXBF IMMEDIATE RESP,
MAC_PCU_H_XFER_TIMEOUT_DELAY EXTXBF_ONLY UPLOAD_H,
MAC_PCU_H_XFER_TIMEOUT_ EXTXBF NOACK_NORPT}

Request report:

regs_config Request CSI Request V/CV

{0,0,x} HW upload H HW upload V/CV

{0,1,x} HW upload H HW upload H

If regs_config is {1,x,0}, it means hardware supports immediate response
even if it does not need to respond to ACK. Hardware will upload H only
when the request report is CSI.

If regs_config is {1,0,1}, it means HW support immediate response but
hardware will upload H/V/CV base on request report for delay response if
hardware does not need to respond to ACK.

Request Report:

regs_config Request CSI Request V/CV

{0,0,x} HW upload H HW upload V/CV

{0,1,x} HW upload H HW upload H

If regs_config is {1,1,1}, the hardware supports immediate response but
hardware will only uploads H for a delay response if it does not need to
respond to ACK.

For RTS, hardware only supports a delay response and will upload H, V, or
CV to software.

24:19

RES

Reserved

18

post_delim
_cre_err

Delimiter CRC error is detected after this current frame
Only occurs when the start delimiter of the last frame in an aggregate is bad.

17

aggregate

Aggregate flag
If set, indicates that this packet is part of an aggregate.

16

more_agg

More aggregate flag

Set to 1 in all packets of an aggregate that have another packet of the current
aggregate to follow. If clear, indicates that this packet is the last one of an
aggregate.

15:9

key_idx

If the FrRxOK bit is set, then this field contains the decryption key table
index. If KEY_IDX_VALID is set, then this field specifies the index at which
the PCU located the frame’s destination address in its on-chip decryption
key table. If key_idx_VALID is clear, the value of this field is undefined. If the
FrRxOK bit is clear and the PHYErr bit is set, then this field contains bits [7:1]
of the PHY error code.
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Table 5-6. DMA Rx Descriptor Format for Words 0-11

Word | Bits

Name

Description

11 8
(Cont.)

key_idx_valid

If frame_rx_ok is set, this field contains the decryption key table index valid
flag. If set, indicates that the PCU successfully located the frame's source
address in its on-chip key table and that the key_idx field reflects the table
index at which the destination address was found. If clear, indicates that
PCU failed to locate the destination address in the key table and that the
contents of key_idx field are undefined. If the frame_rx_ok bit is clear and
the phy_error bit is set, then this field contains bit [0] of the PHY error code.

aspd_trig

Received APSD trigger frame
The received frame matched the profile of an APSD trigger frame.

pre_delim
_crec_err

Delimiter CRC error detected before this current frame. May indicate that an
entire packet may have been lost.

mic_error

Michael integrity check error flag
If set, then the frame TKIP Michael integrity check value did not verify
correctly. Valid only when all of the following are true:

B frame_rx_ok bit is set
M The frame was decrypted using TKIP key type
B The frame is not a fragment

phy_error

PHY error flag

If set, then reception of the frame failed because the PHY encountered an
error. In this case, bits [15:8] of this word indicate the specific type of PHY
error; see the baseband specification for details. Valid only if the frame_rx_ok
flag is clear.

decrypt_crc_err

Decryption CRC failure flag

If set, reception of the frame failed because the frame was marked as
encrypted but the PCU was unable to decrypt the frame properly because
the CRC check failed after the decryption process completed. Valid only if
the frame_rx_ok flag is clear.

crc_error

CRC error flag
If set, reception of the frame failed because the PCU detected an incorrect
CRC value. Valid only if the frame_rx_ok flag is clear.

frame_rx_ok

Frame reception success flag. If set, the frame was received successfully. If
clear, an error occurred during frame reception.

done

Descriptor completion flag
Set to one by the DMA engine when it has finished processing the descriptor
and has updated the status information. Valid for all descriptors.
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5.4 Queue Control Unit (QCU)
The queue control unit performs two tasks:

B Managing the Tx descriptor chain
processing for frames pushed to the QCU
from the CPU by traversing the linked list of
Tx descriptors and transferring frame data
from the host to the targeted DCU.

B Managing the queue transmission policy to
determine when the frame at the head of the
queue should be marked as available for
transmission.

The MAC contains ten QCUs. Each QCU

contains all the logic and state registers needed

to manage a single queue (linked list) of Tx
descriptors. A QCU is associated with exactly
one DCU. When a QCU prepares a new frame,
it signals ready to the DCU. When the DCU
accepts the frame, the QCU responds by
getting the frame data and passing it to the

DCU for eventual transmission to the PCU and

on to the air.

The host controls how the QCU performs these
tasks by writing to various QCU configuration
registers.
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5.5 DCF Control Unit (DCU)

Collectively, the ten DCUs implement the
EDCEF channel access arbitration mechanism
defined in the Task Group E (TGe) QoS
extension to the 802.11 specification. Each DCU
is associated with one of the eight EDCF
priority levels and arbitrates with the other
DCUs on behalf of all QCUs associated with it.
A central DCU arbiter monitors the state of all
DCUs and grants one the next access to the
PCU (that is, access to the channel).

Because the EDCF standard defines eight
priority levels, the first eight DCUs (DCUs 0-7)
map directly to the eight EDCF priority levels.
The two additional DCUs handle beacons and
beacon-gated frames for a total of ten DCUs.

The mapping of physical DCUs to absolute
channel access priorities is fixed and cannot be
altered by software:

The highest-priority DCU is DCU 9. Typically,
this DCU is the one associated with beacons.

The next highest priority DCU is DCU 8.
Typically, this DCU is the one associated with
beacon-gated frames.

The remaining eight DCUs priority levels are
filled with DCUs 7 through 0. Among these 8
DCUs, DCU 7 has highest priority, DCU 6 the
next highest priority, and so on through DCU 0,
which has the lowest priority. Typically, these
DCUs are associated with EDCF priorities
seven through zero, respectively.

Atheros Communications, Inc.
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5.5.1 DCU State Information

Each DCU maintains sufficient state
information to implement EDCF channel
arbitration. Table 5-7 lists basic DCU state
registers. (See “DCF Control Unit (DCU)” on
page 106).

Table 5-7. DCU Registers

Register Size Page
“QCU Mask (D_QCUMASK)” 32 page 241
“Retry Limits (D_RETRY_LIMIT)” 32 page 242
“ChannelTime Settings (D_CHNTIME)” 32 page 242
“Misc. DCU-Specific Settings (D_MISC)” 32 page 243
“DCU-Global IFS Settings: SIFS Duration (D_GBL_IFS_SIFS)” 32 page 243
“DCU-Global IFS Settings: Slot Duration (D_GBL_IFS_SLOT)” 32 page 243
“DCU-Global IFS Settings: EIFS Duration (D_GBL_IFS_EIFS)” 32 page 244
“DCU-Global IFS Settings: Misc. Parameters (D_GBL_IFS_MISC)” 32 page 244
“DCU Tx Pause Control/Status (D_TXPSE)” 32 page 245
“DCU Transmission Slot Mask (D_TXSLOTMASK)” 32 page 245

5.6 Protocol Control Unit (PCU)

The PCU is responsible for the details of B Maintaining sequence state and generating
sending a frame to the baseband logic for Block ACK.
transmission, for receiving frames from the B Inserting and verifying FCS
baseband logic and passing the frame data to B Generating virtual clear channel assessment
the DRU, including;: (CCcA)
B Buffering Tx and Rx frames B Updating and parsing beacons
B Encrypting and decrypting B The PCU is primarily responsible for
B Generating ACK, RTS, and CTS frames buffering outgoing and incoming frames
B Maintaining the timing synchronization and conducting medium access compatible
function (TSF) with the IEEE 802.11 DCF protocol.
B Forming aggregate Figure 5-1 shows the PCU functional block
diagram.
from " Tx FIFO / Beacon to
DU “ g —> Store 2 Kx32-Bit % Tx State Machine F—pigital py
a5 Word (8 K bytes)
= & ¢ $ $ t
£ o WEP/TKIP/ . Carrier from
g © AES Engine Block ACK Logic Sense [ Digital PHY
; S v v v
oL Rx FIFO
&g 1K x 32-Bit Word Rx State o from
= i Digital PHY
| Dtr?U S (4 K bytes) Machine igita
Configuration
Figure 5-2. PCU Functional Block Diagram
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6. Digital PHY Block

The digital physical layer (PHY) block is
described in 802.11n mode and

802.11 a/b/g legacy mode. Transmit and
receive paths are provided and shown as block
diagrams for 802.11n mode.

6.1 Overview

The digital PHY block is a half-duplex, OFDM,
CCK, DSSS baseband processor compatible
with IEEE 802.11n and 802.11a/b/g. The
AR9382 supports both 20- and 40-MHz channel
modes and data rates up to 300 Mbps defined
by the IEEE 802.11a/b/g/n standards.
Modulation schemes include BPSK, QPSK, 16-
QAM, 64-QAM and forward error correction
coding with rates of 1/2,2/3,3/4,5/6.

All three 802.11n advanced features, Space
Time Block Code (STBC), Low-Density Parity
Check (LDPC) and Tx beamforming, are
supported in the AR9382 chip. In addition,
many new performance enhancing features are
included, such as maximum likelihood (ML)
MIMO receiver, and maximum ratio combining

(MRC) for OFDM and 802.11b packet detection.

6.2 802.11n (MIMO) Mode

Frames beginning with training symbols are
used for signal detection, automatic gain
control, frequency offset estimation, symbol
timing, and channel estimation. This process
uses 56 sub-carriers for 20-MHz HT mode: 52
for data transmission and 4 for pilots. It uses
114 sub-carriers for 40-MHz HT mode: 108 for
data transmission and 6 for pilots.

Atheros Communications, Inc.
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6.2.1 Transmitter (Tx)

Figure 6-1 shows the Tx path digital PHY
802.11n (MIMO mode) block diagram.

Data To PCU Control
v )

State Machine/Scrambler
v

| |
| Encoder |
v
| Puncture/Pad |
v
| Stream Parser |
v v
[ Interleaver | [ Interleaver |
v v
[ Modulator | [ Modulator |
v L2
| WALSH Matrix |
v L2
[ 1Fm | [ IFFT |
v v
[ R | [ R |
v v
[ pac ] [ pAac ]

To Radr’o Block
Figure 6-1. Digital PHY 802.11n Tx

The PCU block initiates transmission. The
digital PHY powers on the digital to analog
converter (DAC) and transmit the training
symbol. The training symbols are a fixed
waveform and are generated within the digital
PHY in parallel with the PCU sending the Tx
header (frame length, data rate, etc.). The PCU
must send transmitted data quickly enough to
prevent buffers in the digital PHY from
becoming empty. The PCU is prevented from
sending data too quickly by pauses generated
within the digital PHY.

Figure 6-1 shows a 2x2 MIMO system with
three spatial data streams. The spatial parser
splits the coded data into multiple data streams
by allocating the proper number of bits to each
data stream so that the number of data symbols
resulted in each stream is the same. Then it
interleaves coded bits across different data
subcarriers followed by the modulation. To
achieve the maximum spatial diversity for one-
stream and two-stream transmission, the Walsh
matrix orthogonally spreads the modulated
stream(s) into three Tx antennas before
undergoing IFFT processing to produce time
domain signals.
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6.2.2 Receiver (Rx)

Figure 6-2 shows the Rx path digital PHY
802.11n (MIMO mode) block diagram.

Data To PCU Control
| State Machine/Scrambler |
A
| Descrambler |
7y
| Decoder |
7y
| Stream Deparser |
| De-Interleaver | | De-Interleaver |
A A
| MIMO ML Equalizer/Spatial Combiner

A A

[ T | [  FmT |
A A

D [ FfR |
A A

[ Apc | [ anc |

From Ratﬁo Block
Figure 6-2. Digital PHY 802.11n Rx

The receiver inverts the transmitter’s steps,
performing a fast Fourier transform (FFT),
extracting bits from received constellations, de-
interleaving, accounting for puncturing,
decoding, and descrambling. The Rx block
shows 2x2 MIMO configuration. Figure 6-2
shows a frequency-domain Maximum
Likelihood (ML) equalizer handling
degradation due to multi-path.

110 e AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC

December 2010

6.3 802.11a/b/g Legacy Mode

6.3.1 Transmitter

The AR9382 digital PHY incorporates an
OFDM and DSSS transceiver that supports all
data rates defined by IEEE 802.11a/b/g.
Legacy mode is detected on per-frame basis.
PLCP frames are detected for legacy network
information. The transmitter switches
dynamically to generate legacy signals
(802.11b/g in 2.4 GHz and 802.11a in 5 GHz).

6.3.2 Receiver

The receiver is capable of dynamically
detecting legacy, HT 20 MHz or 40 MHz frames
and will demodulate the frame according to the
detected frame type. Maximum ratio
combining (MRC) is used for OFDM and
802.11b packet detection.

Atheros Communications, Inc.
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7. Radio Block

The transceiver of the AR9344 solution consists
of these major functional blocks:
B 2 x Receive chain

Each chain = Radio + BB programmable
gain filter

B 2 x Transmit chain

Each chain = Radio + BB programmable
gain filter

B Frequency synthesizer (SYNTH)
B Associated bias/control (BIAS)
See Figure 7-1.

2.4/5 GHz

PRELIMINARY

(Y_) RF HWAS—RX [ Rx Radio | BB Filters
Switch oA X1 Tx Radio | in/out MUX Tx_Rx
(Y_) RF = iNAS—RX Ry R+adio BB Filters >
Switch oAl X1 Tx Radio | in/out MUX Tx_Rx
7Y
Frequency Ref CLK

Synthesizers |~

| Bias/Control

|<—> Control

AR9344

Figure 7-1. Radio Functional Block Diagram
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7.1 Receiver (Rx) Block

The receiver converts an RF signal (with 20
MHz or 40 MHz bandwidth) to baseband I and
Q outputs. The dual band receiver operates in
the 2.4 GHz and 5 GHz bands to support CCK
and OFDM signals for 802.11a, 802.11b, 802.11g,
and 802.11n.

The 2.4 GHz receiver implements a direct-
conversion architecture. The 5 GHz receiver
implements a dual-conversion architecture that
eliminates the need for an external
intermediate frequency filter while providing
the advantages of traditional heterodyne
approaches.

The 2.4 GHz receiver consists of a low noise
amplifier (LNA), a pair of quadrature radio
frequency (RF) mixers, and in-phase (I) and
quadrature (Q) baseband programmable gain
filter /amplifiers (PGA). The mixers convert the
output of the on-chip LNA to baseband I and Q
signals. The I and Q signals are low-pass
filtered and amplified by a baseband
programmable gain filter controlled by digital
logic. The baseband signals are sent to the ADC
within the MAC/Baseband processor.

The 5 GHz receiver consists of an LNA, a RF
variable gain amplifier (VGA), quadrature RF
and intermediate frequency (IF) mixers, and I
and Q baseband PGA. The mixer(s) convert the
output of the RF VGA to baseband I and Q
signals. The I and Q signals are low-pass
filtered and amplified by a baseband
programmable gain filter controlled by digital
logic. The baseband signals are sent to the ADC
within the MAC/Baseband processor.

The DC offset of the receive chain is reduced
using multiple DACs controlled by the MAC/
Baseband processor. Additionally, the receive
chain can be digitally powered down to
conserve power.

From
Antenna

. 2 ; RF IF
RFin Mixer | | Mixer

Rxout I
D]>! > To Baseband
Baseband
Programmable
Gain Filter

Rxout_Q

Iz

A

Receive Chain

Figure 7-2. Radio Receive Chain Block Diagram
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7.2 Transmitter (Tx) Block

The transmitter converts baseband I and Q
inputs to 2.4/5 GHz RF outputs as shown in
Figure 7-3. The inputs to the transmitter are
current outputs of the I and Q DAC within the
MAC/Baseband processor. These currents are
low-pass filtered through an on-chip
reconstruction filter to remove spectral images
and out-of-band quantization noise.

The I and Q signals are converted to RF signals

using an integrated up-conversion architecture.

For 2.4 GHz transmitter, the baseband I and Q
signals are up-converted directly to RF using a
pair of quadrature mixers. For 5 GHz
transmitter, the baseband I and Q signals are
up-converted to RF using a pair of IF
quadrature mixers and a pair of RF quadrature
mixers. The up-converted RF signals are driven
off-chip through a power amplifier.

PRELIMINARY

The transmit chain can be digitally powered
down to conserve power. To ensure that the
FCC limits are observed and the output power
stays close to the maximum allowed, the
transmit output power is adjusted by a
digitally programmed control loop at the start
of each packet. The AR9344 provides an open
loop power control based on an on-chip
temperature sensor.

Txin_I— >
Reconstruction IF RF RFout
From Filter Mixer | | Mixer _%
Baseband Txin_Q— > .
Amplifier
Driver

Transmit Chain

Figure 7-3. Radio Transmit Chain Block Diagram
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7.3 Synthesizer (SYNTH) Block

The radio supports an on-chip synthesizer to
generate local oscillator (LO) frequencies for
the receiver and transmitter mixers. The
synthesizer has the topology shown in

Figure 7-4. The AR9344 generates the reference
input from a 40 MHz crystal for the
synthesizer. An on-chip voltage controlled
oscillator (VCO) provides the desired LO signal
based on a phase locked loop.

Phase

. To Local

" Oscillator

Reference Input || Charge
from MAC/BB o Treduency = o veo
Detector
Loop Filter
(on-chip)
Divider
Synthesizer

Channel Select

Figure 7-4. Radio Synthesizer Block Diagram

7.4 Bias/Control (BIAS) Block

The bias/control block provides the reference
voltages and currents for all other circuit blocks
(see Figure 7-5). An on-chip bandgap reference
circuit provides the needed voltage and current
references based on an external 6.19 KQ +1%
resistor.

Bias Reference Biasing
Resistor
——»
Control Interface Control [ >
From Baseband Registers :
—»

Figure 7-5. Bias/Control Block Diagram
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8. Register Descriptions

These sections describe the internal registers
for the various AR9344 blocks.

Table 8-1. CPU Mapped Registers Summary

PRELIMINARY

Table 8-1 summarizes the CPU mapped

registers for the AR9344.

Address Description Page
0x18000000-0x18000128 DDR Registers page 116
0x18020000-0x18020018 UARTO (Low-Speed) Registers page 125
0x18040000-0x1804006C GPIO Registers page 130
0x18050000-0x18050048 PLL Control Registers page 138
0x18060000—-0x1806405C Reset Control Registers page 146
0x18070000-0x18070010 GMAC Interface Registers page 153
0x18080000-0x1808305C GMACO Ingress NAT /Egress NAT Registers page 155

0x180A0000-0x180A006C MBOX Registers page 189
0x180A9000-0x180A9024 SLIC Registers page 200
0x180B0000-0x180B0018 Stereo Registers page 204
0x180B8000-0x180B8024 MDIO Registers page 208
0x180C0000-0x180F005C PCIE RC Registers page 209
0x18100008-0x18100104 WDMA Registers page 218
0x18100800-0x18100A44 WQCU Registers page 234
0x18101000-0x18101F04 WDCU Registers page 241
0x18107000-0x18107058 RTC Registers page 246
0x18108000—-0x1810E000 WPCU Registers page 252
0x180C0000-0x180C003E PCIE Configuration Space Registers page 286
0x18400000-0x18400054 Checksum Registers page 293
0x18500000-0x18500010 UART]1 (High-Speed) Registers page 299
0x19000000-0x190001D8 GMACO0/GMACI Registers page 303
0x1A000000-0x1A0001D8
0x1B000100-0x1B00017C USB Controller Registers page 358
0x1B000200-0x1B0002B4 NAND Flash Registers page 387
0x18127800-0x18127D18, PCIE EP DMA Registers page 402
0x00000000-0x00000F18
0x1FFF0000-0x1FFF0018 Serial Flash SPI Registers page 409
0x0000-0x00FC Ethernet Switch Registers page 412

0x0100-0x0124

Atheros Communications, Inc.
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8.1 DDR Registers
Table 8-1 summarizes the DDR registers for the

AR9344.

Table 8-2. DDR Registers Summary

Address Name Description Page
0x18000000 DDR_CONFIG DDR DRAM Configuration page 117
0x18000004 DDR_CONFIG2 DDR DRAM Configuration 2 page 117
0x18000008 DDR_MODE_REGISTER DDR Mode Value page 117
0x1800000C | DDR_EXTENDED_MODE_REGISTER DDR Extended Mode Value page 118
0x18000010 DDR_CONTROL DDR Control page 118
0x18000014 DDR_REFRESH DDR Refresh Control and Configuration | page 118
0x18000018 DDR_RD_DATA_THIS_CYCLE DDR Read Data Capture Bit Mask page 118
0x1800001C TAP_CONTROL_0 DQS Delay Tap Control for Byte 0 page 119
0x18000020 TAP_CONTROL_1 DQS Delay Tap Control for Byte 1 page 119
0x18000024 TAP_CONTROL_2 DQS Delay Tap Control for Byte 2 page 119
0x18000028 TAP_CONTROL_3 DQS Delay Tap Control for Byte 3 page 120
0x1800009C DDR_WB_FLUSH_GMAC0 GMACO Interface Write Buffer Flush | page 120
0x180000A0 DDR_WB_FLUSH_GMAC1 GMACT Interface Write Buffer Flush | page 120
0x180000A4 DDR_WB_FLUSH_USB USB Interface Write Buffer Flush page 121
0x180000A8 DDR_WB_FLUSH_PCIE PCIE Interface Write Buffer Flush page 121
0x180000AC DDR_WB_FLUSH_WMAC WMAC Interface Write Buffer Flush | page 121
0x180000B0 DDR_WB_FLUSH_SRC1 SRC1 Interface Write Buffer Flush page 121
0x180000B4 DDR_WB_FLUSH_SRC2 SRC2 Interface Write Buffer Flush page 121
0x180000B8 DDR_DDR2_CONFIG DDR2 Configuration page 122
0x180000BC DDR_EMR2 DDR Extended Mode 2 Value page 122
0x180000C0 DDR_EMR3 DDR Extended Mode 3 Value page 122
0x180000CC AHB_MASTER_TIMEOUT_MAX AHB Master Timeout Control page 122
0x180000D0 AHB_MASTER_TIMEOUT_CURNT AHB Timeout Current Count page 123
0x180000D4 | AHB_MASTER_TIMEOUT_SLAVE_ADDR Timeout Slave Address page 123
0x18000108 DDR_CTL_CONFIG DDR Control Configuration page 123
0x18000110 DDR_SF_CTL DDR Self Refresh page 124
0x18000114 SF_TIMER DDR Self Refresh Timer page 124
0x18000128 WMAC_FLUSH WMAC Flush page 124
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8.1.1 DRR DRAM Configuration (DDR_CONFIG)

Address: 0x18000000 This register is used to configure the DDR
Access: Read /Write DRAM parameters.
Reset: See field description
Bit Bit Name Reset | Description
31 | CAS_LATENCY_MSB| 0x0 |DRAM CAS latency parameter MSB rounded up in memory core clock
cycles
30 RES 0x1 |Reserved

29:27 CAS_LATENCY 0x6 | DRAM CAS latency parameter (first 3 bits) rounded up in memory core
clock cycles. CAS_LATENCY is used by the hardware to estimate the
internal DDR clock latency of a read. It should be greater than or equal to
GATE_OPEN_LATENCY as specified in the DDR_CONFIG2 register.
The value of this register should be memory cas_latency * 2 or
cas_latency * 2+1/2/3.

26:23 TMRD 0xF | DRAM tMRD parameter rounded up in memory core clock cycles
22:17 TRFC 0x1F | DRAM tRFC parameter rounded up in memory core clock cycles
16:13 TRRD 0x4 | DRAM tRRD parameter rounded up in memory core clock cycles
12:9 TRP 0x6 | DRAM tRP parameter rounded up in memory core clock cycles
8:5 TRCD 0x6 | DRAM tRCD parameter rounded up in memory core clock cycles
4:0 TRAS 0x10 | DRAM tRAS parameter rounded up in memory core clock cycles

8.1.2 DDR DRAM Configuration 2 (DDR_CONFIG2)

Address: 0x18000004
Access: Read /Write
Reset: See field description

Bit Bit Name Reset | Description
31:30 RES — | Reserved

29:26 | GATE_OPEN_LATENCY | 0x6 |DRAM gate open latency parameter rounded up in memory
core clock cycles

25:21 TWTR OxE | DRAM tWTR parameter rounded up in memory core clock cycles

20:17 TRTP 0x8 | DRAM read to precharge parameter rounded up in memory core
clock cycles. The normal value is two clock cycles.

16:12 TRTW 0x10 | DRAM tRTW parameter rounded up in memory core clock cycles.

The value should be calculated as CAS LATENCY + BURST
LENGTH + BUS TURN AROUND TIME.

11:8 TWR 0x6 | DRAM tWR parameter rounded up in memory core clock cycles
7 CKE 0x1 |DRAM CKE bit
6:0 RES 0x28 |Reserved

8.1.3 DDR Mode Value (DDR_MODE_REGISTER)

Address: 0x18000008 This register is used to set the DDR mode
Access: Read /Write register value.
Reset: See field description
Bit Bit Name Reset | Description
31:13 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
12:0 VALUE 0x133 | Mode register value. Reset to CAS 3, BL=8, sequential, DLL reset off.
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8.1.4 DDR Extended Mode (DDR_EXTENDED_MODE_REGISTER)

Address: 0x1800000C This register is used to set the extended DDR
Access: Read /Write mode register value.
Reset: See field description
Bit Bit Name Reset | Description
31:13 RES 0x0 |Reserved. Must be written with zero. Contains zeros when read.
12:0 VALUE 0x2 | Extended mode register value. Reset to weak driver, DLL on.

8.1.5 DDR Control (DDR_CONTROL)

Address: 0x18000010 This register is used to force update cycles in
Access: Read /Write the DDR control.
Reset: 0x0

Bit Bit Name | Description
31:6 RES Reserved
5 EMR3S | Forces an EMR3 update cycle
4 EMR2S | Forces an EMR2 update cycle
3 PREA Forces a PRECHARGE ALL cycle
2 REF Forces an AUTO REFRESH cycle
1
0

EMRS | Forces an EMRS update cycle
MRS Forces an MRS update cycle

8.1.6 DDR Refresh Control and Configuration (DDR_REFRESH)

Address: 0x18000014 This register is used to configure the settings to
Access: Read /Write refresh the DDR,
Reset: See field description

Bit Bit Name Reset |Description

31:15 RES 0x0 | Reserved
14 ENABLE 0x0 | Setting this bit to one will enable a DDR refresh
13:0 PERIOD 0x12C | Sets the refresh period intervals with respect to the ref clock (25 MHz/40
MHz)

8.1.7 DDR Read Data Capture Bit Mask (DDR_RD_DATA_THIS_CYCLE)

Address: 0x18000018 This register is used to set the parameters to
Access: Read /Write read the DDR and capture bit masks.
Reset: See field description

Bit Bit Name | Reset | Description

31:0 VEC OxFF | DDR read and capture bit mask. Each bit represents a cycle of valid data. Set

to OxFF for 32 bit wide memory systems and OxFFFF for 16 bit wide memory
systems. Set to OXFFFF_FFFF for SDRAM x16 mode.
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8.1.8 DQS Delay Tap Control for Byte 0 (TAP_CONTROL_0)

Address: 0x1800001C
Access: Read /Write

Reset: See field description

This register is used along with DQ Lane 0,
DQI7:0], DQS_0.

Bit Bit Name Reset |Description
31:17 RES 0x0 |Reserved

16 TAP_H_BYPASS 0x0 | Set to 1 to bypass the higher 4-level coarse delay line
15:10 RES 0x0 | Reserved

9:8 TAP_H 0x0 | Tap setting for higher 4-level coarse delay line

7:5 RES 0x0 | Reserved

4:0 TAP_L 0x5 | Tap setting for lower 4-level coarse delay line

8.1.9 DQS Delay Tap Control for Byte 1 (TAP_CONTROL_1)

Address: 0x18000020
Access: Read /Write

Reset: See field description

This register is used along with DQ Lane 1,
DQJ[15:8], DQS_1.

Bit Bit Name Reset | Description
31:17 RES 0x0 |Reserved
16 TAP_H_ BYPASS 0x0 | Set to 1 to bypass the higher 32-level delay chain
15:10 RES 0x0 |Reserved
9:8 TAP_H 0x5 | Tap setting for higher 4-level coarse delay line
7:5 RES 0x0 |Reserved
4:0 TAP_L 0x5 | Tap setting for lower 32-level delay chain

8.1.10 DQS Delay Tap Control for Byte 2 (TAP_CONTROL_2)

Address: 0x18000024
Access: Read /Write

Reset: See field description

This register is used along with DQ Lane 2,
DQ[23:16], DQS_2.

Bit Bit Name Reset | Description
31:17 RES 0x0 | Reserved

16 TAP_H_ BYPASS 0x0 | Set to 1 to bypass the higher 4-level coarse delay line
15:10 RES 0x0 | Reserved

9:8 TAP_H 0x5 | Tap setting for higher 4-level coarse delay line

7:5 RES 0x0 | Reserved

4:0 TAP_L 0x5 | Tap setting for lower 4-level coarse delay line
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8.1.11 DQS Delay Tap Control for Byte 3 (TAP_CONTROL_3)

Address: 0x18000028 This register is used along with DQ Lane 3,
Access: Read /Write DQI[31:24], DQS_3.
Reset: See field description
Bit Bit Name Reset |Description
31:17 RES 0x0 |Reserved
16 TAP_H_ BYPASS 0x0 |Setto 1 to bypass the higher 4-level coarse delay line
15:10 RES 0x0 | Reserved
9:8 TAP_H 0x5 | Tap setting for higher 4-level coarse delay line
7:5 RES 0x0 | Reserved
4:0 TAP_L 0x5 | Tap setting for lower 4-level coarse delay line

8.1.12 GMACO Interface Write Buffer Flush (DDR_WB_FLUSH_GMACO)

Address: 0x1800009C This register is used to flush the write buffer for
Access: Read /Write the GMACO interface.
Reset: 0x0
Bit Bit Name |Description
31:1 RES Reserved. Must be written with zero. Contains zeros when read.
0 FLUSH Set this bit to 1 to flush the write buffer for the GMACO interface. This bit will reset to
0 when the flush is complete.

8.1.13 GMAC1 Interface Write Buffer Flush (DDR_WB_FLUSH_GMAC1)

Address: 0x180000A0 This register is used to flush the write buffer for
Access: Read /Write the GMACT interface.
Reset: 0x0

Bit Bit Name | Type Reset |Description

31:1 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.

0 FLUSH RW 0x0 Set this bit to 1 to flush the write buffer for the GMACI1 interface.
This bit will reset to 0 when the flush is complete.

8.1.14 USB Interface Write Buffer Flush (DDR_WB_FLUSH_USB)

Address: 0x180000A4 This register is used to flush the write buffer for
Access: Read /Write the USB interface.
Reset: 0x0
Bit Bit Name | Type | Reset |Description
31:1 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.
0 FLUSH RW 0x0 Set this bit to 1 to flush the write buffer for the USB interface. This

bit will reset to 0 when the flush is complete.
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8.1.15 PCIE Interface Write Buffer Flush (DDR_WB_FLUSH_PCIE)

Address: 0x180000A8

This register is used to flush the write buffer for

Access: Read /Write the PCIE interface.
Reset: 0x0
Bit Bit Name | Type Reset |Description
31:1 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.
0 FLUSH RW 0x0 Set this bit to 1 to flush the write buffer for the PCIE interface.
This bit will reset to 0 when the flush is complete.

8.1.16 WMAC Interface Write Buffer Flush (DDR_WB_FLUSH_WMAC)

Address: 0x180000AC

This register is used to flush the write buffer for

Access: Read /Write the WMAC interface.
Reset: 0x0
Bit Bit Name | Type Reset |Description
31:1 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.
0 FLUSH RW 0x0 Set this bit to 1 to flush the write buffer for the WMAC interface.
This bit will reset to 0 when the flush is complete.

8.1.17 SRC1 Interface Write Buffer Flush (DDR_WB_FLUSH_SR(1)

Address: 0x180000B0

Access: Read /Write

This register is used to flush the write buffer for
the SRC1 (PCIE EP) interface.

Reset: 0x0
Bit Bit Name | Type Reset |Description
31:1 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.
0 FLUSH RW 0x0 Set this bit to 1 to flush the write buffer for the SRC1 interface.
This bit will reset to 0 when the flush is complete.

8.1.18 SR(2 Interface Write Buffer Flush (DDR_WB_FLUSH_SRC2)

Address: 0x180000B4

Access: Read /Write

This register is used to flush the write buffer for
the SRC2 (checksum engine) interface.

Reset: 0x0
Bit Bit Name | Type Reset |Description
31:1 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.
0 FLUSH RW 0x0 Set this bit to 1 to flush the write buffer for the SRC2 interface.

This bit will reset to 0 when the flush is complete.
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8.1.19 DDR2 Configuration (DDR_DDR2_CONFIG)

Address: 0x180000B8
Access: Read /Write
Reset: 0x0858

Bit Bit Name Type RW | Description
31:14 RES RO 0x0  |Reserved
13:10 DDR2_TWL RW 0x1 | Delays driving the data signals for writing commands with
respect to command issue by TWL DDR clocks
9:8 RES RO 0x0 | Reserved
7:2 DDR2_TFAW RW 0x16 | tFAW parameter in core DDR_CLK cycles
1 RES RW 0x0 | Reserved
0 ENABLE_DDR RW 0x0 0 |DDR1
1 |DDR2

8.1.20 DDR EMR2 (DDR_EMR2)

Address: 0x180000BC
Access: Read /Write

This register is used set the extended mode
register 2 value.

Reset: 0x0
Bit Bit Name Type Reset |Description
31:13 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.
12:0 VALUE RW 0x0 Extended mode register 2 value, reset to weak driver, DLL on
8.1.21 DDR EMR3 (DDR_EMR3)
Address: 0x180000C0 This register is used set the extended mode
Access: Read /Write register 3 value.
Reset: 0x0
Bit Bit Name | Type | Reset |Description
31:13 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.
12:0 VALUE RW 0x0 | Extended mode register 3 value, reset to weak driver, DLL on

8.1.22 AHB Master Timeout Control (AHB_MASTER_TIMEOUT_MAX)

Address: 0x180000CC
Access: Read /Write

This register specifies the maximum timeout
value of the AHB master control.

Reset: 0x0
Bit Bit Name | Type | Reset |Description
31:20 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.
19:0 VALUE RW 0x8000 | Maximum time out value
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8.1.23 AHB Timeout Current Count (AHB_MASTER_TIMEOUT_CURNT)

Address: 0x180000D0 This register specifies the current AHB timeout
Access: Read /Write value.
Reset: 0x0

Bit Bit Name | Type | Reset |Description
31:20 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.
19:0 VALUE RO 0x0 Current time out value

8.1.24 Timeout Slave Address (AHB_MASTER_TIMEOUT_SLV_ADDR)

Address: 0x180000D4 This register specifies the maximum timeout
Access: Read /Write value to access the slave address space.
Reset: 0x0

Bit Bit Name | Type | Reset |Description
31:.0 ADDR RO 0x0 | Maximum time out value

8.1.25 DDR Controller Configuration (DDR_CTL_CONFIG)

Address: 0x18000108 This register specifies the control bits for the
Access: Read /Write DDR.
Reset: 0x0

Bit Bit Name Type | Reset | Description

31:30 SDRAM_TSEL RW 0x1 |Should not be modified.

29:21 | CLIENT_ACTIVITY | RO 0x0 | Indicates if there is currently any activity in each of the AHB/
AXI/OCP clients connected to the DDR

20:2 RES RW | 0x43 |Reserved
1 HALF_WIDTH RW | 0x1 |Setto one for x16 DDR configurations
0 |SDRAM_MODE_EN | RW | 0x0 |SDRAM interface enable
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8.1.26 DDR Self Refresh Control (DDR_SF_CTL)

Address: 0x18000110 This register specifies the settings for the DDR
Access: Read /Write self refresh mode.
Reset: 0x0

Bit Bit Name Type | Reset | Description

31 |EN_SELF_REFRESH| RW 0x0 | Setting this bit will initiate entering self refresh mode. This bit can
be cleared by S/W or H/W if the auto exit is enabled

30 |EN_AUTO_SF_EXIT| RW | 0x0 |Setting this bit will initiate exiting self refresh mode upon request
from any AHB/AXI master

29 CUR_SR_STATE RO 0x0 |Indicates if the DDR is currently in self refresh mode
28 CUR_CKE_STATE | RO 0x0 |Indicates if the DDR CKE is high or low

27 EN_SF_CLK_ RW | 0x0 |Setting this bit gates CK_P and CK_N during self refresh mode
GATING
26:25 | CKE_GATE_DLY_ RW 0x0 | Determines the delay of the CKE assertion from CK_P and stops
SEL gating when exiting self refresh mode
24:21 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.
20:18 | NO_ACTIVITY_ RO 0x0 |Indicates the duration on no activity in the AHB/AXI clients of
CNTR the DDR in terms of the DDR refresh period
17:8 TXSRD RW | 0x1C2 | Indicates XSND parameter of the memory in the number of
DDR_CLKs
7:0 TXSNR RW | 0x3C | Indicates XSNR parameter of the memory in the number of
DDR_CLKs

8.1.27 Self Refresh Timer (SF_TIMER)

Address: 0x18000114 This register specifies the DDR refresh periods
Access: Read /Write for self refresh mode.
Reset: 0x0
Bit Bit Name Type | Reset | Description
31:16 RF_OUT _DPR_ RO 0x0 | Indicates the number of DDR_REFRESH_PERIODs for which
COUNT HW remained out of the self refresh mode
15:0 IN_RF_DPR_ RO 0x0 | Indicates the number of DDR_REFRESH_PERIODs for which
COUNT HW remained in self refresh mode

8.1.28 WMAC Flush (WMAC_FLUSH)

Address: 0x18000128 This register specifies the settings for the
Access: Read /Write WMAC Flush.
Reset: 0x0

Bit Bit Name | Type | Reset | Description

31:10 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.

9 DONE RW 0x0 | Set to 1 by HW after the flush is completed and the adapter is ready. SW
clears it back to 0.

8:1 DDR_CLK_ | RW | 0x28 |Number of DDR clocks to count down after the last grant, ensuring all

CNTR I/0 reads are completed. The worst case value is for the SDRAM
0 FORCE RW 0X0 |Set to 1 by SW to start AXI flush. HW clears it back to 0
124 e AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC Atheros Communications, Inc.

December 2010 COMPANY CONFIDENTIAL



PRELIMINARY

8.2 UARTO (Low-Speed) Registers

Table 8-3 summarizes the UARTO registers for
the AR9344.

Table 8-3. UARTO (Low-Speed) Registers Summary

Address Name Description Page
0x18020000 RBR Receive Buffer page 125
0x18020000 THR Transmit Holding page 125
0x18020000 DLL Divisor Latch Low page 126
0x18020004 DLH Divisor Latch High page 126
0x18020004 IER Interrupt Enable page 126
0x18020008 IR Interrupt Identity page 127
0x18020008 FCR FIFO Control page 127
0x1802000C LCR Line Control page 128
0x18020010 MCR Modem Control page 128
0x18020014 LSR Line Status page 129
0x18020018 MSR Modem Status page 129

8.2.1 Receive Buffer (RBR)

Address: 0x18020000 will be overwritten, resulting in an overrun
Access: Read-Only error. In FIFO mode (FIFO_MODE = 1), this
Reset: 0x0 register accesses the head of the receive FIFO. If

the receive FIFO is full and this register is not
read before the next data character arrives, then
the data already residing in the FIFO is full and
this register will be preserved but any
incoming data will be lost. An overrun error

This read-only register contains the data byte
received on the serial input port (SIN). The
data in this register is only valid if the Data
Ready (DR) bit in the Line Status Register
(LSR) is set. In the non-FIFO mode -
(FIFO_MODE = 0), the data in the RBR must be will also occur.
read before the next data arrives, otherwise it

Bit Bit Name Description
31:8 RES Reserved. Must be written with zero. Contains zeros when read.
7:0 RBR The receive buffer register value

8.2.2  Transmit Holding (THR)

Address: 0x18020000 writing a single character to the THR clears the
Access: Write-Only THRE. Any additional writes to the THR
Reset: 0x0 before the THRE is set again causes the THR

data to be overwritten. If FIFOs are enabled
and the THRE is set, up to sixteen characters of
data may be written to the THR before the
FIFO is full. Attempting to write data when the
FIFO is full results in the write data being lost.

This write-only register contains data to be
transmitted on the serial port (sgy). Data can
be written to the THR any time the THR Empty
(THRE) bit of the Line Status Register is set. If
FIFOs are not enabled and the THRE is set,

Bit Bit Name Description
31:8 RES Reserved. Must be written with zero. Contains zeros when read.
7:0 THR The transmit buffer value
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8.2.3  Divisor Latch Low (DLL)

Address: 0x18020000
Access: Read /Write
Reset: 0x0

This register, in conjunction with the “Divisor
Latch High (DLH)” register forms a 16-bit,
read/write, Divisor Latch register that contains
the baud rate divisor for the UARTO. It is

accessed by first setting the DLAB bit (bit [7])
in the “Line Control (LCR)” register. The
output baud rate is equal to the input clock
frequency divided by sixteen times (*16) the
value of the baud rate divisor:

baud = (clock freq)/ (16 * divisor)

Bit Bit Name Type | Reset | Description
31:8 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.
7:0 DLL RW 0x0 | Divisor latch low

8.2.4  Divisor Latch High (DLH)

Address: 0x18020004
Access: Read /Write
Reset: 0x0

This register, in conjunction with the “Divisor
Latch Low (DLL)” register forms a 16-bit,
read/write, Divisor Latch register that contains
the baud rate divisor for the UARTO. It is

accessed by first setting the DLAB bit (bit [7])
in the “Line Control (LCR)” register. The
output baud rate is equal to the input clock
frequency divided by sixteen times (*16) the
value of the baud rate divisor:

baud = (clock freq)/ (16 * divisor)

Bit Bit Name Description
31:8 RES Reserved. Must be written with zero. Contains zeros when read.
7:0 DLH Divisor latch high

8.2.5  Interrupt Enable (IER)

Address: 0x18020004
Access: Read /Write

This register contains four bits that enable the
generation of interrupts.

Reset: 0x0
Bit Bit Name Description
31:4 RES Reserved. Must be written with zero. Contains zeros when read.
3 EDDSI Enable modem status interrupt
2 ELSI Enable receiver line status interrupt
1 ETBEI Enable register empty interrupt
0 ERBFI Enable received data available interrupt
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8.2.6  Interrupt Identity (IIR)

Address: 0x18020008 This register identifies the source of an
Access: Read-Only interrupt. The two upper bits of the register are
Reset: 0x0 FIFO-enabled bits.

Bit Bit Name Description

31:8 RES Reserved

7:6 FIFO_STATUS | FIFO enable status bits

00 | FIFO disabled
11 FIFO enabled

5:4 RES Reserved. Must be written with zero. Contains zeros when read.

3:0 11D Used to identify the source of the interrupt

0000 | Modem status changed

0001 |No interrupt pending
0010 | THR empty
0100 |Received data available

0110 | Receiver status

1100 | Character time out

8.2.7  FIFO Control (FCR)

Address: 0x18020008 If FIFO mode is 0, this register has no effect. If
Access: Write-Only FIFO mode is 1, this register will control the
Reset: 0x0 read and write data FIFO operation and the

mode of operation for the DMA signals

This register sets the parameters for FIFO TXRDY N and RXRDY N.

control. This register will also return current

time values. If FIFO mode is enabled (FIFO mode = 1 and
bit [0] is set to 1), bit [3], bit [6], and bit [7] are
active.
Bit Bit Name Description
31:8 RES Reserved
7:6 RCVR_TRIG Sets the trigger level in the receiver FIFO for both the RXRDY_N signal and the

Enable received data available interrupt (ERBFI)
00 |1 byte in FIFO

01 |4 bytes in FIFO

10 |8 bytes in FIFO

11 |14 bytes in FIFO

5:4 RES Reserved

3 DMA_MODE This bit determines the DMA signalling mode for TXRDY_N and RXRDY_N
output signals

2 XMIT_FIFO_RST | Writing this bit resets and flushes data in the transmit FIFO
RCVR_FIFO_RST | Writing this bit resets and flushes data in the receive FIFO

0 FIFO_EN Setting this bit enables the transmit and receive FIFOs. The FIFOs are also reset
any time this bit changes its value.
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8.2.8

Address: 0x1802000C
Access: Read /Write

Line Control (LCR)

This register controls the format of the data that
is transmitted and received by the UARTO

Reset: 0x0 controller.
Bit Bit Name | Description
31:8 RES Reserved

7 DLAB The divisor latch address bit. Setting this bit enables reading and writing of the
“Divisor Latch Low (DLL)” and “Divisor Latch High (DLH)” registers to set
the baud rate of the UARTO. This bit must be cleared after the initial baud rate setup
in order to access the other registers.

6 BREAK Setting this bit sends a break signal by holding the SOUT line low (when not in
loopback mode, as determined by “Modem Control (MCR)” register bit [4]), until
the BREAK bit is cleared. When in loopback mode, the break condition is internally
looped back to the receiver.

RES Reserved

4 EPS Used to set the even/odd parity. If parity is enabled, this bit selects between even
and odd parity. If this bit is a logic 1, an even number of logic 1s are transmitted or
checked. If this bit is a logic 0, an odd number of logic 1s are transmitted or checked.

PEN Used to enable parity when set
STOP Used to control the number of stop bits transmitted. If this bit is a logic 0, one-stop
bit is transmitted in the serial data. If this bit is a logic 1 and the data bits are set to 5,
one and a half stop bits are generated. Otherwise, two stop bits are generated and
transmitted in the serial data out.
1:0 CLS Used to control the number of bits per character
00 5 bits
01 6 bits
10 7 bits
11 8 bits
8.2.9  Modem Control (MCR)
Address: 0x18020010 This register controls the interface with the
Access: Read /Write modem.
Reset: See field description
Bit Bit Name | Reset | Description
31:6 RES 0x0 |Reserved
5 LOOPBACK | 0x1 | When set, the data on the SOUT line is held HIGH, while the serial data output
is looped back to the SIN line, internally. In this mode, all the interrupts are
fully functional. This feature is also used for diagnostic purposes.
The modem control inputs (DSR_L, CTS_L, RI_L, DCD_L) are disconnected
and the four modem control outputs (DTR_L, RTS_L, OUT1_L, OUT1_L) are
looped back to the inputs, internally.

4 RES 0x0 |Reserved

3 OuUT2 0x1 | Used to drive the UARTO output UARTO_OUT2_L

2 OuT1 0x1 | Used to drive the UARTO output UART0_OUT1_L

1 RTS 0x1 | Used to drive the UARTO output RTS_L

0 DTR 0x1 | Used to drive the UARTO output DTR_L. Not supported.
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8.2.10 Line Status (LSR)

Address: 0x18020014 This register contains the status of the receiver
Access: Read /Write and transmitter data transfers. This status may
Reset: 0x0 be read by the user at any time.

Bit | Bit Name |Description
31:8 RES Reserved

7 FERR |The error in receiver FIFO bit. This bit is only active when the FIFOs are enabled. This bit is set
when there is at least one parity error, framing error or break in the FIFO. This bit is cleared
when the LSR is read AND the character with the error is at the top of the receiver FIFO AND
there are no subsequent errors in the FIFO.

6 TEMT | The transmitter empty bit. This bit is set in FIFO mode whenever the Transmitter Shift Register
and the FIFO are both empty. In non-FIFO mode, this bit is set whenever the Transmitter
Holding Register and the Transmitter Shift Register are both empty.

5 THRE |The transmitter holding register empty bit. When set, indicates the UARTO controller can accept
a new character for transmission. This bit is set whenever data is transferred from the THR to
the transmit shift register and no new data has been written to the THR. This also causes a
THRE Interrupt to occur, if enabled.

4 BI The break interrupt bit. This bit is set whenever the serial input (SIN) is held in a logic zero state
for longer than the sum of (start time + data bits + parity + stop bits). A break condition on SIN
causes one, and only one character, consisting of all zeros which will be received by the UARTO.
In FIFO mode, the character associated with the break condition is carried through FIFO and
revealed when the character reaches the top of FIFO. Reading the LSR clears the BI bit. In non-
FIFO mode, the BI direction occurs immediately and continues until the LSR has been read.

3 FE The framing error bit. This bit is set whenever there is a framing error in the receiver. A framing
error occurs when the receiver does not detect a valid STOP bit in the received data. In FIFO
mode, the framing error associated with the character received will come to the top of FIFO so it
can be noticed. The OE, PE and FE bits are reset when a read of the LSR is performed.

2 PE The parity error bit. This bit is set whenever there is a parity bit error in the receiver if the Parity
Enable (PEN) bit in the LCR is set. In FIFO mode, the parity error associated with the character
received will come to the top of FIFO so it can be noticed.

1 OE The overrun error bit. When set, indicates an overrun error occurred because a new data
character was received before the previous data was read. In non-FIFO mode, it is set when a
new character arrives in the receiver before the previous character has been read from the RBR.
In FIFO mode, an overrun error occurs when the FIFO is full and a new character arrives in the
receiver. The data in FIFO is retained and the data in the receive shift register is lost.

0 DR The data ready bit. When set, indicates that the receiver contains at least one character in the
RBR or the receiver FIFO. This bit is cleared when the RBR is read in the non-FIFO mode, or
when the receiver FIFO is empty when in FIFO mode.

8.2.11 Modem Status (MSR)

Address: 0x18020018 This register contains the current status of the
Access: Read /Write modem control input lines and notes whether
Reset: 0x0 they have changed.

Bit |Bit Name Description
31:8 RES Reserved

7 DCD |Contains information on the current state of the modem control lines; complement of DCD_L
6 RI Contains information on the current state of the modem control lines; complement of RI_L

5 DSR  |Contains information on the current state of the modem control lines; complement of DSR_L
4 CTS Contains information on the current state of the modem control lines; complement of CTS_L
3 DDCD |Notes whether modem control line DCD_L changed since the last time the CPU read the MSR
2 TERI |Indicates whether RI_L changed from an active low to inactive high since the last time MSR

was read
DDSR  |Notes whether DSR_L has changed since the last time the CPU read the MSR
0 DCTS |Notes whether CTS_L has changed since the last time the CPU read the MSR

[
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8.3 GPIO Registers

Table 8-4 summarizes the GPIO registers for

the AR9344.

Table 8-4. General Purpose I/0 (GPIO) Registers Summary

Address Name Description Page
0x18040000 GPIO_OE GPIO Output Enable page 131
0x18040004 GPIO_IN GPIO Input Value page 131
0x18040008 GPIO_OUT GPIO Output Value page 131
0x1804000C GPIO_SET GPIO Per Bit Set page 131
0x18040010 GPIO_CLEAR GPIO Per Bit Clear page 132
0x18040014 GPIO_INT GPIO Interrupt Enable page 132
0x18040018 GPIO_INT_TYPE GPIO Interrupt Type page 132
0x1804001C GPIO_INT_POLARITY GPIO Interrupt Polarity page 132
0x18040020 GPIO_INT_PENDING GPIO Interrupt Pending page 133
0x18040024 GPIO_INT_MASK GPIO Interrupt Mask page 133
0x18040028 GPIO_IN_ETH_SWITCH_LED GPIO Ethernet LED Routing Select page 133
0x1804002C GPIO_OUT_FUNCTIONO GPIO pins 0, 1, 2, 3 Output Multiplexing page 134
0x18040030 GPIO_OUT_FUNCTION1 GPIO pins 4, 5, 6, 7 Output Multiplexing page 134
0x18040034 GPIO_OUT_FUNCTION2 GPIO pins 8, 9, 10, 11 Output Multiplexing page 135
0x18040038 GPIO_OUT_FUNCTION3 GPIO pins 12, 13, 14, 15 Output Multiplexing | page 135
0x1804003C GPIO_OUT_FUNCTION4 GPIO pins 16, 17, 18, 19 Output Multiplexing | page 135
0x18040044 GPIO_IN_ENABLEOQ UARTO_SIN and SPI_DATA_IN Multiplexing | page 136
0x18040048 GPIO_IN_ENABLE1 12S Interface Multiplexing page 136
0x1804004C GPIO_IN_ENABLE2 ETH_RX related Multiplexing page 136
0x18040050 GPIO_IN_ENABLE3 External MDIO Multiplexing page 136
0x18040054 GPIO_IN_ENABLE4 SLIC Interface Multiplexing page 137
0x18040068 GPIO_IN_ENABLE9 UART1 Multiplexing page 137
0x1804006C GPIO_FUNCTION Controls JTAG, External MDIO in GPIO page 137
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8.3.1 GPIO Output Enable (GPIO_OE)

Address: 0x18040000
Access: Read /Write
Reset: 0x2F30B

Bit Bit Name Description
31:23 RES Reserved
22:0 OE Per bit output enable, where bit [22] sets GPIO22, bit [21] sets GPIO21, bit [20] sets
GPIO20, and so on.

0 The bit is used as output

1 Enables the bit as input

8.3.2 GPIO Input Value (GPIO_IN)

Address: 0x18040004
Access: Read-Only

Reset: 0x0
Bit Bit Name Description
31:23 RES Reserved
22:0 IN Current values of each of the GPIO pins, where bit[22] sets GP1022, bit [21]
sets GPIO21, bit [20] sets GPIO20, and so on.

8.3.3 GPIO Output Value (GPIO_OUT)

Address: 0x18040008
Access: Read-Only

Reset: 0x0
Bit Bit Name Description
31:23 RES Reserved
22:0 ouT Driver output value. If the corresponding bit in the GPIO_OE register is set to
0, the GPIO pin will drive the value in the corresponding bit of this register.

8.3.4 GPIO Per Bit Set (GPIO_SET)

Address: 0x1804000C
Access: Write-Only

Reset: 0x0
Bit Bit Name Description
31:23 RES Reserved
22:0 SET On a write, any bit that is set causes the corresponding GPIO bit to be set;
any bit that is not set will have no effect.
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8.3.5 GPIO Per Bit Clear (GPIO_CLEAR)

Address: 0x18040010
Access: Write-Only

Reset: 0x0
Bit Bit Name Description
31:23 RES Reserved
22:0 CLEAR On a write, any bit that is set causes the corresponding GPIO bit to be cleared;
any bit that is not set will have no effect.

8.3.6 GPIO Interrupt Enable (GPIO_INT)

Address: 0x18040014
Access: Read /Write
Reset: 0x0

Bit Bit Name Description
31:23 RES Reserved
22:0 INT Each bit that is set is considered an interrupt ORd into the GPIO interrupt
line.

8.3.7 GPIO Interrupt Type (GPIO_INT_TYPE)

Address: 0x18040018
Access: Read /Write
Reset: 0x0

Bit Bit Name Description
31:23 RES Reserved
22:0 TYPE Interrupt type
0 Indicates the bit is a edge-sensitive interrupt

1

Indicates the bit is an level-sensitive interrupt

8.3.8 GPIO Interrupt Polarity (GPIO_INT_POLARITY)

Address: 0x1804001C
Access: Read /Write
Reset: 0x0

Bit Bit Name Description
31:23 RES Reserved
22:0 POLARITY Interrupt polarity
0 Indicates that the interrupt is active low (level) or falling edge (edge)

1

Indicates that the interrupt is active high (level) or rising edge (edge)
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8.3.9 GPIO Interrupt Pending (GPIO_INT_PENDING)

Address: 0x18040020
Access: Read/Write (See field description)

Reset: 0x0
Bit Bit Name Description
31:23 RES Reserved
22:0 PENDING For each bit, indicates that an interrupt is currently pending for the particular
GPIO; for edge-sensitive interrupts, this register is read-with-clear.

8.3.10 GPIO Interrupt Mask (GPIO_INT_MASK)

Address: 0x18040024
Access: Read /Write

Reset: 0x0
Bit Bit Name Description
31:23 RES Reserved
22:0 MASK For each bit that is set, the corresponding interrupt in the register “GPIO
Interrupt Pending (GPIO_INT_PENDING)” is passed on to the central
interrupt controller.

8.3.11 GPIO Ethernet LED Routing Select (GPIO_IN_ETH_SWITCH_LED)

Address: 0x18040028 Selects routing of the signal indication groups
Access: Read-Only to the LED signals: activity, collision, link, or
Reset: 0x0 duplex.
Bit Bit Name Description
31:20 RES Reserved
19:15 LINK The current value of LED_LINK100n_O and LED_LINK10n_O
14:10 DUPL The current value of LED_DUPLEX#n_O
9:5 COLL The current value of LED_COLN#n_O
4:0 ACTV The current value of LED_ACTn_O
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NOTE: The GPIO_OUT_FUNCTION[5:0] registers, along with the “GPIO Output Enable (GPIO_OE)”
register, determine which internal signal is driven to the GPIO pins. Each 32-bit GPIO_OUT_FUNCTIONx
register has select values for four GPIO pins (8 bits each). Each signal to output through the GPIO pin has
a select value programmed in the particular GPIO field through which it is output (see Table 2-11,

“Default GPIO Signals,” on page 52).

These defaults are the default signal settings on the GPIO pin. On reset, GPIO[17:0] are configured with

these default settings.

Apart from JTAG, all signals can use any GPIO and can use GPIO[3:0] by setting the DISABLE_JTAG bit to 1
in the “GPIO Function (GPIO_FUNCTION)” register. A value of zero in these fields selects the signal

from the “GPIO Output Value (GPIO_OUT)” register.

8.3.12 GPIO Function 0 (GPIO_OUT_FUNCTIONO)

Address: 0x1804002C
Access: Read /Write

MUX values for GPIO[3:0].
Note that JTAG pins are available only in

Reset: 0x0 GPIO[3:0].
Default
Bit Bit Name GPIO Function Description
31:24 | ENABLE_GPIO_3 | GPIO3 TMS Selected programmed value is available in GPIO3
23:16 | ENABLE_GPIO_2 | GPIO2 TDO Selected programmed value is available in GPIO2
15:8 ENABLE_GPIO_1 | GPIO1 TDI Selected programmed value is available in GPIO1
7:0 ENABLE_GPIO_0 | GPIOO TCK Selected programmed value is available in GPIO0

8.3.13 GPIO Function 1 (GPIO_OUT_FUNCTION1)

Address: 0x18040030 MUX values for GPIO[7:4].
Access: Read /Write
Reset: 0x0
Default
Bit Bit Name GPIO Function Description
31:24 ENABLE_GPIO_7 | GPIO?7 SPI_MOSI Selected programmed value is available in GPIO7
23:16 | ENABLE_GPIO_6 | GPIO6 SPI_CLK Selected programmed value is available in GPIO6
15:8 ENABLE_GPIO_5 | GPIO5 SPI_CS0 Selected programmed value is available in GPIO5

7:0 ENABLE_GPIO_4 | GPIO4

CLK_OBs4lll

Selected programmed value is available in GPIO4

[1]See Table 8.3.23, “GPIO Function (GPIO_FUNCTION),” on page 137 for clock signals that can be ob-

served through GPIO pins.
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8.3.14 GPIO Function 2 (GPIO_OUT_FUNCTIONZ2)

Address: 0x18040034 MUX values for GPIO[11:8].
Access: Read /Write
Reset: 0x0
Default
Bit Bit Name GPIO Function Description

31:24 | ENABLE_GPIO_11 | GPIO11 Reserved Selected programmed value is available in GPIO11
23:16 | ENABLE_GPIO_10 | GPIO10 | UARTO_SOUT |Selected programmed value is available in GPIO10
15:8 ENABLE_GPIO_9 | GPIO9 UARTO_SIN | Selected programmed value is available in GPIO9
7:0 ENABLE_GPIO_8 | GPIOS SPI_MISO Selected programmed value is available in GPIO8

8.3.15 GPIO Function 3 (GPIO_OUT_FUNCTION3)

Address: 0x18040038 MUX values for GPIO[15:12].
Access: Read /Write
Reset: 0x0
Default
Bit Bit Name GPIO Function Description

31:24 | ENABLE_GPIO_15 | GPIO15 Reserved Selected programmed value is available in GPIO15
23:16 | ENABLE_GPIO_14 | GPIO14 Reserved Selected programmed value is available in GPIO14
15:8 | ENABLE_GPIO_13 | GPIO13 Reserved Selected programmed value is available in GPIO13

7:0 ENABLE_GPIO_12 | GPIO12 Reserved Selected programmed value is available in GPIO12

8.3.16 GPIO Function 4 (GPIO_OUT_FUNCTION4)

Address: 0x1804003C MUX values for GPIO[19:16].
Access: Read /Write
Reset: 0x0
Default
Bit Bit Name GPIO Function Description
31:24 | ENABLE_GPIO_19 | GPIO19 — Selected programmed value is available in GPIO19
23:16 | ENABLE_GPIO_18 | GPIO18 — Selected programmed value is available in GPIO18
15:8 ENABLE_GPIO_17 | GPIO17 Reserved Selected programmed value is available in GPIO17
7:0 ENABLE_GPIO_16 | GPIO16 Reserved Selected programmed value is available in GPIO16
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NOTE: The GPIO_IN_ENABLE[9:0] registers, along with the “GPIO Output Enable (GPIO_OE)” register,
drive internal logic. The registers indicate through which GPIO pins the particular input signal is available.
Program the GPIO pin number through which these signals are input.

See Table 2-13, “GPIO Input Select Values,” on page 55.

NOTE: Apart from JTAG, all signals listed in Table 2-13 can use any GPIO. GPIO[3:0] can be used by
setting the DISABLE_JTAG bit to 1 in the “GPIO Function (GPIO_FUNCTION)” register.

8.3.17 GPIO In Signals 0 (GPIO_IN_ENABLEO)

Address: 0x18040044 Program the GPIO pin number through which
Access: Read /Write these signals are input. Legal values for this
Reset: See field description register are 0-17 for GPIOO0 to GPIO17.

Bit Bit Name |Reset|Default GPIO Description

31:16 RES 0x0 — Reserved

15:8 | UARTO_SIN | 0x9 GPIO9 Programmed value indicates the GPIO that inputs UARTO_SIN
7:0 |SPI_DATA_IN| 0x8 GPIO8 Programmed value indicates the GPIO pin that inputs SPI_MISO

8.3.18 GPIO In Signals 1 (GPIO_IN_ENABLE1)

Address: 0x18040048 Program the GPIO pin number through which
Access: Read /Write these signals are input.
Reset: 0x0

Bit Bit Name Signal |Description
31:24 |I2SEXT_MCLK |I25_MCLK | Programmed value indicates the GPIO pin that inputs 125_MCLK
23:16 | I2SEXTCLK | I12S_CLK |Programmed value indicates the GPIO pin that inputs 125_CLK
15:8 | I250_MIC_SD | 125_SD |Programmed value indicates the GPIO pin that inputs I125_MIC_SD
7:0 1250_WS I25_WS |Programmed value indicates the GPIO pin that inputs 125_WS

8.3.19 GPIO In Signals 2 (GPIO_IN_ENABLE2)

Address: 0x1804004C Program the GPIO pin number through which
Access: Read /Write these signals are input.
Reset: 0x0
Bit Bit Name Signal Description
31:24 RES — Reserved

23:16 | ETH_RX_CRS | ETH_RX_CRS |Programmed value indicates the GPIO pin that inputs ETH_RX_CRS
15:8 |ETH_RX_COL|ETH_RX_COL |Programmed value indicates the GPIO pin that inputs ETH_RX_COL
7:0 |ETH_RX_ERR | ETH_RX_ERR |Programmed value indicates the GPIO pin that inputs ETH_RX_ERR

8.3.20 GPIO In Signals 3 (GPIO_IN_ENABLE3)

Address: 0x18040050 Program the GPIO pin number through which
Access: Read /Write these signals are input.
Reset: 0x0

Bit Bit Name Signal Description

31:24 | BOOT_EXT_MDC | BOOT_EXT_MDC | Programmed value indicates the GPIO pin through which the
boot MDIO MDC signal is input (MDIO slave for boot up)

23:16 | BOOT_EXT_MDO | BOOT_EXT_MDO | Programmed value indicates the GPIO pin through which the
boot MDIO MDO signal is input (MDIO slave for boot up)

15:0 RES — Reserved
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8.3.21 GPIO In Signals 4 (GPIO_IN_ENABLE4)

Address: 0x18040054
Access: Read /Write

Program the GPIO pin number through which
these signals are input.

Reset: 0x0
Bit | Bit Name Signal |Description
31:16 RES — Reserved
15:8 | SLIC_PCM | SLIC_PCM |Programmed value indicates the GPIO pin through which SLIC_PCM_FS is
_FS_IN _Fs input. Note that the frame sync signal can be used as input or output
7:0 |SLIC_DATA |SLIC_DATA |Programmed value indicates the GPIO pin through which SLIC_DATA_IN is
_IN _IN input

8.3.22 GPIO In Signals 9 (GPIO_IN_ENABLEY)

Address: 0x18040068
Access: Read /Write

Program the GPIO pin number through which
these signals are input. UART1 is the high-

Reset: 0x0 speed UART.
Bit | Bit Name Signal |Description
31:24 |UART1_CTS|UART1_CTS |Programmed value indicates the GPIO pin that inputs UART1_CTS
23:16 | UART1_RD | UART1_RD |Programmed value indicates the GPIO pin that inputs UART1_RD
15:8 RES RES Reserved
7:0 RES RES Reserved

8.3.23 GPIO Function (GPIO_FUNCTION)

Address: 0x1804006C
Access: Read /Write
Reset: See field description

Bit Bit Name Reset |Description
31:10 RES 0x0 Reserved
9 CLK_OBS7_ENABLE 0x0 Enables observation of audio PLL_CLK
8 CLK_OBS6_ENABLE 0x0 Enables observation of USB_CLK
7 CLK_OBS5_ENABLE 0x0 Enables observation of AHB_CLK/4
6 CLK_OBS4_ENABLE 0x1 Enables observation of AHB_CLK/2
5 CLK_OBS3_ENABLE 0x0 Enables observation of GMAC1_TX_CLK
4 CLK_OBS2_ENABLE 0x0 Enables observation of PCIE_EP_CLK
3 CLK_OBS1_ENABLE 0x0 Enables observation of PCIE_RC_CLK
2 CLK_OBSO_ENABLE 0x0 Enables observation of 25 MHz GMACO0 MII clock
1 DISABLE_JTAG 0x0 | Disable JTAG port functionality to enable GPIO functionality
0 RES 0x0 Reserved

Atheros Communications, Inc.
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8.4 PLL Control Registers

Table 8-5 summarizes the AR9344 PLL control
registers.

Table 8-5. PLL Control Registers Summary

Address Name Description Page
0x18050000 CPU_PLL_CONFIG CPU PLL Configuration page 139
0x18050004 DDR_PLL_CONFIG DDR PLL Configuration page 139
0x18050008 CPU_DDR_CLOCK_CONTROL CPU DDR Clock Control page 140
0x18050010 PCIE_PLL_CONFIG PCIE RC PLL Configuration page 141
0x18050014 PCIE_PLL_DITHER_DIV_MAX PCIE Clock Jitter Max Value Control page 141
0x18050018 PCIE_PLL_DITHER_DIV_MIN PCIE Clock Jitter Min Value Control page 141
0x1805001C PCIE_PLL_DITHER_STEP PCIE Clock Jitter Step Control page 142
0x18050024 SWITCH_CLOCK_CONTROL Switch Clock Source Control page 142
0x18050028 CURRENT_PCIE_PLL_DITHER Current Dither Logic Output page 142
0x1805002C ETH_XMII_CONTROL Ethernet XMII Control page 143
0x18050030 AUDIO_PLL_CONFIG Audio PLL Configuration page 143
0x18050034 AUDIO_PLL_MODULATION Audio PLL Modulation Control page 144
0x18050038 AUDIO_PLL_MOD_STEP Audio PLL Jitter Control page 144
0x1805003C CURRENT_AUDIO_PLL_ Current Audio Modulation Output page 144

MODULATION
0x18050044 DDR_PLL_DITHER DDR PLL Dither Parameter page 145
0x18050048 CPU_DLL_DITHER CPU PLL Dither Parameter register page 145
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8.4.1 (PU Phase Lock Loop Configuration (CPU_PLL_CONFIG)

Address: 0x18050000 This register configures the CPU PLL.
Access: Read /Write
Reset: See field description

Bit Bit Name | Type | Reset | Description

31 | UPDATING | RO | 0x1 |This bitis set during the PLL update process. After the software
configures CPU PLL, it takes about 32 psec for the update to be finished.
Software may poll this bit to see if the update has completed.

0 |PLL update is complete

1 | PLL update is pending

30 PLLPWD | RW | 0x1 |Power down control for CPU PLL, write zero to this bit to power up the
PLL

29:22 RES RW | 0x0 |Reserved

21:19 | OUTDIV RW | 0x0 |Define the ratio between VCO output and PLL output.

VCOOUT * (1/2(OUTDIV)) = pLLOUT,
(REF_CLK/REF_DIV) * (Nint_Nfrac) = VCOOUT

18:17 RANGE RW | 0x3 |Determines the VCO frequency range of the CPU PLL:

0/2 | Reflects a frequency range of 530-830 MHz/2©UTPIV)

1/3 | Reflects a frequency range of 350-750 MHz/2CUTPIV)
16:12 REFDIV RW | 0x20 | Reference clock divider

11:6 NINT RW | 0x0 |The integer part of the DIV to CPU PLL

5:0 NFRAC RO | 0x0 |Reflects the current NFRAC. Use “CPU PLL Dither Parameter
(CPU_PLL_DITHER)” on page 145 to set.

8.4.2 DDR PLL Configuration (DDR_PLL_CONFIG)

Address: 0x18050004 This register is used to configure the DDR PLL.
Access: Read / Write <PLL frequency> =
Reset: See field description <F_REFCLK frequency / REFDIV *
(NINT + NFRAC*28 /2181 /20UTDIV,
Bit Bit Name Type | Reset | Description
31 UPDATING RO 0x1 | This bit is set during the PLL update process. After the software

configures CPU PLL, it takes about 32 psec for the update to be
finished. Software may poll this bit to see if the update has

completed.
30 PLLPWD RW 0x1 | Power up control for the PLL, write zero to this bit to power up
the PLL.
29:26 RES RW 0x0 | Reserved
25:23 OUTDIV RW 0x0 | Define the ratio between VCO output and PLL output.
VCOOUT * (1/2CUTPIV)y = pLLOUT
22:21 RANGE RW 0x3 | Determines the VCO frequency range of the DDR PLL:

0/2 | Reflects a frequency range of 530-830 MHz/2©UTPIV)

1/3 | Reflects a frequency range of 350-750 MHz/2OUTPIV)

20:16 REFDIV RW 0x2 | Reference clock divider
15:10 NINT RW 0x0 | The integer part of the DIV to DDR PLL
9:0 NFRAC RO 0x0 | Reflects the current NFRAC. Use “DRR PLL Dither

Parameter (DRR_PLL_DITHER)” on page 145 to set.
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8.4.3 (CPU DDR Clock Control (CPU_DDR_CLOCK_CONTROL)

Address: 0x18050008
Access: Read / Write

This register is used to set the CPU and DDR
clocks. Any field in this register can be

Reset: See field description dynamically modified.
Bit Bit Name Type |Reset | Description
31:25 RES RW | 0x0O |Reserved
24 | AHBCLK_FROM | RW | 0x1 |AHB_CLK setting
-DDRPLL 0 [AHB_CLKis derived from the CPU_PLL
1 AHB_CILK is derived from the DDR_PLL
23 | CPU_RESET_EN | RW | 0x0 |Enables reset to the CPU when the CPU_PLL bypass bit is reset
_BP_DEASRT
22 | CPU_RESET_EN | RW | 0x0 |Enables reset to the CPU when the CPU_PLL bypass bit is set
_BP_ASRT
21 | DDRCLK_FROM | RW | 0x1 |DDR_CLK setting. The DDR clock should be a 50% duty cycle clock
~DDRPLL 0 |DDR_CLKis derived from the CPU_PLL
1 |DDR_CLK is derived from the DDR_PLL
20 | CPUCLK_FROM | RW | 0x1 |CPU_CLK setting. Division of the AHB clock is:
~CPUPLL 0 [CPU_CLKis derived from the DDR_PLL
1 |CPU_CLK is derived from the CPU_PLL
19:15 | AHB_POST_DIV | RW | 0x0 |Division of the AHB clock:
M 0: Bypass
M 1: Divide by 2
MW 2: Divide by 3
And so on. Dividing by odd numbered values result in non-50% duty
cycle clocks.
<AHB frequency> =
<PLL or REFCLK frequency> / (AHB_POST_DIV+1)
14:10 | DDR_POST_DIV | RW 0x0 | Division of the DDR PLL clock, as follows.
M 0: Bypass
M 1: Divide by 2
M 2: Divide by 3
And so on. Dividing by odd numbered values result in non-50% duty
cycle clocks.
<DDR frequency> =
<PLL frequency> / (DDR_POST_DIV+1) or <REFCLK frequency>
9:5 CPU_POST_DIV | RW 0x0 | Division of the CPU PLL clock, as follows.
W 0: Bypass
MW 1: Divide by 2
M 2: Divide by 3
And so on. Dividing by odd numbered values result in non-50% duty
cycle clocks.
<CPU frequency> =
<PLL frequency> / (CPU_POST_DIV+1) or <REFCLK frequency>
4 AHB_PLL_ RW | 0x1 |Enables bypassing of the AHB PLL path
BYPASS
3 DDR_PLL_ RW | 0x1 |Enables bypassing of the DDR PLL
BYPASS
2 CPU_PLL_ RW | 0x1 |Enablesbypassing of the CPU PLL
BYPASS
1 RESET_SWITCH | RW | 0x0 |Reset during clock switch trigger
0 RES RO | 0x0 |Reserved. Must be written with zero. Contains zeros when read.
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8.4.4 PCIE RC PLL Configuration (PCIE_PLL_CONFIG)

Address: 0x18050010 Configure the PCIE RC PLL.
Access: Read / Write

} . - <PLL frequency> =
Reset: See field description <REFCLK frequency> / REFDIV *

(DIV_INT + DIV_FRAC*2%/(2181))/8

The frequency range is (530-830 MHz)/8. Use
the PCIE_PLL_DITHER_DIV_MAX/MIN to
set the DIV_INT and DIV_FRAC.

Bit Bit Name Type | Reset | Description
31 UPDATING RO 0x0 | This bit is set during the PLL update process. After the software
configures CPU PLL, it takes about 32 psec for the update to be
finished. Software may poll this bit to see if the update has
completed.
30 PLLPWD RW 0x1 | Power up control for the PLL, write zero to this bit to power up the
PLL
29:17 RES RO 0x0 |Reserved. Must be written with zero. Contains zeros when read.
16 BYPASS RW 0x1 |Enables bypassing of the PCIE PLL
15 RES RO 0x0 |Reserved. Must be written with zero. Contains zeros when read.
14:10 REFDIV RW 0x1 | Reference clock divider
9:0 RES RO 0x0 |Reserved. Must be written with zero. Contains zeros when read.

8.4.5 PCIE Clock Jitter Max Value Control (PCIE_PLL_DITHER_DIV_MAX)

Address: 0x18050014 This register is for the PCIE clock jitter control.
Access: Read / Write The maximum value controls the jitter
Reset: See field description behavior of the PCIE PLL.
Bit Bit Name Type | Reset |Description
31 EN_DITHER RW 0x1 Enables dither logic
30 USE_MAX RW 0x1 | When the Dither logic is disabled, this maximum value is used
29:21 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.

20:15 DIV_MAX_INT | RW 0x0 The maximum limit of the integer part of the divider
14:1 | DIV_MAX_FRAC| RW | 0x3FFF | The maximum limit of the fractional part of the divider

0 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.

8.4.6 PCIE Clock Jitter Min Value Control (PCIE_PLL_DITHER_DIV_MIN)

Address: 0x18050018 This register is for the PCIE clock jitter control.
Access: Read / Write The minimum value controls the jitter behavior
Reset: See field description of the PCIE PLL.
Bit Bit Name Type | Reset |Description
31:21 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.

20:15 DIV_MIN_INT | RW 0x0 | The minimum limit of the integer part of the divider
14:1 DIV_MIN_FRAC | RW | 0x3FFF | The minimum limit of the fractional part of the divider

0 RES RO 0x0 Reserved. Must be written with zero. Contains zeros when read.
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8.4.7 PCIE Clock Jitter Step Control (PCIE_PLL_DITHER_STEP)

Address: 0x1805001C This register controls the jitter behavior of the
Access: Read / Write PCIE PLL.
Reset: See field description
Bit Bit Name Type | Reset | Description

31:28 UPDATE_CNT | RW | 0x0 |Sets the frequency of updates. 0 = every clock.

27:25 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.

24:15 STEP_INT RW | 0x0 |The integer part of the step value of the divider, which should be

0. The integer part cannot be changed during configuration.
14:1 STEP_FRAC RW | 0x0 |Fractional Part of the step divider
0 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.

8.4.8 Switch Clock Source Control (SWITCH_CLOCK_CONTROL)

Address: 0x18050024 This register controls the clock sources to the
Access: Read / Write various blocks.
Reset: See field description

Bit Bit Name | Type | Reset Description

31:12 RES RW | 0x0 |Reserved
11:8 USB RW | 0x5 |Used to select the REFCLK input of 40- or 25-MHz to the USB PLL
_REFCLK
_FREQ SEL 2 |25 MHz REFCLK

5 |40 MHZ REFCLK

7 UART1_CLK | RW 0x0 |Select the clock for UART1 operation
_SEL 0 |REFCLK

1 |100 MHZ clock

6 MDIO_CLK_| RW | 0x0 |Selects the clock for the MDIO master operational clock

SEL 0 |[REFCLK

1 100 MHZ clock

5 OEN_CLK12 | RW 0x1 |Enable for the PLL CLK 125M from the Ethernet PHY. Active low.
5M_PLL

4 EN_PLL_TOP| RW 0x1 |Enable the Ethernet PHY PLL

3 EW_ENABLE| RW 0x0 |Enable for the switch

2 SWITCHCLK | RW 0x0 |Shuts off the 25 MHz clock feed into the switch

_OFF

1 RES RW 0x0 |Reserved

0 SWITCHCLK | RW 0x1 |Used to select between the 40 MHz or 25 MHz REFCLK input to the
_SEL Ethernet PHY

0 |40 MHz REFCLK

1 |25 MHz REFCLK

8.4.9 Current Dither Logic Output (CURRENT_PCIE_PLL_DITHER)

Address: 0x18050028 This register sets the integer and fractional
Access: Read / Write parts of the dither logic.
Reset: See field description
Bit Bit Name Type | Reset |Description
31:21 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.
20:15 INT RW 0x0 | The integer part of the divider
14 RES RO 0x0  |Reserved. Must be written with zero. Contains zeros when read.
13:0 FRAC RW | Ox3FFF | The fractional part of the divider
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8.4.10 Ethernet XMII Control (ETH_XMII_CONTROL)

Address: 0x1805002C

Access: Read /Write
Reset: See field description

Controls the Tx and Rx clocks for the (MII/
GMII/RGMII) master mode of the GMAC. This
register should only be changed when GMACO0

is in reset.
Bit Bit Name | Type Reset|Description
31 TX_INVERT | RW | 0x0 Pecides whether to select the inversion of the GTX clock after the delay
ine
30 | GIGE_QUAD | RW | 0x0 |Decides whether to allow a 2 ns shift (clock in the middle of a data
transfer) to the GTX clock. This bit is only effective when bit 25 is set.
29:28| RX_DELAY RW | 0x0 |The delay buffers in the Rx clock path to adjust against the edge/middle-
aligned RGMII inputs
27:26| TX_DELAY RW | 0x0 |Delay line for the GTX clock that goes along with the data
00 |Minimum delay
11 |Maximum delay
25 GIGE RW | 0x0 |Setonly after a 1000 Mbps connection has been negotiated
24 OFFSET RW | 0x0 |Used to select if the start is from the positive or negative phase (or whether
_PHASE to have a 180 degree change in addition to the phase-delay in [11:8].
23:16| OFFSET_CNT | RW | 0x0 |Beginning counter value to phase-delay the GTX clock
15:8 | PHASE1_CNT | RW | 0x1 |Number of 100 clock cycles in the negative cycle of the XMII Tx/Rx clock
7:0 | PHASEO_CNT | RW | 0x1 |Number of 100 clock cycles in the positive cycle of the XMII Tx/Rx clock

8.4.11 Audio PLL Configuration (AUDIO_PLL_CONFIG)

Address: 0x18050030
Access: Read / Write

Reset: See field description

This register configures the Audio Phase Look
Loop.

<PLL frequency> =
<REFCLK frequency>/ REFDIV *

(DIV_INT = DIV_FRAC/ (218-1)) /2POSTPLLDIV

<MCLK Frequency> =
<PLL Frequency>/EXT_DIV

F_mclk = (F_REFCLK/REFDIV) *
(NINT.NFRAC)/((2POSTPLLPWD) « (EXT_DIV))
Use the “Audio PLL Modulation Control

(AUDIO_PLL_MODULATION)” on page 144
to set the DIV_INT and DIV_FRAC.

Bit Bit Name Type | Reset | Description
31:15 RES RO 0x0 | Reserved. Contains zeros when read.
14:12 EXT_DIV RW 0x1 |Digital divider to derive the MCLK from the PLL output. Use
only even values for 50% of the duty cycle
11:10 RES RO 0x0 | Reserved. Contains zeros when read.
9:7 POSTPLLPWD RW 0x1 | Post power up control for the PLL
RES RO 0x0 | Reserved. Contains zeros when read.
PLLPWD RW 0x1 | Write O to this bit to power up the PLL
BYPASS RW 0x1 | Enables bypassing of the audio PLL
3:0 REFDIV RW 0x1 | Reference clock divider
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8.4.12 Audio PLL Modulation Control (AUDIO_PLL_MODULATION)

Address: 0x18050034 This register controls the jitter behavior of the
Access: Read / Write audio PLL.
Reset: See field description
Bit Bit Name Type | Reset | Description
31:29 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.

28:11 TGT_DIV_FRAC | RW 0x0 | Target value of the DIV fractional part for Audio PLL

10:7 RES RO 0x0 | Reserved. Must be written with zero. Contains zeros when read.
6:1 TGT_DIV_INT RW 0x0 | Target value of the integer part for Audio PLL
0 START RW 0x0 | Starts the audio modulation. If this bit is not set, then the

DIV_INT and DIV_FRAC inputs to the PLL are TGT_DIV_INT
and TGT_DIV_FRAC fields of this register. Otherwise, the PLL
inputs receive the modulated values.

8.4.13 Audio PLL Jitter Control (AUDIO_PLL_MOD_STEP)

Address: 0x18050038 Controls the jitter behavior of the AUDIO PLL.
Access: Read /Write
Reset: See field description

Bit Bit Name Type | Reset | Description
31:14 FRAC RW 0x1 | Fractional part of the divider step value
13:4 INT RW 0x0 | Unused

3:0 UPDATE_ CNT RW 0x0 | Update frequency. 0 denotes an update every clock

8.4.14 Current Audio Modulation Output (CURRENT_AUDIO_PLL_MODULATION)

Address: 0x1805003C Sets the current audio modulation logic output.
Access: Read-Only
Reset: See field description

Bit Bit Name Reset | Description
31:28 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
27:10 FRAC 0x1 | The fractional part of the divider
9:7 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
6:1 INT 0x0 | Integer part of the divider
0 RES 0x0 | Reserved
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8.4.15 DRR PLL Dither Parameter (DRR_PLL_DITHER)

Address: 0x18050044
Access: Read /Write

Controls the FRAC of the DDRPLL. Should be
enabled only if the DDR_CLK is from the

Reset: See field description DDRPLL.
Bit Bit Name Type | Reset | Description
31 DITHER_ EN RW 0x0 | The step value which increments every refresh period
30:27 | UPDATE_COUNT | RW 0x0 | The number of refresh periods between two updates
26:20 NFRAC_ STEP RW 0x0 | 7-bit LSB step value which increments every refresh period
19:10 NFRAC_ MIN RW 0x0 | The minimum NFRAC value
9:0 NFRAC_MAX RW 0x0 | The maximum NFRAC value

8.4.16 CPU PLL Dither Parameter (CPU_PLL_DITHER)

Address: 0x18050048
Access: Read /Write

Sets the parameters for the CPU PLL dither.

Reset: 0x0

Bit Bit Name Description
31 DITHER_ EN The step value which increments every refresh period

30:24 RES Reserved. Must be written with zero. Contains zeros when read.

23:18 UPDATE_ COUNT | The number of 512 CPU clocks between two updates in NFRAC

17:12 NFRAC_ STEP The step value increment
11:6 NFRAC_ MIN The minimum NFRAC value. If DITHER_EN is set to 0, the min would be

used.

5:0 NFRAC_MAX The maximum NFRAC value

Atheros Communications, Inc.
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8.5 Reset Registers

Table 8-6 summarizes the reset registers for the
AR9344.

Table 8-6. Reset Registers Summary

Address Name Description Page
0x18060000 RST_GENERAL_TIMER General Purpose Timer page 146
0x18060004 RST_GENERAL_TIMER1_RELAOD General Purpose Timer Reload page 146
0x18060008 | RST_WATCHDOG_TIMER_CONTROL Watchdog Timer Control page 147
0x1806000C RST_WATCHDOG_TIMER Watchdog Timer page 147
0x18060010 RST_MISC_INTERUPT_STATUS Misc Interrupt Status page 148
0x18060014 RST_MISC_INTERUPT_MASK Misc Interrupt Mask page 149
0x18060018 RST_GLOBAL_INTERUPT_STATUS Global Interrupt Status page 149
0x1806001C RST_RESET Reset page 150
0x18060090 RST_REVISION_ID Chip Revision ID page 151
0x180600AC RST_PCIE_WMAC_INTERRUPT_ PCIE, RC and WMAC Interrupt Status | page 151
STATUS
0x180600BC RST_MISC2 Miscellaneous CPU Control Bits page 152

8.5.1 General Purpose Timers (RST_GENERAL_TIMERx)

Timer1 Address: 0x18060000
Timer2 Address: 0x18060094
Timer3 Address: 0x1806009C
Timer4 Address: 0x180600A4
Access: Read /Write

This timer counts down to zero, sets,
interrupts, and then reloads from the register
“General Purpose Timers Reload
(RST_GENERAL_TIMER_RELOADX)". This
definition holds true for timerl, timer2, timer3,

Reset: 0x0 and timer4.
Bit Bit Name Description
31:0 TIMER Timer value

8.5.2 General Purpose Timers Reload (RST_GENERAL_TIMER_RELOADx)

Timer1 Reload Address: 0x18060004
Timer2 Reload Address: 0x18060098
Timer3 Reload Address: 0x180600A0
Timer4 Reload Address: 0x180600A8
Access: Read /Write

Reset: 0x0

This register contains the value that will be
loaded into the register “General Purpose
Timers (RST_GENERAL_TIMERX)” when it
decrements to zero. This definition holds true
for timer1, timer2, timer3, and timer4.

Bit Bit Name Description

31:0 RELOAD_VALUE | Timer reload value
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8.5.3 Watchdog Timer Control (RST_WATCHDOG_TIMER_CONTROL)

Address: 0x18060008
Access: See field description

Sets the action to take when the watchdog
timer reaches zero. The options are reset, non-

Reset: 0x0 maskable interrupt and general purpose
interrupt after reaching zero.
Bit Bit Name Type |Description
31 LAST RO |Indicates if the last reset was due to a watchdog timeout
30:2 RES RO | Reserved. Must be written with zero. Contains zeros when read.
1:0 ACTION RW | The action to be taken after the timer reaches zero

00 |No action

01 | General purpose interrupt

10 | Non-maskable interrupt

11 | Full chip reset, same as power-on reset

8.5.4 Watchdog Timer (RST_WATCHDOG_TIMER)

Address: 0x1806000C
Access: Read /Write

Reset: 0x0
Bit Bit Name |Description
31:0 TIMER Counts down to zero and stays at zero until the software sets this timer to another

value. These bits should be set to a non-zero value before updating the
RST_WATCHDOG_TIMER_CONTROL register to a non-zero number.
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8.5.5 Miscellaneous Interrupt Status (RST_MISC_INTERRUPT_STATUS)
Address: 0x18060010

Access: Read / Write-to-Clear

Sets the current state of the interrupt lines that
are combined to form the MiscInterupt to the

Reset: 0x0 processor. All bits of this register need a write
to clear.
Bit Bit Name Description
31:22 RES Reserved. Must be written with zero. Contains zeros when read.

21 NANDEF_INTR | This interrupt is generated by the NAND_FLASH module. This bit is cleared after a
write of this register.

20 WOW_INTR This interrupt is generated when the MAC detects a WOW event. This bit is cleared
after a write of this register.

19 SLIC_INTR This interrupt is generated from SLIC for an unexpected frame sync in slave mode.
This bit is cleared after a write of this register.

18 | DDR_ACTIVITY_ | This interrupt is generated when the memory controller detects a DDR request

IN_SF when in self-refresh.

17 DDR_SF_EXIT | This interrupt is generated by the memory controller upon entering self-refresh

16 DDR_SF_ENTRY | This interrupt is generated by the memory controller upon entering self-refresh

15 CHKSUM_ACC_ | This interrupt is generated from the checksum accelerator

INT

14 RES Reserved

13 | LUTS_AGER_INT | This interrupt is generated from the ETH_LUT_TOP. This bit is cleared after a write
of this register.

12 SW_MAC_INT |The interrupt is generated from the Ethernet switch core. This bit is cleared after a
write of this register.

11 RES Reserved

10 TIMER4_INT | The interrupt corresponding to General Purpose Timer4. This bit is cleared after
being read. The timer has been immediately reloaded from the “General Purpose
Timers Reload (RST_GENERAL_TIMER_RELOADX)” register.

9 TIMER3_INT | The interrupt corresponding to General Purpose Timer3. This bit has been cleared
after being read. The timer will be immediately reloaded from the “General
Purpose Timers Reload (RST_GENERAL_TIMER_RELOADX)” register.

8 TIMER2_INT | The interrupt corresponding to General Purpose Timer2. This bit has been cleared
after being read. The timer will be immediately reloaded from the “General
Purpose Timers Reload (RST_GENERAL_TIMER_RELOADX)” register.

7 MBOX_INT SLIC/12S/SPDIF/MBOX controller interrupt. The MBOX controller register must
be read to clear this interrupt.

6 UART1_INT This interrupt is generated by UART1. The UART1 interrupt registers must be read
for this bit to be cleared

5 PC_INT CPU performance counter interrupt. Generated whenever either of the internal
CPU performance counters have bit [31] set. The relevant performance counter
must be reset to clear this interrupt.

4 WATCHDOG_ | The watchdog timer interrupt. This interrupt is generated when the watchdog

INT timer reaches zero and the watchdog configuration register is configured to

generate a general-purpose interrupt.

3 UARTO_INT The UARTO interrupt. UARTO interrupt registers must be read before this interrupt
can be cleared.

2 GPIO_INT The GPIO interrupt. Individual lines must be masked before this interrupt can be
cleared.

1 ERROR_INT The error interrupt.

0 TIMER_INT Interrupt occurring in correspondence to the general purpose timer0. This bit is
cleared after being read. The timer has already been reloaded from the “General
Purpose Timers Reload (RST_GENERAL_TIMER_RELOADX)" register.
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8.5.6 Miscellaneous Interrupt Mask (RST_MISC_INTERRUPT_MASK)

Address: 0x18060014
Access: Read /Write

Enables or disables a propagation of interrupts
in the “Miscellaneous Interrupt Status

Reset: 0x0 (RST_MISC_INTERRUPT_STATUS)” register.
Bit Bit Name Description
31:22 RES Reserved. Must be written with zero. Contains zeros when read.
21 NANDF_INTR_MASK |Enables the NANDF interrupt
20 WOW_INTR_MASK Enable the WOW interrupt
19 SLIC_INTR_MASK Enables the SLIC interrupt
18 | DDR_ACTIVITY_IN_SF_ |Enables the interrupt generated when the memory controller detects a DDR

MASK

request when in self-refresh

17 DDR_SF_EXIT_MASK |Enables the interrupt generated when the memory controller enters self-
refresh

16 | DDR_SF_ENTRY_MASK |Enables the interrupt generated when the memory controller enters self-
refresh

15 CHKSUM_ACC_MASK |Enables the checksum interrupt

14 RES Reserved

13 |LUTS_AGER_INT_MASK |Enables the LUT ager interrupt

12 SW_MAC_INT_MASK |Enables the interrupt generated by the Ethernet switch core

11 DDR_PERF_MASK Enables the DDR performance hit interrupt

10 TIMER4_MASK When set, enables Timer3 interrupt

9 TIMER3_MASK When set, enables Timer2 interrupt

8 TIMER2_MASK When set, enables Timer1 interrupt

7 MBOX_MASK When set, enables MBOX interrupt

6 UART1_MASK When set, enables the UART1 interrupt

5 PC_MASK When set, enables CPU performance counter interrupt

4 WATCHDOG_MASK |When set, enables watchdog interrupt

3 UARTO0_MASK When set, enables the UARTO interrupt

2 GPIO_MASK When set, enables GPIO interrupt

1 ERROR_MASK When set, enables the error interrupt

0 TIMER_MASK When set, enables timer interrupt

8.5.7 Global Interrupt Status (RST_GLOBAL_INTERRUPT_STATUS)

Address: 0x18060018
Access: Read-Only

This register is a duplication of the Cause
register inside the CPU. During normal

Reset: 0x0 operation, it should not be used by software.
Software can force and interrupt for testing by
writing bits to this register.

Bit Bit Name Description
31:7 RES Reserved. Must be written with zero. Contains zeros when read.
6 |PCIE_ HSTDMA_INT | PCIE EP/Host DMA interrupt
5 TIMER_INT Internal count/compare timer interrupt
4 MISC_INT Miscellaneous interrupt; source of the interrupt available on the “Miscellaneous
Interrupt Status (RST_MISC_INTERRUPT_STATUS)” register
3 GMACI_INT Ethernetl interrupt; information available in the Ethernet] register space
2 GMACO_INT Ethernet0 interrupt; information available in the Ethernet0 register space
1 USB_INT USB interrupt
0 PCIE_INT PCIE interrupt
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8.5.8 Reset (RST_RESET)

Address: 0x1806001C
Access: Read /Write
Reset: See field description

This register individually controls the reset to
each of the chip’s submodules.

Bit Bit Name Reset | Type | Description

31 HOST_RESET 0x0 | RO |The host DMA reset status

30 SLIC_REST 0x0 | RW |The SLIC reset

29 HDMA_RESET 0x1 | RW |The host DMA reset

28 EXTERNAL_RESET 0x0 | RW |Commands an external reset (SYS_RST_L pin) immediately;
inverted before being sent to the pin.

27 RTC_RESET 0x1 | RW |The RTC reset

26 PCIEEP_RST_INT 0x0 | RW | This interrupt is asserted when the PCIE EP is reset by and
external host and cleared on a write to this bit

25 |CHKSUM_ACC_RESET| 0x0 | RW |Used to reset the checksum

24 FULL_CHIP_RESET 0x0 | RW | Used to command a full chip reset. This is the software
equivalent of pulling the reset pin. The system will reboot with
PLL disabled. Always zero when read.

23 | RESET_GMAC1_MDIO | 0x1 | RW | Resets the Ethernet 1 MDIO

22 | RESET_GMACO0_MDIO | 0x1 | RW | Resets the Ethernet 0 MDIO

21 CPU_NMI 0x0 | RW | Used to send an NMI to the CPU. Always zero when read. The
watchdog timer can also be used to generate NMI/full chip
reset.

20 CPU_COLD_RESET 0x0 | RW |Used to cold reset the entire CPU. This bit will be cleared
automatically immediately after the reset. Always zero when
read.

19 HOST_RESET_INT 0x0 | RW | Host DMA reset interrupt. Cleared after a write to this bit

18 PCIEEP_RESET 0x0 | RO |PCIE endpoint reset status

17 UART1_RESET 0x0 | RW |Resets the DDR controller

16 DDR_RESET 0x0 | RW | Resets the DDR controller. Self-cleared to 0 by hardware

15 | USB_PHY_PLL_PWD_ | 0x0 | RW |Used to power down the USB PHY PLL

EXT

14 NANDF_RESET 0x1 | RW |Resets the NANDF controller

13 | GMACI_MAC_RESET | 0x1 | RW |Used to reset the GMAC1 MAC

12 ETH_SWITCH_ 0x1 | RW |Resets the switch analog

ARESET
11 USB_PHY_ARESET 0x1 | RW |Resets the USB PHY’s analog
10 HOST_DMA_INT 0x0 | RO |Host DMA interrupt occurred
9 GMAC1_MAC_RESET | 0x1 | RW | Used to reset the GMAC1 MAC
8 ETH_SWITCH_RESET | 0x1 | RW | Asserts the external MIIO_RESET_L pin
7 PCIE_PHY_RESET 0x1 | RW |Used to reset the PCIE PHY
6 PCIE_RESET 0x1 | RW |Used to reset the PCIE Host Controller. This bit will reset the
Endpoint as well.
5 USB_HOST_RESET 0x1 | RW |Used to reset the USB Host Controller
4 USB_PHY_RESET 0x1 | RW | Used to reset the USB PHYs
3 USB_PHY_SUSPEND_ | 0x0 | RW |Used to set the USB suspend state
OVERRIDE 0 | Used to put the USB PHY in suspend state
1 | Delegates the Core to control the USB PHY suspend state
2 LUT_RESET 0x0 | RW | Resets the lookup engine in the GMAC
1 MBOX_RESET 0x0 | RW |Resets the MBOX controller
0 12S_RESET 0x0 | RW | Resets the I?S controller
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8.5.9 Chip Revision ID (RST_REVISION_ID)

Address: 0x18060090 This register is the revision ID for the chip.
Access: Read-Only
Reset: See field description

Bit Bit Name Reset | Description
31:0 VALUE 0x011CO0 | Revision ID value

8.5.10 PCIE RC and WMAC Interrupt Status (RST_PCIE_WMAC_INTERRUPT_ STATUS)

Address: 0x180600AC This register is used to read the interrupt
Access: Read-Only statuses for PCIE RC and WMAC interrupts.
Reset: 0x0
Bit Bit Name Description
31:9 RES Reserved. Must be written with zero. Contains zeros when read.
8 PCIE_RC_INT3 | PCIE RC Multi-MSI interrupt (vector 3)/INTA interrupt status
7 PCIE_RC_INT2 | PCIE RC Multi-MSI interrupt (vector 2) /INTB interrupt status
6 PCIE_RC_INT1 | PCIE RC Multi-MSI interrupt (vector 1)/INTC interrupt status
5 PCIE_RC_INTO | PCIE RC Multi-MSI interrupt (vector 0)/INTD interrupt status
4 PCIE_RC_INT Master PCIE RC interrupt
3 WMAC_RXHP_INT | Interrupt corresponding to the WMAC high priority receive queue
2 WMAC_RXLP_INT | Interrupt corresponding to the WMAC low priority receive queue
1 WMAC_TX_INT | Interrupt corresponding to the WMAC transmission
0 WMAC_MISC_INT | Interrupt corresponding to the WMAC
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8.5.11 Miscellaneous CPU Control Bits (RST_MIS(C2)

Address: 0x180600BC
Access: Read /Write
Reset: See field description

This register contains the miscellaneous CPU
controllable bits.

Bit Bit Name Type | Reset | Description
31:26 RES RO 0x0 | Reserved
25 PCIEEP_L2_EXIT_INT | RW 0x0 | L2 exit interrupt status for PCIE EP
24 | PCIEEP_L2_ENTR_INT | RW | 0x0 |L2 entry interrupt status for PCIE EP
23 | PCIEEP_L1_EXIT_INT | RW | 0x0 |L1 exitinterrupt status for PCIE EP
22 | PCIEEP_L1_ENTR_INT | RW 0x0 | L1 entry interrupt status for PCIE EP
21 | PCIEEP_LOS_EXIT_INT | RW | 0x0 |LOS exit interrupt status for PCIE EP
20 PCIEEP_LOS_ENTR_ | RW | 0x0 |LOS entry interrupt status for PCIE EP
INT
19 PCIEEP_REGWR_EN RW 0x1 | CPU enable bit which allows programming of PCIE EP core
registers through the DBI
18 | EXT_HOST_CHIP_RST_| RW 0x0 | Mode bit to allow an external host to rest the entire chip
EN through propagation of the PCIE_RST_L through to the chip
CPU.
17 PCIE_RST_INT_MASK | RW 0x0 | The mask bit for the PCIE EP interrupt
16 HOST_RESET_INT_ RW 0x0 | The mask bit for the host reset interrupt
MASK
15 CPU_HOST_WA RW 0x0 | The bit which allows the host WA register to use the values
written by the CPU in the RST_PCIEEP_WA register
14 PRESTN_EPPHY RW 0x1 | The bit which controls the PERTSN of the PCIE EP
13 PRESTN_RCPHY RW 0x1 | The bit which controls the PERTSN of the PCIE RC PHY
12:8 | PCIEEP_LTSSM_STATE | RO 0x0 | LTSSM state of the PCIE EP
7 | PCIEEP_L2_INT_MASK | RW | 0x0 |The mask bit for the L2 interrupt status from the PCIE EP
6 PCIEEP_L1_INT MASK | RW 0x0 | The mask bit for the L1 interrupt status from the PCIE EP
5 PCIEEP_LOS_INT_ RW 0x0 | The mask bit for the LOS interrupt status from the PCIE EP
MASK
4 PCIEEP_LINK_STATUS | RO 0x0 | The status of the PCIE EP link, whether enabled or in reset
3:1 RESERVED RW 0x0 |Reserved bits
0 PCIEEP_CFG_DONE | RW | 0x0 |Enable bitsetby the CPU after it has finished programming the
vector/device ID of the PCIE EP (after the external host
interface has asserted PCIE_RST_L
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8.6 GMAC Interface Registers

Table 8-7 summarizes the GMAC interface
registers for the AR9344.

Table 8-7. GMAC Interface Registers Summary

Address Name Description Page
0x18070000 ETH_CFG Ethernet Configuration page 153
0x18070004 LUTS_AGER_INTR LUT4s Ager Interrupt Status page 154
0x18070008 LUTS_AGER_INTR_MASK LUTs Ager Interrupt Mask page 154
0x1807000C GMACO_RX_DATA_CRC_CNTRL | GMACO RX Data CRC Calculation Control | page 154
0x18070010 GMACO0_RX_DATA_CRC GMACQO Valid Rx Data CRC Value page 154

8.6.1 Ethernet Configuration (ETH_CFG)

Address: 0x18070000
Access: Read /Write

This register determines how GMACO is
interfaced in the AR9344. If SW_ONLY_MODE

Reset: 0x0 is set, then all five FE ports attach to the
Ethernet switch (LAN ports).
If RMII_GMACO0, RGMII_GMACQO, or
MII_GMACO is set, then GMACO comes out as
MAC interface.
Bit Bit Name Description
31:22 RES Reserved
21:20 ETH_TXEN_DELAY |Specific selection of the delay line for Tx En
19:18 ETH_TXD_DELAY |Specific selection of the delay line for Tx Data
17:16 ETH_RXDV_DELAY |Specific selection of the delay line for Rx DV
15:14 ETH_RXD_DELAY |Specific selection of the delay line for Rx Data
13 | SW_ACC_MSB_FIRST |Enables MSB data first during the Switch register write
12 RMII_GMACO0_ Enables RMII master mode. When set, the internal PLL clock is used. If not set,
MASTER the external clock is used.
11 MII_CNTL_SPEED |Interface speed
10 RMII_GMACO Enables the RMII
9 SW_APB_ACCESS |Enables APB access to the Switch registers instead of the MDIO
8 RES Reserved
7 SW_PHY_SWAP Enables swapping of PHY0 and PHY4 in the Switch for the WAN
6 SW_ONLY_MODE |Enables the WAN port PHY to be connected to the Switch instead of GMACO0
5 GMACO_ERR_EN Enables ETX_ER and ERX_ER signals
4 MII_GMACO_SLAVE |If set, GMACO receives both Tx and Rx clocks. If unset, GMACO generates the
Tx clock
3 MII_GMACO_MASTER |If set, GMACO generates both Tx and Rx clocks. If unset, GMACO receives Rx
clocks
2 GMII_GMACO0 Attaches the GMII interface to GMACO
MII_GMACO Attaches the MII interface to GMACO
0 RGMII Attaches the RGMII interface to GMACO

Atheros Communications, Inc.
COMPANY CONFIDENTIAL

AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC e 153

December 2010



PRELIMINARY

8.6.2 LUTs Ager Interrupt Status (LUTs_AGER_INT)

Address: 0x18070004

Access: Read /Write

This register configures the interrupt settings
for the Look Up Table (LUT).

Reset: 0x0
Bit Bit Name |Description
31:4 RES Reserved. Must be written with zero. Contains zeros when read.
3:0 INTR Denotes the interrupt status

Bit[0] | Egress fragmentation LUT

Bit[1] | Egress LUT

Bit[2] |Ingress fragmentation LUT

Bit[3] |Ingress LUT

8.6.3 LUTs Ager Interrupt Mask (LUTS_AGER_INTR_MASK)

Address: 0x18070008

Access: Read /Write
Reset: See field description

This register configures the interrupt mask
settings for the Look Up Table (LUT).

Bit

Bit Name

Reset | Description

Type

31:4

RES

RO 0x0 |Reserved. Must be written with zero. Contains zeros when read.

3:0

INTR

RW OxF | Denotes the interrupt status mask
Bit[0] | Egress fragmentation LUT
Bit[1] | Egress LUT
Bit[2] | Ingress fragmenting LUT
Bit[3] | Ingress LUT

0 |Interrupt Masked

1 |Interrupt Enabled

8.6.4 GMACO Rx Data CRC Calculation Control (GMACO_RXDATA_CRC_CONTROL)

Address: 0x1807000C

Access: Read /Write
Reset: See field description

This register is used to set the CRC calculations
and resulting values.

Bit Bit Name | Reset | Description
31:2 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
1 RST 0x1 | CRC configuration
0 | Enables CRC calculation
1 |Resets DDR_ADRS_CRC
0 EN 0x0 | CRC calculation configuration
0 | Holds the calculated CRC values
1 |Enables CRC calculation

8.6.5 GMACO Valid RX Data CRC Value (GMACO_RXDATA_CRC)

Address: 0x18070010

This register holds the CRC values for the FIFO

Access: Read-Only speed.
Reset: 0x0
Bit Bit Name |Description
31:16 RES Reserved. Must be written with zero. Contains zeros when read.
15:0 VAL When enabled, holds the CRC values for the valid data that goes into async 10/100/1000
Mbps speed FIFO as per x16 + x12 + x5 + 1.
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8.7 GMACO Ingress NAT /Egress NAT
Registers

Table 8-8 summarizes the GMACO ingress/
egress NAT registers for the AR9344.

Table 8-8. GMACO Ingress NAT/Egress NAT Registers Summary

PRELIMINARY

Address Name Description Page
0x18080000 EG_CPU_REQ Egress CPU Requested LUT Entry Lookup |page 158
0x18080004 EG_CPU_REQ_STATUS Egress CPU Request Status page 158
0x18080008 EG_INFO_DWO0 Egress DWO Information page 159
0x1808000C | EG_CPU_REQUESTED_INFO_DWO0 Egress CPU Requested DWO0 Information page 159
0x18080010 EG_KEY_DWO0 Egress DWO0 Key page 159
0x18080014 EG_KEY_DW1 Egress DW1 Key page 159
0x18080018 EG_AGER_KEY_DW0 Egress Ageout DW0 Key page 159
0x1808001C EG_AGER_KEY_DW1 Egress Ageout DW1 Key page 160
0x18080020 EG_AGER_INFO Egress Ager FIFO Signals page 160
0x18080024 EG_MEM Egress Memory page 160
0x18080028 EG_MEM_DW0 Egress Memory DWO page 160
0x1808002C EG_MEM_DW1 Egress Memory DW1 page 161
0x18080030 EG_MEM_DW2 Egress Memory DW2 page 161
0x18080034 EG_LINKLIST Egress Linklist page 161
0x18080038 EG_SUBTABLE Egress Subtable Data page 161
0x1808003C EG_AGER_TICK Egress Timer Ager Values page 162
0x18080040 EG_AGER_TIMEOUT Egress Ager Timeout page 162
0x18081000 IG_CPU_REQ Ingress CPU Requested LUT Entry Lookup |page 162
0x18081004 IG_CPU_REQ_STATUS Ingress CPU Request Status page 163
0x18081008 IG_INFO_DWO0 Ingress DWO0 Information page 163
0x1808100C IG_INFO_DW1 Ingress DW1 Information page 163
0x18081010 IG_INFO_DW2 Ingress DW2 Information page 164
0x18081014 IG_INFO_DW3 Ingress DW3 Information page 164
0x18081018 | IG_CPU_REQUESTED_INFO_DWO0 Ingress CPU Requested DW0 Information  |page 164
0x1808101C | IG_CPU_REQUESTED_INFO_DW1 Ingress CPU Requested DW1 Information  |page 164
0x18081020 | IG_CPU_REQUESTED_INFO_DW2 Ingress CPU Requested DW2 Information  |page 164
0x18081024 | IG_CPU_REQUESTED_INFO_DW3 Ingress CPU Requested DW3 Information  |page 165
0x18081028 IG_KEY_DWO0 Ingress DW0 Key page 165
0x1808102C IG_AGER_KEY_DW0 Ingress Ageout DWO Key page 165
0x18081030 IG_AGER_INFO Ingress Ager FIFO Signals page 165
0x18081034 IG_MEM Ingress Memory page 166
0x18081038 IG_MEM_DWO0 Ingress Memory DWO page 166
0x1808103C IG_MEM_DW1 Ingress Memory DW1 page 166
0x18081040 IG_MEM_DW2 Ingress Memory DW2 page 166
0x18081044 IG_MEM_DW3 Ingress Memory DW3 page 166
0x18081048 IG_LINKLIST Ingress Linklist page 167
0x1808104C IG_SUBTABLE Ingress Subtable Data page 167
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Table 8-8. GMACO Ingress NAT/Egress NAT Registers Summary (continued)

Address Name Description Page
0x18081050 IG_AGER_TICK Ingress Timer Ager Values page 167
0x18081054 IG_AGER_TIMEOUT Ingress Ager Timeout page 167
0x180811D8 TxQOS_ARB_CFG Tx QoS Arbiter Configuration page 168
0x180811E4 DMATxStatus_123 Tx Status and Packet Count page 168
0x18081200 LCL_MAC_ADDR_DWO0 Local MAC Address Dword0 page 168
0x18081204 LCL_MAC_ADDR_DWO0 Local MAC Address Dword1 page 169
0x18081208 NXT_HOP_DST_ADDR_DWO0 Next Hope Router’s MAC Address Dword0 |page 169
0x1808120C NXT_HOP_DST_ADDR_DWO01 Next Hope Router’s MAC Address Dword1l |page 169
0x18081210 GLOBAL_IP_ADDRO Local Global IP Address 0 page 169
0x18081214 GLOBAL_IP_ADDRI1 Local Global IP Address 1 page 169
0x18081218 GLOBAL_IP_ADDR?2 Local Global IP Address 2 page 170
0x1808121C GLOBAL_IP_ADDR3 Local Global IP Address 3 page 170
0x18081228 EG_NAT_CSR Egress NAT Control and Status page 170
0x1808122C EG_NAT_CNTR Egress NAT Counter page 171
0x18081230 IG_NAT_CSR Ingress NAT Control and Status page 171
0x18081234 IG_NAT_CNTR Ingress NAT Counter page 171
0x18081238 EG_ACL_CSR Egress ACL Control and Status page 172
0x1808123C IG_ACL_CSR Ingress ACL Control and Status page 172
0x18081240 EG_ACL_CMDO0_AND_ACTION Egress ACL CMDO and Action page 173
0x18081244 EG_ACL_CMD1234 Egress ACL CMD1, CMD2, CMD3, CMD4  |page 173
0x18081248 EG_ACL_OPERANDO Egress ACL OPERANDO page 173
0x1808124C AG_ACL_OPERAND1 Egress ACL OPERANDO page 174
0x18081250 EG_ACL_MEM_CONTROL Egress ACL Memory Control page 174
0x18081254 IG_ACL_CMDO0_AND_ACTION Ingress ACL CMDO and Action page 175
0x18081258 IG_ACL_CMD1234 Ingress ACL CMD1, CMD2, CMD3, CMD4  |page 175
0x1808125C IG_ACL_OPERANDO Ingress ACL OPERANDO page 175
0x1808125C IG_ACL_OPERAND1 Ingress ACL OPERAND1 page 176
0x18081264 IG_ACL_MEM_CONTROL Ingress ACL Memory Control page 176
0x18081268 IG_ACL_COUNTER_GRPO Ingress ACL Counter Group 0 page 177
0x18081268 IG_ACL_COUNTER_GRP1 Ingress ACL Counter Group 1 page 177
0x18081270 IG_ACL_COUNTER_GRP2 Ingress ACL Counter Group 2 page 177
0x18081274 IG_ACL_COUNTER_GRP3 Ingress ACL Counter Group 3 page 177
0x18081278 IG_ACL_COUNTER_GRP4 Ingress ACL Counter Group 4 page 178
0x1808127C IG_ACL_COUNTER_GRP5 Ingress ACL Counter Group 5 page 178
0x18081280 IG_ACL_COUNTER_GRP6 Ingress ACL Counter Group 6 page 178
0x18081284 IG_ACL_COUNTER_GRP7 Ingress ACL Counter Group 7 page 178
0x18081288 IG_ACL_COUNTER_GRP8 Ingress ACL Counter Group 8 page 179
0x1808128C IG_ACL_COUNTER_GRP9 Ingress ACL Counter Group 9 page 179
0x18081290 IG_ACL_COUNTER_GRP10 Ingress ACL Counter Group 10 page 179
0x18081294 IG_ACL_COUNTER_GRP11 Ingress ACL Counter Group 11 page 179
0x18081298 IG_ACL_COUNTER_GRP12 Ingress ACL Counter Group 12 page 180
0x1808129C IG_ACL_COUNTER_GRP13 Ingress ACL Counter Group 13 page 180
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Table 8-8. GMACO Ingress NAT/Egress NAT Registers Summary (continued)

PRELIMINARY

Address Name Description Page
0x180812A0 IG_ACL_COUNTER_GRP14 Ingress ACL Counter Group 14 page 180
0x180812A4 IG_ACL_COUNTER_GRP15 Ingress ACL Counter Group 15 page 180
0x180812A8 EG_ACL_COUNTER_GRPO Egress ACL Counter Group 0 page 181
0x180812AC EG_ACL_COUNTER_GRP1 Egress ACL Counter Group 1 page 181
0x180812B0 EG_ACL_COUNTER_GRP2 Egress ACL Counter Group 2 page 181
0x180812B4 EG_ACL_COUNTER_GRP3 Egress ACL Counter Group 3 page 181
0x180812B8 EG_ACL_COUNTER_GRP4 Egress ACL Counter Group 4 page 182
0x180812BC EG_ACL_COUNTER_GRP5 Egress ACL Counter Group 5 page 182
0x180812C0 EG_ACL_COUNTER_GRP6 Egress ACL Counter Group 6 page 182
0x180812C4 EG_ACL_COUNTER_GRP?7 Egress ACL Counter Group 7 page 182
0x180812C8 EG_ACL_COUNTER_GRPS8 Egress ACL Counter Group 8 page 183
0x180812CC EG_ACL_COUNTER_GRP9 Egress ACL Counter Group 9 page 183
0x180812D0 EG_ACL_COUNTER_GRP10 Egress ACL Counter Group 10 page 183
0x180812D4 EG_ACL_COUNTER_GRP11 Egress ACL Counter Group 11 page 183
0x180812D8 EG_ACL_COUNTER_GRP12 Egress ACL Counter Group 12 page 184
0x180812DC EG_ACL_COUNTER_GRP13 Egress ACL Counter Group 13 page 184
0x180812E0 EG_ACL_COUNTER_GRP14 Egress ACL Counter Group 14 page 184
0x180812E4 EG_ACL_COUNTER_GRP15 Egress ACL Counter Group 15 page 184
0x180812E8 CLEAR_ACL_COUNTERS Clear ACL Counters page 185
0x18081320 | IG_ACL_RULE_VECTOR_LOWER Ingress ACL Rule Vector Lower page 185
0x18081324 IG_ACL_RULE_VECTOR_UPPER Ingress ACL Rule Vector Upper page 185
0x18081328 | EG_ACL_RULE_VECTOR_LOWER Egress ACL Rule Vector Lower page 185
0x1808132C | EG_ACL_RULE_VECTOR_UPPER Egress ACL Rule Vector Upper page 185
0x18081334 IG_ACL_RULE_TABLEO_LOWER Ingress ACL Rule TableO Lower page 186
0x18081338 IG_ACL_RULE_TABLEO_UPPER Ingress ACL Rule Table0 Upper page 186
0x1808133C IG_ACL_RULE_TABLE1_LOWER Ingress ACL Rule Tablel Lower page 186
0x18081340 IG_ACL_RULE_TABLE1_UPPER Ingress ACL Rule Tablel Upper page 186
0x18081344 IG_ACL_RULE_TABLE2_LOWER Ingress ACL Rule Table2 Lower page 186
0x18081348 IG_ACL_RULE_TABLE2_UPPER Ingress ACL Rule Table2 Upper page 187
0x1808134C IG_ACL_RULE_TABLE3_LOWER Ingress ACL Rule Table3 Lower page 187
0x18081350 IG_ACL_RULE_TABLE3_UPPER Ingress ACL Rule Table3 Upper page 187
0x18081354 | EG_ACL_RULE_TABLEO_LOWER Egress ACL Rule Table0 Lower page 187
0x18081358 EG_ACL_RULE_TABLEO_UPPER Egress ACL Rule Table0 Upper page 187
0x1808135C | EG_ACL_RULE_TABLE1_LOWER Egress ACL Rule Tablel Lower page 188
0x18081360 EG_ACL_RULE_TABLE1_UPPER Egress ACL Rule Tablel Upper page 188
0x18081364 | EG_ACL_RULE_TABLE2_LOWER Egress ACL Rule Table2 Lower page 188
0x18081368 EG_ACL_RULE_TABLE2_UPPER Egress ACL Rule Table2 Upper page 188
0x1808136C | EG_ACL_RULE_TABLE3_LOWER Egress ACL Rule Table3Lower page 188
0x18081370 EG_ACL_RULE_TABLE3_UPPER Egress ACL Rule Table3 Upper page 188
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8.7.1 Egress CPU Requested LUT Entry Lookup (EG_CPU_REQ)

Address: 0x18080000
Access: Read /Write
Reset: See field description

This register denotes the CPU request to insert,
delete or lookup an entry in the LUT.

Bit Bit Name Reset | Description
31:7 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
6:5 PKT_TYPE 0x1 | Type of packet to be inserted into the LUT
1 |TCP
2 |UDP
3 |ICMP
4 REQ 0x0 | This bit is to be asserted to issue any command. Transitioning this bit from
0 to 1 is treated as a new request.
3 INIT 0x0 |Initializes the total LUT
0 | Out of initialization
1 |Initialize
2:0 COMMAND 0x0 |Indicates the type of operation the CPU wants to perform

1 |Idle

2 | Lookup
3 |Insert

4 | Delete

8.7.2 Egress CPU Request Status (EG_CPU_REQ_STATUS)

Address: 0x18080004

This register denotes and sets status for CPU

Access: Read /Write requests.
Reset: 0x0
Bit Bit Name Description
317 RES Reserved. Must be written with zero. Contains zeros when read.
6 BUCKET_ FULL Denotes the status of the insertion request.
0 |Indifferent
1 |Insertion failed because the bucket is full
5 REQ_DONE A one denotes the CPU request was fulfilled. To know the statuses of other

commands such as insert_status, bins_full, bucket_full, check their respective
statuses.

4 INSERT_ STATUS

Indicates the status of the insert operation. This can be checked along with the
COMMAND_STATUS.

0 Insertion not successful

1 Insertion successful

BINS_FULL

Current entry insertion failed due to bins_full

2 DUPLICATE_KEY

Denotes the status of the inserted duplicate key.

1 Duplicate key inserted using the insert command

2 | Inserted key is not duplicate

1 DATA_ FOUND

This bit is checked when the COMMAND_STATUS or REQ_DONE bitissetto 1.

0 | Data not found during lookup or deletion

1 | Data found during lookup or deletion

0 |COMMAND_STATUS

This bit holds the equivalency of a CPU issued request
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8.7.3 Egress DWO Information (EG_INFO_DWO0)

Address: 0x18080008
Access: Read /Write
Reset: See field description

This register holds 24 bits of Egress
information.

Bit Bit Name Reset |Description
31:24 RES 0x0 Reserved. Must be written with zero. Contains zeros when read.
23:0 DWORD Ox7FFFF | 24 bits of Egress information

8.7.4 Egress CPU Related DWO Information (EG_CPU_REQUESTED_INFO_DWO)

Address: 0x1808000C
Access: Read /Write
Reset: See field description

This register holds 24 bits of Egress information
found during deletion or lockup operations.

Bit Bit Name Reset |Description
31:24 RES 0x0 Reserved. Must be written with zero. Contains zeros when read.
23:0 DWORD Ox7FFFF | 24 bits of Egress information found during deletion or lookup operations

8.7.5 Egress DWO Key (EG_KEY_DWO0)

Address: 0x18080010
Access: Read /Write

This register holds LSB bits of the Egress Key.

Reset: 0x0
Bit Bit Name | Description
31:0 DWORD 32 LSB bits of the Egress key

8.7.6 Egress DW1 Key (EG_KEY_DW1)

Address: 0x18080014
Access: Read /Write

This register holds MSB bits of the Egress Key.

Reset: 0x0
Bit Bit Name | Description
31:18 RES Reserved. Must be written with zero. Contains zeros when read.
17:0 DWORD |32 MSB bits of the Egress key

8.7.7 Egress Ageout DWO Key (EG_AGER_KEY_DWO0)

Address: 0x18080018
Access: Read-Only

This register holds LSB bits of the Egress Key.

Reset: 0x0
Bit Bit Name |Description
31:0 DWORD |32 LSB bits of the Egress key that were deleted during the ageout process
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8.7.8 Egress Ageout DW1 Key (EG_AGER_KEY_DW1)

Address: 0x1808001C This register holds MSB bits of the Egress Key.
Access: Read /Write
Reset: 0x0
Bit Bit Name |Description
31:18 RES Reserved. Must be written with zero. Contains zeros when read.
17:0 DWORD 18 MSB bits of the key deleted during the ageout process

8.7.9 Egress Ager FIFO Signals (EG_AGER_INFO)

Address: 0x18080020 This register denotes the statuses for the Ager
Access: Read /Write FIFO signals.
Reset: 0x0
Bit Bit Name |Description
31:3 RES Reserved. Must be written with zero. Contains zeros when read.
2 DISABLE | Denotes the status of the ager

0 | Ageris active

1 | Agerisinactive
1 EMPTY Denotes is the ager FIFO is empty or not
0 | Ager FIFO is not empty

1 | Ager FIFO is empty

0 READ A rising transition of this signal removes the key from the ager FIFO. This bit can only
be read when the previous EMPTY bit is 0.

8.7.10 Egress Memory (EG_MEM)

Address: 0x18080024 This register is used to configure the settings
Access: Read /Write for a memory read or write.
Reset: 0x0
Bit Bit Name |Description
31:12 RES Reserved. Must be written with zero. Contains zeros when read.
11 ACK Acknowledgement for a read /write
10:9 RW Set to read or write to the memory
0 |Read
1 | Write
8:0 ADDR Denotes the address of the MAIN_MEMORY for a read /write request

8.7.11 Egress Memory DWO (EG_MEM_DWO)

Address: 0x18080028 This register is used to read or write to the
Access: Read /Write main memory.
Reset: 0x0

Bit | Bit Name | Description
31:0 | DWORD | Read/Write the DWORDO data to the main memory for a read /write request
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8.7.12 Egress Memory DW1 (EG_MEM_DW1)

Address: 0x1808002C
Access: Read-Only

This register is used to read or write to the
main memory.

Reset: 0x0
Bit | Bit Name |Description
31:0 | DWORD | Read/Write the DWORDI data to the main memory for a read /write request

8.7.13 Egress Memory DW2 (EG_MEM_DW2)

Address: 0x18080030
Access: Read-Only

This register is used to read or write to the
main memory.

Reset: 0x0
Bit | Bit Name |Description
31:0 | DWORD | Read/Write the DWORD?2 data to the main memory for a read /write request

8.7.14 Egress Link List (EG_LINKLIST)

Address: 0x18080034

This register is used to read or write to the link

Access: Read /Write list.
Reset: 0x0
Bit | Bit Name |Description
31:15 RES Reserved. Must be written with zero. Contains zeros when read.
14:8 DATA The Read/Write data of the linklist
7 RW Linklist Read /Write request
0 |Read
1 | Write
6:0 ADDR The linklist address

8.7.15 Egress Sub-Table Data (EG_SUBTABLE)

Address: 0x18080038

This register is used to read or write to the sub-

Access: Read /Write table.

Reset: 0x0
Bit | Bit Name |Description

31:14 RES Reserved. Must be written with zero. Contains zeros when read.
13:8 DATA Holds the Read /Write data related to the subtable
7:6 RES Reserved. Must be written with zero. Contains zeros when read.
5 RW A Read/Write request for the subtable

4:0 ADDR The address of the subtable Read /Write address
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8.7.16 Egress Timer Ager Values (EG_AGER_TICK)

Address: 0x1808003C
Access: Read /Write
Reset: See field description

This register denotes the ager timer related
values.

Bit Bit Name Reset |Description
31:24 RES 0x0 Reserved. Must be written with zero. Contains zeros when read.
23:0 TIME 0x100000 | A nano-second timer which allows MSECTIMER increment by one when
the free running counter reaches the end of the timer value

8.7.17 Egress Ager Timeout (EG_AGER_TIMEQUT)

Address: 0x18080040
Access: Read /Write

This register denotes the ager timeout value.

Reset: 0x20
Bit Bit Name | Description
31:22 ICMP_ The ICMP timeout value which depends on the TIME bit in “Egress Timer Ager
VALUE Values (EG_AGER_TICK)” on page 162
21:12 | UDP_ VALUE | The UDP timeout value which depends on the TIME bit in “Egress Timer Ager
Values (EG_AGER_TICK)” on page 162
11:0 TCP_ VALUE | TCP timeout value which depends on the TIME bit in “Egress Timer Ager Values
(EG_AGER_TICK)” on page 162

8.7.18 Ingress CPU Requested LUT Entry Lookup (IG_CPU_REQ)

Address: 0x18081000
Access: Read /Write
Reset: See field description

This register denotes the CPU request to insert,
delete or lookup an entry in the LUT.

Bit Bit Name | Reset |Description
31:7 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
6:5 PKT_TYPE 0x1 | Type of packet to be inserted into the LUT
1 |TCP
2 |UDP
3 |ICMP
4 REQ 0x0 | This bit is to be asserted to issue any command. Transitioning this bit from 0
to 1is treated as a new request.
3 INIT 0x0 | Initializes the total LUT
0 | Out of initialization
1 |Initialize
2:0 COMMAND | 0x0 |Indicates the type of operation the CPU wants to perform
1 |Idle
2 | Lookup
3 |Insert
4 | Delete
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8.7.19 Ingress CPU Request Status (IG_CPU_REQ_STATUS)

Address: 0x18081004 This register denotes and sets status for CPU
Access: Read /Write requests.
Reset: 0x0
Bit Bit Name Description
31:7 RES Reserved. Must be written with zero. Contains zeros when read.
6 BUCKET_ FULL Denotes the status of the insertion request.

0 |Indifferent

1 |Insertion failed because the bucket is full

5 REQ_DONE A one denotes the CPU request was fulfilled. To know the statuses of other
commands such as insert_status, bins_full, bucket_full, check their status.

4 INSERT_STATUS |Indicates the status of the insert operation. This can be checked along with the
COMMAND_STATUS.

0 |Insertion not successful

1 |Insertion successful

BINS_ FULL Current entry insertion failed due to bins_full

DUPLICATE_KEY |Denotes the status of the inserted duplicate key.

1 |Duplicate key inserted using the insert command

2 |Inserted key is not duplicate

1 DATA_ FOUND This bit is checked when the COMMAND_STATUS or REQ_DONE bit is set to 1.

0 |Data not found during lookup or deletion

1 |Data found during lookup or deletion

0 |COMMAND_STATUS |This bit holds the equivalency of a CPU issued request

8.7.20 Ingress DWO Information (IG_INFO_DWO)

Address: 0x18081008 This register holds 32 bits of Ingress
Access: Read /Write information.
Reset: OxFFFFFFFF

Bit | Bit Name Description

31:0 | DWORD | 24 bits of Ingress information which will be inserted into the LUT along with the key
DWORDO from the LSB

8.7.21 Ingress DW1 Information (IG_INFO_DW1)

Address: 0x1808100C This register holds 32 bits of Ingress
Access: Read /Write information.
Reset: OxFFFFFFFF

Bit | Bit Name Description

31:0 | DWORD | 24 bits of Ingress information which will be inserted into the LUT along with the key
DWORDI from the LSB
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8.7.22 Ingress DW2 Information (IG_INFO_DW2)

Address: 0x18081010 This register holds 32 bits of Ingress
Access: Read /Write information.
Reset: OxFFFFFFFF

Bit | Bit Name | Description

31:0 | DWORD | 24 bits of Ingress information which will be inserted into the LUT along with the key
DWORD2 from the LSB

8.7.23 Ingress DW3 Information (IG_INFO_DW3)

Address: 0x18081014 This register holds 32 bits of Ingress
Access: Read /Write information.
Reset: OXFFFFFFFF

Bit | Bit Name | Description

31:0 | DWORD | 24 bits of Ingress information which will be inserted into the LUT along with the key
DWORD?3 from the LSB

8.7.24 Ingress CPU Related DWO Information (IG_CPU_REQUESTED_INFO_DWO)

Address: 0x18081018 This register holds 32 bits of Ingress
Access: Read /Write information found during deletion or lookup
Reset: OXFFFFFFFF operations.

Bit | Bit Name Description

31:0 | DWORD |32 bits of Ingress information found during deletion or lookup of the operation DWORDO
from the LSB

8.7.25 Ingress CPU Related DW1 Information (IG_CPU_REQUESTED_INFO_DW1)

Address: 0x1808101C This register holds 32 bits of Ingress
Access: Read /Write information found during deletion or lookup
Reset: OxFFFFFFFF operations.

Bit | Bit Name Description

31:0 DWORD | 32 bits of Ingress information found during deletion or lookup of the operation DWORD1
from the LSB

8.7.26 Ingress CPU Related DW2 Information (IG_CPU_REQUESTED_INFO_DW2)

Address: 0x18081020 This register holds 32 bits of Ingress
Access: Read /Write information found during deletion or lookup
Reset: OXFFFFFFFF operations.

Bit | Bit Name | Description

31:0 DWORD | 32 bits of Ingress information found during deletion or lookup of the operation DWORD2
from the LSB

164 e AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC Atheros Communications, Inc.
December 2010 COMPANY CONFIDENTIAL



PRELIMINARY

8.7.27 Ingress CPU Related DW3 Information (IG_CPU_REQUESTED_INFO_DW3)

Address: 0x18081024
Access: Read /Write

This register holds 32 bits of Ingress
information found during deletion or lookup

Reset: OxFFFFFFFF operations.
Bit | Bit Name | Description
31:0 DWORD | 32 bits of Ingress information found during deletion or lookup of the operation DWORD3

from the LSB

8.7.28 Ingress DWO Key (IG_KEY_DWO)

Address: 0x18081028

This register holds LSB bits of the Ingress Key.

Access: Read /Write

Reset: 0x0
Bit Bit Name |Description
31:20 RES Reserved. Must be written with zero. Contains zeros when read.
19:0 DWORD |20 LSB bits of the Ingress key

8.7.29 Ingress Ageout DWO Key (IG_AGER_KEY_DWO0)

Address: 0x1808102C

This register holds LSB bits of the Ingress Key.

Access: Read /Write

Reset: 0x0
Bit Bit Name |Description
31:20 RES Reserved. Must be written with zero. Contains zeros when read.
19:0 DWORD |20 LSB bits of the Ingress key deleted during the ageout process

8.7.30 Ingress Ager FIFO Signals (IG_AGER_INFO)

Address: 0x18081030
Access: Read /Write

This register denotes the statuses for the Ager
FIFO signals.

Reset: See field description

Bit Bit Name | Reset |Description
31:3 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
2 DISABLE 0x0 | Denotes the status of the ager
0 |Ageris active
1 | Ager is inactive
1 EMPTY 0x1 | Denotes is the ager FIFO is empty or not
0 | Ager FIFO is not empty
1 | Ager FIFO is empty
0 READ 0x0 | A rising transition of this signal removes the key from the ager FIFO. This bit
can only be read when the previous EMPTY bit is 0.
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8.7.31 Ingress Memory (IG_MEM)

Address: 0x18081034
Access: Read /Write

This register is used to configure the settings
for a memory read or write.

Reset: 0x0
Bit Bit Name |Description
31:12 RES Reserved. Must be written with zero. Contains zeros when read.
11 ACK Acknowledgement for a read /write
10:9 RW Set to read or write to the memory
0 |Read
1 | Write
8:0 ADDR | Denotes the address of the MAIN_MEMORY for a read/write request

8.7.32 Ingress Memory DWO (IG_MEM_DWO0)

Address: 0x18081038
Access: Read /Write
Reset: 0x0

This register is used to read or write to the
main memory.

Bit Name
DWORD

Bit
31:0

Description
Read/Write the DWORDO data to the main memory for a read /write request from the LSB

8.7.33 Ingress Memory DW1 (IG_MEM_DW1)

Address: 0x1808103C
Access: Read /Write
Reset: 0x0

This register is used to read or write to the
main memory.

Bit Name
DWORD

Bit
31:0

Description

Read /Write the DWORDI data to the main memory for a read or write request from the LSB

8.7.34 Ingress Memory DW2 (IG_MEM_DW2)

Address: 0x18081040
Access: Read /Write

This register is used to read or write to the
main memory.

Reset: 0x0
Bit | Bit Name | Description
31:0 | DWORD | Read/Write the DWORD?2 data to the main memory for a read or write request

8.7.35 Ingress Memory DW3 (IG_MEM_DW3)

Address: 0x18081044
Access: Read /Write

This register is used to read or write to the
main memory.

Reset: 0x0
Bit | Bit Name | Description
31:0 | DWORD | Read/Write the DWORD3 data to the main memory for a read or write request
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8.7.36 Ingress Link List (IG_LINKLIST)

Address: 0x18081048

This register is used to read or write to the link

Access: Read /Write list.
Reset: 0x0
Bit | Bit Name | Description
31:15 RES Reserved. Must be written with zero. Contains zeros when read.
14:8 DATA | The Read/Write data of the linklist
7 RwW Linklist Read /Write request
0 Read
1 Write
6:0 ADDR | The linklist address

8.7.37 Ingress Sub-Table Data (IG_SUBTABLE)
Address: 0x1808104C

This register is used to read or write to the sub-

Access: Read /Write table.

Reset: 0x0
Bit | Bit Name | Description

31:14 RES Reserved. Must be written with zero. Contains zeros when read.
13:8 DATA | Holds the Read/Write data related to the subtable
7:6 RES Reserved. Must be written with zero. Contains zeros when read.
5 RW A Read/Write request for the subtable

4:0 ADDR | The address of the subtable Read /Write address

8.7.38 Ingress Timer Ager Values (IG_AGER_TICK)

Address: 0x18081050
Access: Read /Write

This register denotes the ager timer related
values.

Reset: See field description

Bit Bit Name Reset |Description
31:24 RES 0x0 Reserved. Must be written with zero. Contains zeros when read.
23:0 TIME 0x100000 | A nano-second timer which allows MSECTIMER increment by one when the
free running counter reaches the end of the timer value

8.7.39 Ingress Ager Timeout (IG_AGER_TIMEOUT)

Address: 0x18081054
Access: Read /Write

This register denotes the ager timeout value.

Reset: 0x20
Bit Bit Name | Description
31:22 | ICMP_ VALUE | The ICMP timeout value which depends on the TIME bit in “Ingress Timer Ager
Values (IG_AGER_TICK)” on page 167
21:12 | UDP_VALUE | The UDP timeout value which depends on the TIME bit in “Ingress Timer Ager
Values (IG_AGER_TICK)” on page 167
11:0 TCP_VALUE | TCP timeout value which depends on the TIME bit in “Ingress Timer Ager Values
(IG_AGER_TICK)” on page 167
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8.7.40 Tx QoS Arbiter Configuration (TxQ0S_ARB_CFG)

Address: 0x180811D8
Access: Read /Write

Reset: See field description

This register is used to set the arbitration for
QoS Weighted Round-Robin (WRR) queues.
Note that Wgt0/1/2/3 should not be 0 if WRR
is selected.

Bit Bit Name |Reset|Description
31:26 WGT3 0x1 | Weight for queue 3, if WRR is selected
25:20 WGT2 0x2 | Weight for queue 2, if WRR is selected
19:14 WGT1 0x4 | Weight for queue 1, if WRR is selected
13:8 WGT3 0x8 | Weight for queue 0, if WRR is selected
7:1 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
0 RRMODE 0x0 | Used to select the QoS priority mode
0 | Weighted round-robin (WRR)
1 | Simple priority (queue 0 is the highest)

8.7.41 Tx Status and Packet Count (DMATXSTATUS)

Address: 0x180811E4
Access: Read /Write

This register is the Tx Status packet count
register for QoS queues 1 to 3.

Reset: 0x0
Bit Bit Name |Description
31:24 RES Reserved. Must be written with zero. Contains zeros when read.
23:16 | TXPKTCOUNT |8-bit transmit packet counter that is incremented whenever the built-in DMA
_CHS3 controller successfully transfers a packet for Queue 3, and decremented whenever the
host writes a 1 to bit TXPKTSENT_CH3 in the DMATxStatus register. (Default = 0)
15:8 | TXPKTCOUNT |8-bit transmit packet counter that is incremented whenever the built-in DMA
_CH2 controller successfully transfers a packet for Queue 2, and decremented whenever the
host writes a 1 to bit TXPKTSENT_CH?2 in the DMATxStatus register. (Default = 0)
7:0 | TXPKTCOUNT |8-bit transmit packet counter that is incremented whenever the built-in DMA
_CH1 controller successfully transfers a packet for Queue 1, and decremented whenever the
host writes a 1 to bit TXPKTSENT_CH1 in the DMA Tx Status register. (Default = 0)

8.7.42 Local MAC Address Dword0 (LCL_MAC_ADDR_DWO0)

Address: 0x18081200
Access: Read /Write

This register contains bits for the Dword0 of
the local MAC address. This register is

Reset: 0x0 available only for GEO MAC.
Bit Bit Name | Description
31:0 LOCAL_MAC |Bits [31:0] of the local L2 MAC address
_ADDR_DWO0
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8.7.43 Local MAC Address Dword1 (LCL_MAC_ADDR_DW1)

Address: 0x18081204 This register contains bits for the Dword0 of
Access: Read /Write the local MAC address. This register is
Reset: 0x0 available only for GEO MAC.
Bit Bit Name Description
31:16 RES Reserved. Must be written with zero. Contains zeros when read.
15:0 |LOCAL_MAC_ADDR | Bits [47:32] of the local L2 MAC address
_DWO

8.7.44 Next Hop Router’s MAC Address Dword0 (NXT_HOP_DST_ADDR_DW0)

Address: 0x18081208 This register contains bits of the next hop
Access: Read /Write router’s MAC address Dword0, and is only
Reset: 0x0 available for GEO MAC.
Bit Bit Name Description
31:0 LOCAL_MAC_ Bits [31:0] of the next hop router’s L2 MAC address
DST_ADDR_DWO0

8.7.45 Next Hop Router’s MAC Address Dword1 (NXT_HOP_DST_ADDR_DW1)

Address: 0x1808120C This register contains bits of the next hop
Access: Read /Write router’s MAC address Dword1, and is only
Reset: 0x0 available for GEO MAC.
Bit Bit Name Description
31:0 LOCAL_MAC_ Bits [47:32] of the next hop router’s L2 MAC address
DST_ADDR_DW1

8.7.46 Local Global IP Address 0 (GLOBAL_IP_ADDRO)

Address: 0x18081210 This register contains the local global IP
Access: Read /Write address and is only available for GEO MAC.
Reset: 0x0
Bit Bit Name Description
31:0 LOCAL_GLOBAL_ |Local IP address index 0. Up to 4 global IP addresses are supported for this
IP_ADDRO interface

8.7.47 Local Global IP Address 1 (GLOBAL_IP_ADDR1)

Address: 0x18081214 This register contains the local global IP
Access: Read /Write address and is only available for GE0 MAC.
Reset: 0x0
Bit Bit Name Description
31:0 LOCAL_GLOBAL_ |Local IP address index 1. Up to 4 global IP addresses are supported for this
IP_ADDRI1 interface
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8.7.48 Local Global IP Address 2 (GLOBAL_IP_ADDR2)

Address: 0x18081218 This register contains the local global IP
Access: Read /Write address and is only available for GE0 MAC.
Reset: 0x0
Bit Bit Name Description
31:0 LOCAL_GLOBAL_ |Local IP address index 2. Up to 4 global IP addresses are supported for this
IP_ADDR2 interface

8.7.49 Local Global IP Address 3 (GLOBAL_IP_ADDR3)

Address: 0x1808121C This register contains the local global IP
Access: Read /Write address and is only available for GEO MAC.
Reset: 0x0
Bit Bit Name Description
31:0 LOCAL_GLOBAL_ |Local IP address index 3. Up to 4 global IP addresses are supported for this
IP_ADDR3 interface

8.7.50 Egress NAT Control and Status (EG_NAT_CSR)

Address: 0x18081228 This register configures NAT editing of egress
Access: Read /Write packets.
Reset: See field description

Bit Bit Name Reset | Description

31:7 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.

6 EG_NAT_FRAG | 0x0 |Disables NAT editing of the Egress fragmented packet
_EDIT_DISABLE

52 | EG_FIELD_EDIT | 0x0 |Setting the fill bits disables the editing of each of the fields of the egress
_MASK packet

Bit[0] | Disables NAT editing of the L2 destination address field of the packet
Bit[1] | Disables NAT editing of the L2 source address field of the packet
Bit[2] | Disables NAT editing of the IP source address field of the packet
Bit[3] | Disables NAT editing of the L4 source port field in the packet

1 EG_LOOKUP_ | 0x0 |Enablesbyte swapping of the data given by the lookup table, before editing

DATA_SWAP the egress packet
0 EG_ANT_ 0x1 | Disables the egress NAT engine. Packets that are Tx DMA-ed are transmitted
DISABLE without going through the NAT Engine.
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8.7.51 Egress NAT Counter (EG_NAT_CNTR)

Address: 0x1808122C This register counts NAT egress packets.
Access: Read-Only
Reset: 0x0

Bit Bit Name Description

31:16 EG_NAT_ERR_ |Counter indicating the number of packets that were not NAT edited on egress.
COUNTER

15:0 | EG_NAT_DONE_ | Counter indicating the number of packets that were successfully NAT edited on
COUNTER egress.

8.7.52 Ingress NAT Control and Status (IG_NAT_CSR)

Address: 0x18081230 This register is used to control and read the
Access: Read /Write status of ingress packets and is only available
Reset: See field description for GEO MAC.
Bit Bit Name Reset | Description
31:14 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.
13 |IG_NAT_GLBL_ICMP | 0x0 |When setto 1, ICMP Packets that are REQUEST are dropped. Effective
_REQ_DRP_EN only if bit [8] of this register is set to 1.
12 | IG_NAT_GLBL_ICMP | 0x0 |When setto 1, ICMP Packets that are neither REQUEST, nor REPLY are
_RPLY_DRP_EN dropped. Effective only if bit [8] of this register is set to 1.
11 IG_NAT_GLBL_ 0x0 | When set to 1, TCP Packets received that fail NAT and have both the
TCP_ACK_DRP_EN SYN and ACK flags set to 1 are dropped. Effective only if bit [8] of this
register is set to 1.
10 IG_NAT_GLBL_ 0x0 | When set to 1, TCP packets received that fail NAT and have the 'SYN'
TCP_SYN_DRP_EN flag set to 1 are dropped. Effective only if bit [8] of this register is set to 1.
9 IGNAT_GLBL_L2_ 0x0 | When set to 1, Packets that do not match the L2 LOCAL_MAC_ADDR
DROP_EN programmed in the registers 0x200 and 0x204 are dropped. Effective
only if bit [8] of this register is set to 1.
8 IG_NAT_GLBL_ 0x0 | Enables the basic firewall to drop packets for certain global rules based
RULE_EN on bits [13:9] of this register
7 | IG_LNAT_FRAG_EDIT | 0x0 |Disables NAT editing of the ingress fragmented packet
_DISABLE
6 IG_L4CKSUM_EN 0x0 | Enables L4 checksum of the ingress fragmented packet
5:2 IG_FIELD_EDIT_ 0x0 | Setting the bits disables the edit of each of the fields in the ingress packet
MASK Bit[0] | Disables NAT editing of L2 DA field in the packet
Bit[1] | Disables NAT editing of L2 SA field in the packet
Bit[2] | Disables NAT editing of IP DA field in the packet
Bit[3] | Disables NAT editing of L4 destination port field in the packet
1 IG_LOOKUP_DATA_ | 0x0 |Enables byte swapping of the data given by the lookup table, before
SWAP editing the ingress packet
0 IG_ANT_DISABLE 0x1 |Packets that are received are DMAed without going through the NAT
engine

8.7.53 Ingress NAT Counter (IG_NAT_CNTR)

Address: 0x18081234 Reset: 0x0
Access: Read-Only
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This register counts the number of NAT ingress

packets.
Bit Bit Name Description
31:16 |IG_NAT_ERR_C | Counter indicating the number of packets that were not NAT edited on ingress
OUTNER
15:0 | IG_NAT_DONE | Counter indicating the number of packets successfully NAT edited on ingress
_COUNTER

8.7.54 Egress ACL Control and Status (EG_ACL_CSR)

Address: 0x18081238 This register is used to disable the functionality
Access: Read /Write of the egress ACL.
Reset: See field description
Bit Bit Name |Reset | Description
31:1 RES 0x0 |Reserved. Must be written with zero. Contains zeros when read.
0 EG_ACL_ 0x1 | Disables the egress ACL functionality. The default is 1
DISABLE

8.7.55 Ingress ACL Control and Status (IG_ACL_CSR)

Address: 0x1808123C This register is used to disable the ingress
Access: Read /Write ACL4 functionality.
Reset: See field description

Bit Bit Name | Reset Description

31:1 RES 0x0 | Reserved. Must be written with zero. Contains zeros when read.

0 IG_ACL_ 0x1 | Disables the ingress ACL functionality. Default is 1.
DISABLE
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8.7.56 Egress ACL CMDO and Action (EG_ACL_CMDO_AND_ACTION)

Address: 0x18081240
Access: Read /Write

This register is sued for programming the ACL
table. Refer to the ACL section regarding the

Reset: 0x0 various fields of entry in the ACL table and
their significance.
Bit Bit Name Description
31:21 RES Reserved. Must be written with zero. Contains zeros when read.
20:16 |EG_ACL_CMDO | The CMDO field in the entry in the ACL table
15:14 RES Reserved. Must be written with zero. Contains zeros when read.
13:8 EG_ACL_NEP | ACL Next Entry Pointer: Points to the Next Entry in the ACL Table to which this
entry is linked. Valid only if EG_ACL_LINKED is set to 1.
7:4 RES Reserved. Must be written with zero. Contains zeros when read.
3 EG_ACL_ When set, this entry in the ACL table, the action associated with this entry/rule is
ALLOW to allow the packet
2 EG_ACL_ Egress ACL reject: When set this entry in the ACL table, the action associated with
REJECT this entry/rule is to reject the packet.
1 EG_ACL_ When set this entry in the ACL table is Linked to another entry in the table
LINKED
0 EG_ACL_ When set this entry in the ACL table is considered the head of the rule.
RULE_HD

8.7.57 Egress ACL C(MD1, CMD2, CMD3, CMD4 (EG_ACL_CM01234)
Address: 0x18081244

This register is used for programming the ACL

Access: Read /Write table.
Reset: 0x0
Bit Bit Name Description
31:29 RES Reserved. Must be written with zero. Contains zeros when read.
28:24 | EG_ACL_CMD4 |The CMDH4 field of the entry in the ACL table
23:21 RES Reserved. Must be written with zero. Contains zeros when read.
20:16 | EG_ACL_CMD3 |The CMD3 field of the entry in the ACL table
15:13 RES Reserved. Must be written with zero. Contains zeros when read.
12:8 EG_ACL_CMD2 | The CMD2 field of the entry in the ACL table
7:5 RES Reserved. Must be written with zero. Contains zeros when read.
4:0 EG_ACL_CMD1 | The CMD1 field of the entry in the ACL table

8.7.58 Egress ACL OPERANDO (EG_ACL_OPERANDO)
Address: 0x18081248

This register is used for programming the ACL

Access: Read /Write table.
Reset: 0x0
Bit Bit Name Description
31:0 |EG_ACL_OPERANDO | The lower order [31:0] bits of the operand field of the entry in the ACL table
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8.7.59 Egress ACL OPERAND1 (EG_ACL_OPERAND1)

Address: 0x1808124C This register is used for programming the ACL
Access: Read /Write table.
Reset: 0x0

Bit Bit Name Description

31:0 |EG_ACL_OPERANDI | The higher order [63:32] bits of the operand field of the entry in the ACL table

8.7.60 Egress ACL Memory Control (EG_ACL_MEM_CONTROL)

Address: 0x18081250 This register is used to control the ACL table
Access: Read /Write operations.
Reset: 0x0
Bit Bit Name Description
31:15 RES Reserved. Must be written with zero. Contains zeros when read.
14 EG_ACL_INIT When set to 1, the ACL table gets initialized to all Os. Software should always

initialize the ACL table before loading entries into the ACL Table. This bit clears
itself once the initial is action is done.

13 EG_ACL_GLOBAL |Egress ACL global rule valid
_RULE_VALID

0 Only individual rules determine the allow /drop of the packets
1 Bit [12] of this register is valid

12 EG_ACL_GLOBAL_ |Egress ACL global drop
DROP

0 The global rule indicates whether to allow the packet, and individual
rules drop the packets

1 The global rule is to drop the packets, and individual rules indicate
whether to allow the packet

11 EG_ACL_RULE_ After the last entry is loaded, when hardware sets this bit to 1, it indicates that
MAP_DONE the rule mapping is done. Only when hardware sets this bit to 1, the
ACL_DISABLE bit in the “Egress ACL Control and Status
(EG_ACL_CSR)” register will be set to 0 (ACL will be enabled).

10 EG_ACL_LAST_ |Indicates if this is the last entry to be written to the ACL table.
ENTRY
9 EG_ACL_ACK_REG | When software reads this bit as '1' indicates that the write or read operation to
the ACL table is done.

8 EG_ACL_TABLE_WR | When software sets this bit to 1 during a write to this register, the entry as
pointed by the entry address is written to the ACL table with the fields taken
from the earlier registers such as commands, operands, etc. When set to 0 during
a write to this register, a read from the ACL table is initiated to the entry pointed
by the entry address and the entry fields are available in the above registers after
the ACK bit is set to 1. For write operations, software makes sure all these
registers and the fields of this register are correctly written.

7:6 RES Reserved. Must be written with zero. Contains zeros when read.
5:0 EG_ACL_ENTRY | The entry address where this current entry is to be loaded in the ACL table.
_ADDR
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8.7.61 Ingress ACL CMDO and Action (IG_ACL_CMDO_AND_ACTION)
Address: 0x18081254

This register is sued for programming the ACL

Access: Read /Write table.
Reset: 0x0
Bit Bit Name Description
31:21 RES Reserved. Must be written with zero. Contains zeros when read.
20:16 | IG_ACL_CMDO |The CMDO field of the entry in ACL table.
15:14 RES Reserved. Must be written with zero. Contains zeros when read.
13:8 IG_ACL_NEP | Points to the next entry in the ACL table to which this entry is linked. Valid only if
IG_ACL_LINKED is set to 1.
74 RES Reserved. Must be written with zero. Contains zeros when read.
3 IG_ACL_ When set, the action associated with this entry/rule in the ACL table is to allow the
ALLOW packet
2 IG_ACL_REJECT | When set, the action associated with this entry/rule in the ACL table is to reject the
packet
1 IG_ACL_ When set, this entry in the ACL table is linked to another entry in the table
LINKED
0 IG_ACL_RULE_ | When set, this entry in the ACL table is considered the head of the rule
HD

8.7.62 Ingress ACL CMD1,

Address: 0x18081258
Access: Read /Write

CMD2, CMD3, CMD4 (IG_ACL_CMD1234)

This register is used for programming the
Ingress ACL rule in the ACL table.

Reset: 0x0
Bit Bit Name Description
31:29 RES Reserved. Must be written with zero. Contains zeros when read.
28:24 | IG_LACL_CMD#4 | The CMD4 field of the entry in the ACL table
23:21 RES Reserved. Must be written with zero. Contains zeros when read.
20:16 | IG_LACL_CMD3 | The CMD3 field of the entry in the ACL table
15:13 RES Reserved. Must be written with zero. Contains zeros when read.
12:8 IG_ACL_CMD2 | The CMD2 field of the entry in the ACL table
7:5 RES Reserved. Must be written with zero. Contains zeros when read.
4:0 IG_ACL_CMD1 | The CMDI1 field of the entry in the ACL table

8.7.63 Ingress ACL OPERANDO (IG_ACL_OPERANDO)

Address: 0x1808125C This register is used for programming the
Access: Read /Write Ingress rule for the ACL table.
Reset: 0x0

Bit Bit Name Description

31:0 IG_ACL_ OPERANDO | The lower order [31:0] bits of the operand field of the entry in the ACL table
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8.7.64 Egress ACL OPERAND1 (EG_ACL_OPERAND1)

Address: 0x18081260
Access: Read /Write
Reset: 0x0

This register is used for programming the
Ingress rule for the ACL table.

Bit

Bit Name

Description

31:0

IG_ACL_ OPERANDI1 | The higher order [63:32] bits of the operand field of the entry in the ACL table

8.7.65 Ingress ACL Memory Control (IG_ACL_MEM_CONTROL)

Address: 0x18081264
Access: Read /Write

This register controls the ACL table operations.

Reset: 0x0
Bit Bit Name Description
31:15 RES Reserved. Must be written with zero. Contains zeros when read.

14 IG_ACL_INIT When set to '1', the ACL table gets initialized to all 0's. Software should always
initialize the ACL table before loading entries into the ACL Table. This bit clears
itself once the initialization is done.

13 IG_ACL_GLOBAL_ | When set to '1', the Global Drop Bit[12] is valid. When set to '0', only individual

RULE_VALID rules determine allowing or dropping of packets
12 IG_ACL_ When set to '1', the global rule is to drop the packets and individual rules
GLOBAL_DROP | indicating whether to allow the packet or not. When set to '0', it is vice-versa.
11 IG_ACL_RULE_ | After the last entry is loaded, when HW sets this bit to '1', indicates that the rule
MAP_DONE mapping is done. Only when HW sets this bit to '1', the '"ACL_DISABLE' bit in
the EG_ACL_CSR register will be set to '0' (ACL will be enabled).
10 IG_ACL_LAST_ |Indicates if this is the last entry to be written to the ACL table.
ENTRY
9 IG_ACL_ACK_ | When software reads this bit as '1' indicates that the write or read operation to
REG the ACL table is done.
8 IG_ACL_TABLE_W | When software sets this bit to '1' during a write to this register, the entry as
R pointed by the entry address is written to the ACL table with the fields taken

from the earlier registers such as commands, operands, etc. When set to '0’
during a write to this register, a read from the ACL table is initiated to the entry
pointed by the entry address and the entry fields are available in the above
registers after the ACK bit is set to '1". For write operations, software makes sure
all the above registers and the fields of this register are correctly written.

7:6 RES Reserved. Must be written with zero. Contains zeros when read.

5:0 IG_ACL_ENTRY_A | The entry address where this current entry is to be loaded in the ACL table.

DDR
176 e AR9344 Highly-Integrated 802.11n 2x2 2.4/5 GHz Premium SoC Atheros Communications, Inc.

December 2010

COMPANY CONFIDENTIAL



PRELIMINARY

8.7.66 Ingress ACL Counter Group 0 (IG_ACL_COUNTER_GRPO)

Address: 0x18081268
Access: Read-Only

This register is used to count the packets that
hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE3 | Counter indicating the number of ingress packets that hit rule 3
23:16 | COUNT_IG_RULE2 | Counter indicating the number of ingress packets that hit rule 2
15:8 | COUNT_IG_RULE1 | Counter indicating the number of ingress packets that hit rule 1
7:0 COUNT_IG_RULEQ | Counter indicating the number of ingress packets that hit rule 0

8.7.67 Ingress ACL Counter Group 1 (IG_ACL_COUNTER_GRP1)
Address: 0x1808126C

This register is used to count the packets that

Access: Read-Only hit a certain ACL rule.
Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE? | Counter indicating the number of ingress packets that hit rule 7
23:16 | COUNT_IG_RULES | Counter indicating the number of ingress packets that hit rule 6
15:8 | COUNT_IG_RULES5 | Counter indicating the number of ingress packets that hit rule 5
7:0 COUNT_IG_RULE4 | Counter indicating the number of ingress packets that hit rule 4

8.7.68 Ingress ACL Counter Group 2 (IG_ACL_COUNTER_GRP2)

Address: 0x18081270
Access: Read-Only

This register is used to count the packets that
hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULES | Counter indicating the number of ingress packets that hit rule 8
23:16 | COUNT_IG_RULEY | Counter indicating the number of ingress packets that hit rule 9
15:8 | COUNT_IG_RULEI0 | Counter indicating the number of ingress packets that hit rule 10
7:0 COUNT_IG_RULEI11 | Counter indicating the number of ingress packets that hit rule 11

8.7.69 Ingress ACL Counter Group 3 (IG_ACL_COUNTER_GRP3)

Address: 0x18081274
Access: Read-Only

This register is used to count the packets that
hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE15 | Counter indicating the number of ingress packets that hit rule 15
23:16 | COUNT_IG_RULE14 | Counter indicating the number of ingress packets that hit rule 14
15:8 COUNT_IG_RULE13 | Counter indicating the number of ingress packets that hit rule 13
7:0 COUNT_IG_RULE12 | Counter indicating the number of ingress packets that hit rule 12
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8.7.70 Ingress ACL Counter Group 4 (IG_ACL_COUNTER_GRP4)

Address: 0x18081278
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE19 | Counter indicating the number of ingress packets that hit rule 19
23:16 | COUNT_IG_RULE18 | Counter indicating the number of ingress packets that hit rule 18
15:8 | COUNT_IG_RULE17 | Counter indicating the number of ingress packets that hit rule 17
7:0 COUNT_IG_RULEL16 |Counter indicating the number of ingress packets that hit rule 16

8.7.71 Ingress ACL Counter Group 5 (IG_ACL_COUNTER_GRP5)

Address: 0x1808127C
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE23 | Counter indicating the number of ingress packets that hit rule 23
23:16 | COUNT_IG_RULE22 | Counter indicating the number of ingress packets that hit rule 22
15:8 COUNT_IG_RULE21 | Counter indicating the number of ingress packets that hit rule 21
7:0 COUNT_IG_RULE20 | Counter indicating the number of ingress packets that hit rule 20

8.7.72 Ingress ACL Counter Group 6 (IG_ACL_COUNTER_GRP6)

Address: 0x18081280
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE27 | Counter indicating the number of ingress packets that hit rule 27
23:16 | COUNT_IG_RULE26 | Counter indicating the number of ingress packets that hit rule 26
15:8 | COUNT_IG_RULE25 | Counter indicating the number of ingress packets that hit rule 25
7:0 COUNT_IG_RULE24 |Counter indicating the number of ingress packets that hit rule 24

8.7.73 Ingress ACL Counter Group 7 (IG_ACL_COUNTER_GRP7)

Address: 0x18081284
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE31 | Counter indicating the number of ingress packets that hit rule 31
23:16 | COUNT_IG_RULE30 | Counter indicating the number of ingress packets that hit rule 30
15:8 COUNT_IG_RULE29 |Counter indicating the number of ingress packets that hit rule 29
7:0 COUNT_IG_RULE28 | Counter indicating the number of ingress packets that hit rule 28
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8.7.74 Ingress ACL Counter Group 8 (IG_ACL_COUNTER_GRP8)

Address: 0x18081288
Access: Read-Only

This register is used to count the packets that
hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE35 | Counter indicating the number of ingress packets that hit rule 35
23:16 | COUNT_IG_RULE34 | Counter indicating the number of ingress packets that hit rule 34
15:8 | COUNT_IG_RULE33 | Counter indicating the number of ingress packets that hit rule 33
7:0 COUNT_IG_RULE32 |Counter indicating the number of ingress packets that hit rule 32

8.7.75 Ingress ACL Counter Group 9 (IG_ACL_COUNTER_GRP9)
Address: 0x1808128C

This register is used to count the packets that

Access: Read-Only hit a certain ACL rule.
Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE39 | Counter indicating the number of ingress packets that hit rule 39

23:16 | COUNT_IG_RULE38 | Counter indicating the number of ingress packets that hit rule 38
15:8 | COUNT_IG_RULE37 | Counter indicating the number of ingress packets that hit rule 37
7:0 COUNT_IG_RULE36 | Counter indicating the number of ingress packets that hit rule 36

8.7.76 Ingress ACL Counter Group 10 (IG_ACL_COUNTER_GRP10)

Address: 0x18081290
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE43 | Counter indicating the number of ingress packets that hit rule 43
23:16 | COUNT_IG_RULE42 | Counter indicating the number of ingress packets that hit rule 42
15:8 | COUNT_IG_RULE41 | Counter indicating the number of ingress packets that hit rule 41
7:0 COUNT_IG_RULE40 |Counter indicating the number of ingress packets that hit rule 40

8.7.77 Ingress ACL Counter Group 11 (IG_ACL_COUNTER_GRP11)

Address: 0x18081294
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE47 | Counter indicating the number of ingress packets that hit rule 47
23:16 | COUNT_IG_RULE46 | Counter indicating the number of ingress packets that hit rule 46
15:8 COUNT_IG_RULE45 |Counter indicating the number of ingress packets that hit rule 45
7:0 COUNT_IG_RULE44 | Counter indicating the number of ingress packets that hit rule 44
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8.7.78 Ingress ACL Counter Group 12 (IG_ACL_COUNTER_GRP12)

Address: 0x18081298
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE51 | Counter indicating the number of ingress packets that hit rule 51
23:16 | COUNT_IG_RULES50 | Counter indicating the number of ingress packets that hit rule 50
15:8 | COUNT_IG_RULE49 | Counter indicating the number of ingress packets that hit rule 49
7:0 COUNT_IG_RULEA48 | Counter indicating the number of ingress packets that hit rule 48

8.7.79 Ingress ACL Counter Group 13 (IG_ACL_COUNTER_GRP13)

Address: 0x1808129C
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE55 | Counter indicating the number of ingress packets that hit rule 55
23:16 | COUNT_IG_RULE54 | Counter indicating the number of ingress packets that hit rule 54
15:8 COUNT_IG_RULES3 | Counter indicating the number of ingress packets that hit rule 53
7:0 COUNT_IG_RULES2 | Counter indicating the number of ingress packets that hit rule 52

8.7.80 Ingress ACL Counter Group 14 (IG_ACL_COUNTER_GRP14)

Address: 0x180812A0
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE59 | Counter indicating the number of ingress packets that hit rule 59
23:16 | COUNT_IG_RULE58 | Counter indicating the number of ingress packets that hit rule 58
15:8 | COUNT_IG_RULE57 | Counter indicating the number of ingress packets that hit rule 57
7:0 COUNT_IG_RULES56 |Counter indicating the number of ingress packets that hit rule 56

8.7.81 Ingress ACL Counter Group 15 (IG_ACL_COUNTER_GRP15)

Address: 0x180812A4
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE63 | Counter indicating the number of ingress packets that hit rule 63
23:16 | COUNT_IG_RULE62 | Counter indicating the number of ingress packets that hit rule 62
15:8 COUNT_IG_RULES61 | Counter indicating the number of ingress packets that hit rule 61
7:0 COUNT_IG_RULE60 |Counter indicating the number of ingress packets that hit rule 60
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8.7.82 Egress ACL Counter Group 0 (EG_ACL_COUNTER_GRPO)

Address: 0x180812A8
Access: Read-Only

This register is used to count the packets that
hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE3 |Counter indicating the number of ingress packets that hit rule 3
23:16 | COUNT_IG_RULE2 |Counter indicating the number of ingress packets that hit rule 2
15:8 COUNT_IG_RULE1 | Counter indicating the number of ingress packets that hit rule 1
7:0 COUNT_IG_RULEOQ | Counter indicating the number of ingress packets that hit rule 0

8.7.83 Egress ACL Counter Group 1 (EG_ACL_COUNTER_GRP1)
Address: 0x180812AC

This register is used to count the packets that

Access: Read-Only hit a certain ACL rule.
Reset: 0x0
Bit Bit Name Description
31:24 COUNT_IG_RULE? | Counter indicating the number of ingress packets that hit rule 7

23:16 | COUNT_IG_RULES6 |Counter indicating the number of ingress packets that hit rule 6
15:8 COUNT_IG_RULES | Counter indicating the number of ingress packets that hit rule 5
7:0 COUNT_IG_RULE4 | Counter indicating the number of ingress packets that hit rule 4

8.7.84 Egress ACL Counter Group 2 (EG_ACL_COUNTER_GRP2)

Address: 0x180812B0
Access: Read-Only

This register is used to count the packets that
hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULEI11 | Counter indicating the number of ingress packets that hit rule 11
23:16 | COUNT_IG_RULE10 | Counter indicating the number of ingress packets that hit rule 10
15:8 COUNT_IG_RULE9 | Counter indicating the number of ingress packets that hit rule 9
7:0 COUNT_IG_RULES8 | Counter indicating the number of ingress packets that hit rule 8

8.7.85 Egress ACL Counter Group 3 (EG_ACL_COUNTER_GRP3)

Address: 0x180812B4
Access: Read-Only

This register is used to count the packets that
hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE15 | Counter indicating the number of ingress packets that hit rule 15
23:16 | COUNT_IG_RULE14 | Counter indicating the number of ingress packets that hit rule 14
15:8 COUNT_IG_RULE13 |Counter indicating the number of ingress packets that hit rule 13
7:0 COUNT_IG_RULE12 |Counter indicating the number of ingress packets that hit rule 12
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8.7.86 Egress ACL Counter Group 4 (EG_ACL_COUNTER_GRP4)

Address: 0x180812B8
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE19 | Counter indicating the number of ingress packets that hit rule 19
23:16 | COUNT_IG_RULE18 | Counter indicating the number of ingress packets that hit rule 18
15:8 | COUNT_IG_RULE17 | Counter indicating the number of ingress packets that hit rule 17
7:0 COUNT_IG_RULEL16 |Counter indicating the number of ingress packets that hit rule 16

8.7.87 Egress ACL Counter Group 5 (EG_ACL_COUNTER_GRP5)

Address: 0x180812BC
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE23 | Counter indicating the number of ingress packets that hit rule 23
23:16 | COUNT_IG_RULE22 | Counter indicating the number of ingress packets that hit rule 22
15:8 COUNT_IG_RULE21 | Counter indicating the number of ingress packets that hit rule 21
7:0 COUNT_IG_RULE20 | Counter indicating the number of ingress packets that hit rule 20

8.7.88 Egress ACL Counter Group 6 (EG_ACL_COUNTER_GRP6)

Address: 0x180812C0
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE27 | Counter indicating the number of ingress packets that hit rule 27
23:16 | COUNT_IG_RULE26 | Counter indicating the number of ingress packets that hit rule 26
15:8 | COUNT_IG_RULE25 | Counter indicating the number of ingress packets that hit rule 25
7:0 COUNT_IG_RULE24 |Counter indicating the number of ingress packets that hit rule 24

8.7.89 Egress ACL Counter Group 7 (EG_ACL_COUNTER_GRP7)

Address: 0x180812C4
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE31 | Counter indicating the number of ingress packets that hit rule 31
23:16 | COUNT_IG_RULE30 | Counter indicating the number of ingress packets that hit rule 30
15:8 COUNT_IG_RULE29 |Counter indicating the number of ingress packets that hit rule 29
7:0 COUNT_IG_RULE28 | Counter indicating the number of ingress packets that hit rule 28
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8.7.90 Egress ACL Counter Group 8 (EG_ACL_COUNTER_GRPS)

Address: 0x180812C8
Access: Read-Only

This register is used to count the packets that
hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE35 | Counter indicating the number of ingress packets that hit rule 35
23:16 | COUNT_IG_RULE34 | Counter indicating the number of ingress packets that hit rule 34
15:8 | COUNT_IG_RULE33 | Counter indicating the number of ingress packets that hit rule 33
7:0 COUNT_IG_RULE32 |Counter indicating the number of ingress packets that hit rule 32

8.7.91 Egress ACL Counter Group 9 (EG_ACL_COUNTER_GRP9)
Address: 0x180812CC

This register is used to count the packets that

Access: Read-Only hit a certain ACL rule.
Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE39 | Counter indicating the number of ingress packets that hit rule 39

23:16 | COUNT_IG_RULE38 | Counter indicating the number of ingress packets that hit rule 38
15:8 | COUNT_IG_RULE37 | Counter indicating the number of ingress packets that hit rule 37
7:0 COUNT_IG_RULE36 | Counter indicating the number of ingress packets that hit rule 36

8.7.92 Egress ACL Counter Group 10 (EG_ACL_COUNTER_GRP10)

Address: 0x180812D0
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE43 | Counter indicating the number of ingress packets that hit rule 43
23:16 | COUNT_IG_RULE42 | Counter indicating the number of ingress packets that hit rule 42
15:8 | COUNT_IG_RULE41 | Counter indicating the number of ingress packets that hit rule 41
7:0 COUNT_IG_RULE40 |Counter indicating the number of ingress packets that hit rule 40

8.7.93 Egress ACL Counter Group 11 (EG_ACL_COUNTER_GRP11)

Address: 0x180812D4
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE47 | Counter indicating the number of ingress packets that hit rule 47
23:16 | COUNT_IG_RULE46 | Counter indicating the number of ingress packets that hit rule 46
15:8 COUNT_IG_RULE45 |Counter indicating the number of ingress packets that hit rule 45
7:0 COUNT_IG_RULE44 | Counter indicating the number of ingress packets that hit rule 44
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8.7.94 Egress ACL Counter Group 12 (EG_ACL_COUNTER_GRP12)

Address: 0x180812D8
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE51 | Counter indicating the number of ingress packets that hit rule 51
23:16 | COUNT_IG_RULES50 | Counter indicating the number of ingress packets that hit rule 50
15:8 | COUNT_IG_RULE49 | Counter indicating the number of ingress packets that hit rule 49
7:0 COUNT_IG_RULEA48 | Counter indicating the number of ingress packets that hit rule 48

8.7.95 Egress ACL Counter Group 13 (EG_ACL_COUNTER_GRP13)

Address: 0x180812DC
Access: Read-Only

This register is used to count the packets that

hit a certain ACL rule.

Reset: 0x0
Bit Bit Name Description
31:24 | COUNT_IG_RULE55 | Counter indicating the number of ingress packets that hit rule 55
23:16 | COUNT_IG_RULE54 | Counter indicating the number of ingress packets that hit rule 54
15:8 COUNT_IG_RULES3 | Counter indicating the number of ingress packets that hit rule 53
7:0 COUNT_IG_RULES2 | Counter indicating the number of ingress packets that hit rule 52

8.7.96 